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B.®. 3amyxuuit

KIBEPHETgI‘IHPIfI 3AXHUCT PO3IOAVIEHUX ABTOMATHU30BAHUX CUCTEM
OPI'AHIBAINIMHOTI'O YIIPABJIIHHSA CUJIAMU TA 3ACOBAMHU B TEXHOJIOI'TYHHUX
BIMHAX HOBOI'O IIOKOJITHHSI

Po3kpuri oco6mmBocTi (pyHKIIIOHYBaHHS PO3IOATICHAX aBTOMAaTH30BAaHUX CHCTEM OPraHi3aIlifHOTO YIIPaBIiHHS
CHIIaMH i 3aco0aMu B yMOBaX BeACHHS KiOepHETHIHOI OOPOTHOM.

Busnauenni kiOepHETHYHI BIUIMBH Ha PO3MOIJIICHI aBTOMATH30BaHI CHCTEMH OPTaHI3allifHOTO YIIPaBIiHHS
CHJIaMU 1 3ac00aMU B TEXHOJIOTIYHHUX BifHAX HOBOTO MOKOJIHHSI.

OOroBOPIOIOTECST IIUIAXM IMiJBHIIEHHS KIOEPHETHYHOTO 3aXMCTY PO3NOAUICHUX aBTOMAaTH30BaHHX CHCTEM
OpraHi3aliifHOro YIIpaBIiHHS CHJIAMH 1 3aco0aMu [yist 3a0e31eYeHHS iX HKHUBYUYOCTI.

Karwu4osi cioBa: po3mojiicHi aBTOMATH30BaHI CHUCTEMH, CHJIM Ta 3aCO0OHM, XKHUBYYICTh, INITYYHHUH IHTENICKT,
KibepHeTHYHa 00pOTHOA, KIOEPHETHYHUI 3aXHCT.

Beryn

MupoxomacmrabHe BIPOBAIKEHHS Y BCi cepH KUTTS iHPOPMALIHHUX TEXHOJOTIH MPUBOIUTH IO CYTTEBUX
3MiH y BiCBKOBIil crpaBi. BiffHum MaiitOyTHBOTO Bce OiTbIIIE TEPEMINTYIOTHCS B NH(POBY IDIOMHKHY, a KiOepHETHIHUI
JIOMEH CTa€ TaKUM JK€ BaYUIMBUM MOJEM 000, K CYXOALJ, BOJA, MOBITPs, KOCMOC, iHQOpMAIIfHAI Ta KOTHITHBHUH
TPOCTip.

OOOB’SI3KOBHUM  aTpHOYTOM Cy4YacHUX BHCOKOTEXHOJIOTIYHMX BOEHHHX KOH(IIKTIB € KOMNJIeKCHE GeOeHHs
Kibepuemuunoi 6opomv6u abo OKpeMuX i1 CKIIaJIOBUX €JIEMEHTIB (KiOepHETHYHOI PO3BiIKH, KIOEPHETUYHOIO 3aXHCTY,
KiOepHETHYHOTr0 BIUIMBY) Ha BCIX eTanax MiArOTOBKU Ta BEJICHHS onepaliii (00HoBUX Miif).

CyuacHi Bo€HHI KOH(UIIKTH, SKi COPSMOBaHI Ha peajti3allilo NPUHIHUIIB FiOPHIHOT Ta MEPEKELEHTPUIHOT BiiHH,
nependavyaTh BUKOPUCTAHHS PO3MOALICHHX aBTOMATHU30BAaHHX CHCTEM opraHizatiiHoro ynpaeiinns (PACOYVY) mis
e(heKTHBHOT'O 3aCTOCYBaHHS Ha 1ot 0010 cui 1 3ac00iB (C3).

Buxopucranas PACOY C3 3a6e3neuye inghopmayiiino-anarimuyny nepegazy Haa MPOTHBHUKOM 32 PaXyHOK:

CTBOPEHHS YIPYIOBaHHS BIHCHK (CHII), Y TOMY 9HCcii opMyBaHHS HOTO CTPYKTYpH Ta CKIIaLy, aJalTOBAaHOTO 110
YMOB BEJICHHS CydacHOI 30poitHoi 60poTrOu. Lle BuMarae cTBOpeHHS €IWHOTO iH(GOPMAIIITHOTO IPOCTOPY, EANHUX 0a3
JAHWX, 3a0e3NeUeHAs iHPOpMaNifHOiI CyMICHOCTI Ta HaIXOKECHHs iH(opMarii Bif pi3HOMaHITHAX aBTOMAaTH30BaHUX,
iH(pOpMaLiHHO-KOMYHIKAIIITHUX CUCTEM Ta 3ac00iB IepefaBaHHs TaHUX;

HasBHOCTI BINMOBITHMX TEXHIYHUX Ta MPOTPAMHUX 3ac00iB s 30mWpaHHA iHpOpMamii, 11 KOJIEKTHBHOTO
BUKOPHCTaHHs Ta opraHizauii B3aemoJii. lle BuMarae 00’eJHaHHS OKPEMHUX CHCTEM PO3BIIKH, 3B’5I3Ky, aBTOMaTH3aIlil
Ha TMIJCTaBl €IUHMAX 1JCOJOTIYHMX, TEXHOJOTIYHUX (TMPOrpaMHKX), TEXHIYHUX NPHHIMMIB 1 IUIaThopMm Yy
PO3BiyBasIbHO-iH(pOPMAaIHHO-00HOBY CHCTEMY;

JIOCSITHEHHS BUCOKOT'O CTYIICHsI B3aEMHOTO Y3TrOJDKEHHS [Iiif B onepaiisix (00HOBUX AisfX) 38 paxyHOK: SICHOTO Ta
soriuHoro (opMmyBaHHS 3aMucCiy orepailii (00HOBUX Miif), 10 rapaHTye WOro aaeKBATHE W OJHAKOBE CIPHUAHSATTS
BiliCbKaMH; KOMIIETEHTHOCTI Yy BCIX JIaHKaX yIpaBJiHHS BiCbKaMH; MOBHOTH iH(pOpMAIl; BIZICYTHOCTI CIIOTBOPEHHS
iHpopMamii B mporeci ii mepegaBaHHS; HASBHOCTI CHCTEMH IPABIJI Y3TO/DKEHHS il YaCcTHH 1 MiAPO3MUTIB i dYac
MiATOTOBKY Ta BeIeHHS omeparlii (00HoBHX Miif);

0oe3maTHOrO 0CcOOOBOTO CKIAAy IMMIATOTOBICHOIO TEOPETHYHO, TEXHIYHO 1 TIICHXOJOTIYHO 10 Hid B
BHCOKOTEXHOJIOTIYHUX oreparisx (00ioBuX misax).

PACOY C3 mpuramaHHI po3rarykeHa Mepexka 3aco0iB 3B’SI3Ky i KOMYHIKaIlil, BAKOPHCTAHHS PI3HOMAaHITHHX
iHpOpMaliHHUX TEXHOJIOTiH, HACHYEHICTh KOMIUIEKCAMH 3ac0o0iB aBTOMaTH3alil Ta CKJIaJHA CTPYKTypa CHUCTEMH iX
eHeprosabesneyeHHs. Sk HacHioK, crekTp 00’ektiB Ta enemeHtiB PACOY C3, mo miamarThest KiOEpHETHIHOTO
BILUIMBY IMOCTIHO PO3IIUPIOETHCS, POPMHU Ta CIIOCOOH HOT0 HaHECEHHS MPOTHMBHUKOM IMOCTIHHO YAOCKOHATIOIOTHCS Ta
YPI3HOMaHITHIOIOTBCH.

VY Takux ymMoBax, 3Ha4HO 3pOCTarOTh BUMOTH A0 KibepHetuuHoro 3axucty PACOY C3, sik ckiaoBol YaCTHHU
KOMILICKCHOI CHCTEMH 3a0e3MeUeHHsI i1 )KUBYUOCTI, 1110 1 00YMOBIIIOE aKMYalbHICMb TAHOT TEMHU.

OcHoBHaA YacTHHA

KibepnernuHniii 6oporsdi B PACOY C3 npuramanHi neBHi ocobiusocmi:

3aydeHHs1 10 (JOpMyBaHHS Ta pealtizaiii KiOEpHETHYHUX BIUIMBIB Pi3HUX CyO’€KTIB: Aep’KaBHUX BIHCHKOBHX
iHCTUTYHIH (cmil Ta 3aco0iB KiOEpHETMYHHMX BIMCBHK); HEYPSJIOBUX OpraHizaliil 3a Jep>kaBHOTO CHOHCOpPYBAaHHS I
BIHICEKOBMM KepiBHHMITBOM (state-sponsored cyberattack); mep>kaBHMX BIMCHKOBMX IHCTHTYLiH (cmi Ta 3aco0iB
KiOepHEeTHYHUX BIMCHK) MiJ BHTJIAAOM HEYPSJIOBHX OpraHi3amii i3 MOBHUM 3alepedeHHSIM MPUYETHOCTI M0 MOMiH
Jlep’KaBH-arpecopa, Mo Hajgae KOHQIIIKTY TiOPUIHOCTI Ta YHEMOKIIMBIIIOE TIPUTSATHEHHS Cy0’€KTa 10 BiANOBiMaLHOCTI
3a MDXKHApOIHUM TyMaHITapHUM IIPaBOM;

MOCTiifiHe OHOBJIEHHST TexHOJoriuHoi 6a3u PACOY C3 (mTyuyHu# iHTENEKT, XMapHi CepBiCH, iIHTEPHETY pedeit
(IoT), riOpuari wmomenmi poOOTH OpraHiB BiHCHKOBOTO VYIPaBNiHHS, SKi 30iMBIIYIOTH PH3UKH, IOB’S3aHI 3
BUKOPUCTAHHAM HE3aXHUIIEHNX MPUCTPOIB Ta MEPEX Ta iHIII), [0 MPUBOANTE A0 HEOOXIAHOCTI MOMIYKY HOBUX METOMIB
Ta MEXaHi3MiB iX 3aXHUCTY;

3HauHI Hachigku KibepHernmuHoro BmuBiB Ha PACOVY C3 y pasi BiICYTHOCTI CTIHKOI Ta aJanToBaHOI IO
KiOEpHETHYHMX BIUIMBIB CUCTEMH KiOEPHETHYHOTO 3aXHUCTY;
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3pOCTaHHS KUIBKOCTI KIOEPHETHYHUX 3arpo3 sk 3a KUIbKICTIO BIUIMBIB, TaK i 32 IXHBOIO CKJIAJHICTIO;

CHCTEMaTHYHE yJIOCKOHAJICHHS METO/IB KiOEpHETHYHOIO BIUIMBY (aTaky Ha OCHOBI LITy4HOTO iHTenekry (Al-
driven attacks), mkimmBe mporpaMHe 3a0e3neUeHHS 3 MOXKIIMBICTIO CAMOHABYaHHSI TOLIO).

Jani 0coOJIMBOCTI J03BOJISIIOTE CHOPMYBATU OCHOBHI Kibepremuuni eniueu Ha PACOY C3 B TEXHOJIOTIYHUX
BilfHaX HOBOTO IOKOJiHHS:

KibepHeTHYHI 371aMu — ataku Ha cepepd PACOY C3 3 MeTol0 OTpUMaHHs NPOTUBHUKOM HEOOXITHUX TaHUX;

DDoS-araku — nepeBanTaxenns ckiranoBux eneMmeHTiB PACOY C3 s BHBEICHHS 3 Jagy CHCTEM 3B S3KY Ta
KOMYHIKaI[iITHIX Mepex;

IIKiIJIABE MIpOTrpaMHe 3a0e3NeueHHs — BipyCH, TPOSHH Ta INMUTYHCHKI MPOTPaMH, IO BUKOPHCTOBYIOTHCS IS
JIe30praHizaliii CHCTeMH;

(himMHTOBI aTaky — CIPOOU OTPUMATH AOCTYI 10 KOH(iAeHIiitHO1 iHpopMaIil IUIIXOM BBEICHHS B OMaHYy;

BUKOPHCTAaHHS KBAaHTOBHX TEXHOJOTIH — 3JlaMyBaHHS KpHUNTOIpa(iyHUX aJrOPUTMIB, 10 BUKOPUCTOBYIOTHCS B
PACOY C3;

atakn Ha KkputuuHy iHQpactpykrypy PACOY C3 — ypakeHHS €HEpreTMYHHX, TpPAaHCIOPTHUX Ta
KOMYHIKaI[IITHUX CHCTEM.

3pocTaHHS KIJIBKOCTI Ta CKJIagHOCTI KiOepHeTmyHuX BILIMBIB aiusi PACOY C3 Bumarae po3poOieHHs
epekmusHUX MexaHizMie peacyéanHs Ha HHUX, sSKI MOXYTh MiHIMI3yBaTH TOTCHIIWHI 30UTKH Ta 3a0e3meduTH
HEOOXiTHHUI piBEHB )KUBYYOCTi CHCTEMH.

IIpomec pearyBanHs Ha KibepHeTwuHi BIIIUBH B PACOY C3 MOXIMBO 3a0€3MEUNTH 32 PaXyHOK KOMIUIEKCY
3aXO[liB, CIIPSIMOBAaHHUX Ha iACHTU(IKAIl0, aHaNi3, CTPUMYBAaHHS, YCYHCHHS Ta BiIHOBIICHHS MICII1 KiOCpHETHIHOTO
BIUTUBY. l'onoBHa MeTa 1ILOTO npouecy - MIHIMIZy8amu Kibeprnemuunuil BNIUG
Ha PACOY C3, saxucmumu i KPpUTHYHI SIEMEHTH Ta 3abOe3neyumu OC3MEPEpBHICTh Ta HEOOXiIHY €(QEKTHBHICTh
TIPOIICCIB YTIPABIIiHHS BiiCEKaMHU Ta 30pO€T0.

s niosuwenns egpexmusnocmi kibepnemuunoeo zaxucmy PACOY C3, sk CKJIaJ0BOT YaCTHHH KOMIUICKCHOT
cucrteMu 3a0e3nedeHHs 11 KMBYYOCTI, JOLIJIBHO PO3MISHYTH BHUKOPUCTAHHS B HAaWOMIDKYIH IEPCHEKTHBI TaKHX
MePEOBUX TEXHOJIOT1H Ta METO/IIB:

3aXHMCT BIMICPKOBHX cepBepiB Ta 0a3 JaHMX 3 BUKOPHUCTAHHSIM XMAapHUX TEXHOJIOTiH 3 OaraTopiBHEBUM
mupyBaHHIM;

BUKOPHCTAHHSI TIOCT-KBaHTOBOT KpunTorpadii 1t po3poOieHHs HOBHX allOPUTMIB IIM(PYBaHHS, CTIHKUX IO
aTaKk KBAaHTOBHX KOMIT FOTEPIB Ta iX CTaHIapTH3ALis;

IHTeTpalis KiOepHEeTHIHOTO 3aXUCTy Ha piBHI oOmagHaHHs (hardware-level security) mst loT-ipuctpois;

BUKOPHCTAHHS INTYYHOTO IHTEpHETY JUII MOHITOPHMHIY Ta 3axucty mepex loT y peampHOMy Macmradi yacy,
BUSIBIICHHSI aHOMAJTiHl y TTOBEIHII CHCTEM Ta KOPUCTYBAaYiB, 110 03BOJISIE ONIEPATUBHO pearyBaTy Ha 3arpo3w;

BIIPOBa/DKCHHA TexHouorii Zero Trust (Momenb “HynboBOi AOBipH”, sfKa mependadae IMepeBipKy KOKHOTO
KOPHCTYBaua Ta MPHUCTPOI0 HAa KOXXHOMY €Tall JOCTYIy M0 CHCTEMH) JJis IiJBUIICHHS HAIIHOCTI Ta CTIHKOCTI
(hYHKIIIOHYBaHHS €JIEMEHTIB 3 PO3MOIIICHO0 1HPPACTPYKTYPOIO;

aBTOMATH3allisl 3aX0/iB KiOEpPHETUYHOI0 3aXMCTy 3 BUKOPHCTAHHSAM INTYYHOTO IHTENEKTY JUIi MOHITOPUHTY
KiOEpHETHYHMX 3arpo3, pO3pOOJEeHHs AaJrOPUTMIB Ha OCHOBI LITYYHOTO IHTENEKTY, CIPOMOXKHHMX aBTOMATHYHO
po3ri3HaBaTH i 0J0KyBaTH KiOEpHETHYHI aTaku.

3a3HaueHi MepeloBi TEXHOJIOTII Ta METOIH, HacamIiiepel, IependavyaloTh MIMPOKE BUKOPHUCTAHHS IITYYHOT'O
IHTENEKTy IJIsl aBTOMaTh3allii ormepamiil 3 kibeprernanoro 3axucty PACOY C3 Tta mportunii 3arpo3am “HYJIHOBOTO
JHA”, KOJIHM TPOTMBHHK BHKOPHCTOBYE Bpa3JIMBOCTI, HEBIJOMI BHPOOHMKaM IporpamMHoro 3a0esnedeHHs. Mozemi
MAaIIMHHOTO HaBYaHHS MOXXYTh BHSBIIATH Ta pearyBaTd Ha MiZO3pPiii Aii, SIKi MOKYTh CBIIYMTH IIPO aTaky HyJIbOBOTO
JTHS.

BrpoBakeHHsI HOBUX TEXHOJIOTIH Ta MeToliB KibepHeTnuHOoro 3axucty PACOY C3 BuMarae po3yMiHHS OCHOB
TPaIUIfHUX TPUHIMIIIB KiOepHEeTHIHOT Oe3mekn (MepexeBa Oesreka, KpunTorpadis, KOHTPOIb JOCTYIY Ta IOJITHKH
0e3meKu TOII0) ISt OO0y 10BH e(hEeKTHBHUX 3aX0/(iB OC3MEKH HABKOJIO CHCTEM HITYYHOTO IHTCIICKTY.

3 MeTOI0 cmeopents cyuacHoi cucmemu Kibepnemuunozo 3axucmy PACOY C3 HeoOximHO:

0J151 PO3YMIHHS MOJICTUBOCIEL MA 0OMEIICEHb WIMYYHO20 [HMENeKMY 6 cucmemi KibepHemuyHo20 3axucmy:.

BU3HAYMTH (pyHJaMeHTaIbHEe PO3yMiHHS KOHIEMIi MallMHHOTO HABYaHHS Ta WITY4YHOro iHTenekTy B PACOY
C3 (opranizairisi KOHTPOJIHOBAHOTO Ta HEKOHTPOJIHOBAHE HABUAHHS, HABUAHHS 3 MiAKPITUIEHHSAM, HEHPOHHI MEpexXi Ta
3arajbHi aJTOPUTMH TOILO);

MPOJOBXHUTH POOOTY 1070 po3BUTKY B PACOY C3 3axwuieHol cucteMu oOpOOKH Ta iHTEpIIpeTallii BEIUKHUX
MAaCHBIB JaHUX;

0711 pO3YMIHHSL Oill NPOMUBHUKA 8 KIOEPHEMUYHOMY OOMEHI.

CHCTEMaTHYHO aHalli3yBaTH BapiaHTH CYNPOTHBHOIO MAIIMHHOTO HaBYaHHS, MO 3a0e3NeYUTb PO3yMiHHA
MOXJIMBOCTE} BUKOPHCTaHHS IITYYHOT'O IHTEJIEKTY AJIsl BOPOKHMX aTak Ta MoOyZI0BH BIAMOBIIHUX MOJIEINIEH 3aXHUCTY BiX
HHX;

CHUCTEeMATHYHO 3/IIHCHIOBATH 3ax0u mo0 TecTyBanHd PACOY C3 Ha NpOHUKHEHHS: aHalli3 €eTUYHUX METOJIiB
XaKepcTBa, MOXKJIMBOCTEH BUKOPUCTAHHS INTYYHOTO IHTENEKTY Uil BHSIBICHHS Bpa3JIMBOCTEH 1 MOEIFOBAHHS
kibeparak, METOIOJIOTiH, METOIIB Ta CIIOCO0IB JIsl TECTYBaHHI Ha MPOHUKHEHHS Ta 1HIINUX 3aXO0/IiB;

I TygHnii iHTENEKT € MOTYKHUM 1HCTPYMEHTOM B CyYacHHMX TEXHOJIOTiAX KibepHeTuuHoro 3axucty PACOY C3.
Ane ayxe Ba)UIMBO BHKOPHUCTOBYBAaTH HOTO B TOEIHAHHI 3 JIIOJCHKUM JIOCBIJOM Ta TOCTIHHUMH HAayKOBHMH
JOCHIJKEHHSIMH 1 po3poOkamu. Tomy BHpoBamKeHHS B cucTeMi kibepHermuHoro 3axucty PACOY C3 mepenoBux
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TEXHOJIOT1H HeMOXJIMBE Oe3 (hOpMyBaHHS SIKICHOI CUCTEMH MiATOTOBKH MEPCOHATY 3 MUTAaHb KiIOEPHETHYHOTO 3aXHCTY,
NOCTIHHOTO ayJnuTy CTaHy #HOro MiArOTOBJICHOCTI Ta TOTOBHOCTI 0 pearyBaHHS Ha BHMKIMKH Ta 3arpo3d B
KiOEpHETHYHOMY JIOMEHI.

BucnoBku

3abesnedenss xuBydocti PACOY C3 3C MoxIMBE 32 yMOBH CTBOPEHHS €()eKTUBHOI CHCTEMHU KiOEPHETHYHOTO
3aXUCTY {1 €JIEMEHTIB Ta MiICUCTEM.

3pocranHs KinbkocTi KibepHeTnuHHX BIuBiB Ha PACOY C3 3C, cucremarnyse iX yJIOCKOHAJIICHHS BHUMAarae
OTIePaTUBHOTO BIPOBAKCHHS B CHCTEMH KiOEpHETHYHOTO 3aXUCTY HOBITHIX TEXHOJIOTiH Ta METOMIB.

TiTPKH CHHEPTist MK OITYYHAM IHTEJIEKTOM Ta JIFOJICBKAM iHTEJICKTOM J03BOJISIE CTBOPHUTH €(hEeKTUBHY CHCTEMY
kibepHeTHyHOTO 3axucty PACOY C3.

Y nockoHaneHHs1 cucteMu KibepHernunoro 3axucty PACOY C3 o0yMOBIIOE JOIIIBHICTH CTBOPEHHS SKiCHOT
CHCTEMH MiJrOTOBKH IIEPCOHAINY, 37aTHOI ONEPaTHBHO aJIallTyBaTHCS 10 3MiH y BEICHHS TEXHOJIOTTYHHMX BifH HOBOTO
MOKOJIHHSI.



LIO. Munumuyx

PO3POBKA METOAIB ABTOMATH30BAHOI'O CHHTE3Y IIOJIITUK BE3IEKH JUISI
CHUCTEM YHPABJIIHHA IHOOPMAIINMHOIO BE3ITEKOIO 3 BUKOPUCTAHHSAM
IFEHETUYHUX AJITOPUTMIB

CyudacHi cuctemu yrpasiiHea iHpopMmariitHoio 6e3nexoro (CYIB) moTpedyoTs THyYKHX 1 e()eKTHBHUX MOJITHK
Oe3mexu il 3a0e3MedeHHs BiAIOBIIHOCTI CTaHAApTaM i mpOTHLII Kibep3arpo3aM. PydHe CTBOpEHHS TakuX MOJITHK €
TPYAOMICTKHM 1 CXMJIFHUM JI0 TIOMHJIOK, IO YCKJIATHIOE iX ajanTaIiiio 10 AWHAMIYHHX YMOB. METOIO JOCIiIKEHHS €
PO3p0oOKa METO/IIB aBTOMAaTU30BaHOTO CUHTE3Y NOuIITHK Oe3neku 1yt CY1b 3 BUKOpUCTaHHSAM FeHETHYHUX aJITOPUTMIB.

[IpoBeneHo aHadi3 TEOPETHYHHX OCHOB TI'EHETHMYHHMX QJITOPUTMIB, BKJIIOYAIOUM IPHUHIMIHN EBOJIOLIHHMX
obuuncneHp, onTuMizanii Ta iX 3acTOCyBaHHS B 3ajJadax KibepOesmeku. BusBIEHO OCHOBHI MpoOieMH TpaaMIiiHUX
MiAXO/IB 10 CTBOPCHHS MOJIITUK OC3IEKH, TaKi K HU3bKa aJalTHBHICTH O HOBUX 3arpo3, CKIAJHICTh MAacIITa0yBaHHI
Ta morpeda B EKCIEepTHOMY BTpy4aHHi. [y BHUpImIEHHS LUX NpoOjeM 3amlpoloHOBAHO METOJ, SKUil mependavae
BUKOPHCTAHHS TEHETUYHUX aJITOPUTMIB JJIsi aBTOMAaTHYHOTO TEHEPYBaHHS Ta ONTHMIi3allil NOMITHK Oe3IIeKn Ha OCHOBI
crarpapris ISO/IEC 27001 i NIST SP 800-53 [1].

3anpoBaKCHO CHCTEMY aBTOMATH30BAaHOTO CHHTE3y IOJITHK, IO BUKOPHCTOBYE T€HETHUYHI alTOPUTMH IS
CTBOPCHHS MPaBWJI IOCTYITy Ta pearyBaHHS Ha 3arpo3d. Po3poOJeHO anrophUTM OIiHKH €(QEeKTHBHOCTI MOJITHK, SKHHA
BpaxoBye KpuTepili Oe3mexu, MPOAYKTHBHOCTI Ta BiAmoBimHOcTi craHmapram. J[lms 3a0e3medeHHs CyMiCHOCTI
BUKOPUCTAHO CTaHAapTU30BaHI Gopmatu momTuK i APl mng interpanii 3 xmapuumu CYIB. BopoBamkeHo cuctemy
MOHITOPHHTY CHHTE30BaHHX IIONITHK, sKa BIACTEXYE iX MPOAYKTUBHICTH 1 TeHepye 3BITH i1 ayauropis. s
onTHMIi3alii CTBOPEHO UEHTPaNi30BaHy IUIaTGOPMY YIPABIiHHS IOJNITHKAMH, 10 YHHKA€ IyOJIOBaHHS JaHHX.
BrnpoBajpkeHO cucTeMy 3BOPOTHOIO 3B’S3KY, SIKa JIO3BOJISIE QITOPUTMAaM yIOCKOHAIIOBATHCS HA OCHOBI OLIIHOK
anminictpaTopis [2].

ExcriepumenT mnpoBeneHo Ha npukiaai xmapHoi CYIB g o0poOku  KOH(QINEHIIHHUX AaHUX, [e
ABTOMATH30BaHMH CHHTE3 MOJITUK CKOPOTUB 4ac ix crBopeHHs Ha 22%. IlepeBaramu mifxomy € aBTOMAaTH3aLlis
PYTUHHHUX 3aBlaHb, IiJBUIICHHS aJalTUBHOCTI MOJITHK 1 CIIPOIICHHS cepTudikamiiinux mnporecis. [ 3abe3neueHHs
KOH(IIEHIIIHOCTI 3acTOCOBaHO MM(PYBaHHS NAaHUX 1 ympaBimiHHA aoctynoM depe3 [AM-monituku. BmpoBamkeHo
CHUCTEMY CIIEKTPOHHOTO INOKYMEHTOOOIry IJisi KOOpAHMHAII MiX KOMaHZaMH Oe3leKu Ta po3poOku. Po3pobieHo
IHCTPYMEHTH /I aBTOMATHYHOTO TECTyBaHHS CHHTE30BaHMX MOJITHK Y PI3HHUX CIIEHAPIAX 3arpos.

JlomaTkoBO BIIPOBAKEHO MEXaHiI3M aBTOMAaTHYHOI'O PE3EPBHOTO KOIIOBAaHHS KOH(Irypariii MOJITHK, II0
3HIKY€e pu3uK 3001B. [l HaB4aHHS (haXiBIiB OPraHI30BAaHO TPEHIHTH 3 BHKOPUCTAHHSA T'CHETHYHHUX AITOPHTMIB y
KibepOe3neni, o CIpuse MiABHIICHHIO IXHBOI KBamidikamii. BripoBamkeHo Bi3yanpHHN iHTEpdEWc IS yrpaBiiHHIL
CHHTE30M 1 aHaJIi30M IOMITHK.

Jnist migBUIIEHHS MPOIYKTUBHOCTI CHHTE3Y 3aCTOCOBAHO aji'OPUTMH MapaliesibHoT 00pOOKH, 110 3MEHIIYIOTh Yac
obuuncnens. BrpoBakeHo 6a3y 3HaHb 13 MIa0JOHAMH TIOJIITUK O€3MEKH, 110 NOJIETHIYE X aAanTalliio 10 Pi3HUX CHCTEM.
Jnsi 3a0e3nedyeHHs] MacIITa0OBAaHOCTI IHTErpOBAaHO XMapHi IUIATGOpMH 3 MIATPUMKOIO E€INaCTHYHUX OOYHMCIICHB.
Po3po0iieH0 IHCTPYMEHTH aBTOMATHYHOTO aHaji3y e(peKTHBHOCTI MOJITHK, L0 J03BOJISIOTH BHUSBISATH Hee()EeKTHBHI
IpaBHJIa.

Jis miaTpUMKH KOMaHIHOI POOOTH CTBOPEHO LEHTPANli30BaHY CHUCTEMY YIIPABIIHHS BEPCISIMH IIONITHK, IIO
CHHXPOHI3y€ 3MiHM B TIOPHIHHX CepeloBHIIaX. BrpoBamkeHO MeXaHi3M aBTOMAaTHYHOT'O TECTYBaHHS IIOJIITHK Iepes
PO3TOpTaHHAM, L0 3HWKYE PHU3UK MOMMIIOK. /It CIPOIIEHHS ayanTy Oe3neku po3poOieHO MOIYNb aBTOMAaTHYHOTO
reHepyBaHHA 3BiTiB, cymicHuX i3 ISO/IEC 27001.

JlonaTkoBO BIPOBAKEHO CHCTEMY NPOTHO3YBaHHS HOBMX BHMOT /IO HOJITHK Ha OCHOBI aHAJi3y PETYISATOPHUX
3MiH 3a JOMOMOTOI AJITOPUTMIB MAIIMHHOTO HaBuaHHsA. J[is 3a0e3meucHHs Oe3nepeOiitHOT poOOTH pPO3POOIICHO
MeXaHi3M aBTOMAaTHYHOT'O BiJIHOBJICHHS KOH(Irypamniii nomiTHK micist 300iB. BipoBa/keHo cTaHaapTU30BaHi madiIoHun
JUIsl TOKYMEHTYBaHHSl CHHTE3y IMOJITHK, L0 MoJiermye ceprudikamito. s iHTerpamii 3 30BHILIHIMH CHCTEMaMH
crBopero API mist o6MiHy qanumu nomituk [3].

Hns migBuienns agantuHocti CYIB po3poOnieHo mporpamMHuii MOAyJb JJisi aBTOMAaTHYHOTO OHOBJICHHS
MOJITHUK BIJNOBIHO O HOBMX 3arpo3 i CTaHJapTiB. BrpoBapkeHO cucTeMy OLIHKM e(eKTHBHOCTI CHHTE30BaHUX
MOJITHK, sKa JO3BOJIIE ONTHMI3YBaTH iX KOH(pirypamito. [ns miaTpuMKH pO3pOOHHKIB CTBOPEHO IHTEPAKTUBHY
wiatgopMy 3 NPHUKIAJAMH HaWKpamux MPAaKTUK BUKOPHUCTAHHS T€HETHYHUX aJITOPUTMIB, IO CIPHSE IIBHIKOMY
OCBOEHHIO TEXHOJIOTIH.

TakuM YMHOM, aBTOMATH30BAaHMH CHHTE3 MOJITUK O€3MEeKM 3 BUKOPHCTAHHSIM TI'C€HETHYHUX AITOPUTMIB €
e(eKTHBHUM 1HCTPYMEHTOM JJIsl TiJABHIICHHS THy4KkocTi Ta HanxidHocTi CYIB. Peamizamis 3anpornoHOBaHHX 3aXOJiB,
TaKUX SK aBTOMAaTH30BaHE TI'€HEPYBaHHS MOJITHK, MOHITOPHHI iX €(QEKTUBHOCTI, €JNEKTPOHHHH HOKYMEHTOOOIr i
TECTYBaHHsI, CIPHUSE CTBOPCHHIO QJAaNTHBHUX 1 CepTU(IKOBAaHUX cHUCTeM Oesmeku. [logambiii TOCIiKeHHS
nependadaroTb po3poOKy riopumaaux [II-anropuT™iB 17151 CHHTE3Y MOJIITHK 1 IHTETPAIlito 3 OJIOKYEHH-TEXHOIOTISIMH IS
3a0e3medeHHs Ipo30pocTi cepTudikarii. BupoBakeHHS TakuX pillleHs Y HaBYAJIbHI MPOTPaMH CIIPUATHME i ATOTOBII
(axiBIiB, 3MaTHIX CTBOPIOBATH iHHOBAIilHI Ta Oe3meuni [T-cuctemu.

1. Vaswani, Ashish, et al. "Attention is all you need." Advances in neural information processing systems (2017).
2. Brown, Tom B., et al. "Language models are few-shot learners." arXiv preprint arXiv:2005.14165 (2020).
3. Devlin, Jacob, et al. "BERT: Pre-training of deep bidirectional transformers for language understanding.”" arXiv preprint

arXiv:1810.04805 (2018).
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C.O. Pomanenko

MJIAXA ITIOKPAIIEHHS MPOAYKTUBHOCTI XMAPHUX CUCTEM YIIPABJ/IIHHSA
IHOOPMANIMHOIO BE3IIEKOIO 3A JOIIOMOTI'OIO OIITUMI3AII AJITOPUTMIB
OBPOBKHU BEJIMKUX JAHUX

CydacHi XMapHi cucTeMH yrpasiiHHA iHpopmariitHoo Oesnexoro (CYIB) 0OpoOnsioTs BenHki 00CITH TaHUX
JUTs 3a0€3MeUYCHHS KiOSPCTIMKOCTI Ta BiIIOBITHOCTI CTaHAApTaM, II0 BUMAarae BUCOKOI MPOAYKTHBHOCTI. OnTumisalris
ANTOPUTMIB 00POOKH BEIHMKHX JaHUX MOXE 3HAYHO ITiIBUIIATH e(DeKTUBHICTh TAKUX CHCTEM, 3MCHIIYIOUH 3aTPUMKH Ta
pecypcHi BUTpaTu. MeTor JOCHIIKEHHS! € PO3po0Ka NUIAXIB MOKpaleHHs1 npoaykTiBHOCTI XxMapHuX CYIb nuisixom
ONITUMI3aIli]l aIrOpUTMiB 0OPOOKH BETHKHIX JTaHUX.

[IpoBeneHo aHaii3 TEOPETUYHMX OCHOB OOPOOKM BENMKHX JAHMX y KOHTEKCTI KibepOesnekw, BKIIOYAI0UH
METOAM TIapalieIbHUX OOYHCIIEHb, ITOTOKOBOI OOpOOKM Ta MAIIMHHOTO HAaBYaHHA. BUSBIIEHO OCHOBHI IMpoOiemMu
xmapaux CVYIB, Taxi sik HU3bKa HIBUKICTH aHANI3y BEJIMKUX MAacUBIB JaHUX, BUCOKE HABAaHTAXXEHHs Ha 00UMCITIOBAIIBHI
pecypcu Ta CKIagHICTh MacmTaOyBaHHS B peanbHOMY daci. Iy BHpIMIEHHS OHUX MPOOJIEeM 3aIpOIOHOBAHO IiIIXiT,
SAKAH Tnependavae ONTHMI3AII0 aJrOpUTMIB 0OpoOKM JaHWX 3a jJoromMororo TexHosoriii Apache Spark, Kafka ta
JIEFTKOBAarOBMX MOJIEJIEH MalIMHHOIO HaBYaHHs [1].

3anpoBaPKEHO CUCTEMY NMOTOKOBOI 00poOKkH JoTiB Oe3neku 3 BukopuctaHHsM Apache Kafka, mo 3abe3neuye
aHali3 JaHuX y pealbHOMY 4Yaci. Po3poOyieHO onTHMi30BaHWI alrOpUTM KiacTepu3alii Bpa3iMBOCTEHl Ha OCHOBI
MAaIIMHHOTO HABYAHHS, SIKMH 3MEHIIIy€ 9ac iX BUABJICHHS. J{/Is MiIBUIECHHS MPOAYKTUBHOCTI BUKOPHCTAHO PO3MOIIICHI
obuuncnenHs Ha 6a3i Apache Spark, mo 3a0e3nedye MaciTabyBaHHSI B XMapHHX CepeloBHIIaX. BIpoBapkeHO cucteMy
MOHITOPHHTY TPOAYKTUBHOCTI aJTOPUTMIB, sIKa BIICTEXKY€E 3aTPUMKHA Ta TCHEPYe 3BITH Ul anMiHicTparopiB. s
CIPOIIEHHS YIPaBJiHHS CTBOPEHO IIEHTPAJi30BaHy IUIATGOPMY aHallizy JAaHMX Oe3NeKH, L0 YHUKAe JyOioBaHHS
iHpopMmanii. BopoBamkeHo cucteMy 3BOPOTHOTO 3B’SI3KY, SIKa JTO3BOJISIE ONTHUMI3yBaTH JITOPUTMH HAa OCHOBI OIIIHOK
KopucTyBauis [2].

ExcriepumenT mpoBezneHo Ha mpukiani xmapHoi CYIB mis MOHITOpHHTY MepeXeBHX aTak, J€ ONTHMi3amis
ITOPUTMIB CKOpOTHJA 4Yac oOpoOku naHux Ha 13%. IlepeBaramu mifxoay € MiJBHMIIEHHS IIBHIKOCTI aHaNmi3y,
aBTOMATH3allid PYTUHHHX 3aBAaHb 1 MOKpaIleHHS MacmraboBaHOCTI cucteM. s 3a0e3nedeHHS KOHQIACHIIHHOCTI
3aCTOCOBaHO WHM(GPYBaHHS JaHMUX 1 YyOpaBliHHA jgoctymoM uepe3 [AM-monituku. BnpoBamkeHo cucremy
eIEKTPOHHOTO JOKYMEHTOOOITY Ui KOOpAWHAII MK KOMaHIAaMH aHANITHKIB, aIMIiHICTPaTOpiB 1 ayTUTOPIB.
Po3po6iieHo IHCTpYMEHTH JAJIsl aBTOMaTHYHOTO TECTYBaHHS MPOJYKTUBHOCTI aJITOPUTMIB Y XMapHUX CEPEIOBHUILAX.

JlomaTkoBO BHPOB3/KEHO MEXaHi3M aBTOMATHYHOTO KEIIyBaHHS pe3yJlbTaTiB aHalizy, MO 3HHUXKYE
HaBaHTAXKCHHs Ha CUCTEMY IIiJ] 4ac IMKOBHUX 3anuTiB. /Iy HaBuaHHs (axiBIiB OPraHi3oBaHO TPEHIHTY 3 BUKOPHCTAHHS
TEXHOJIOTii 0OpOOKHM BENWKHX MAHWX, IO CIPHS€E IiIBUINCHHIO iXHBOI KBamidikamii. BmpoBamkeHo Bi3yanbHUI
inTepdeiic A ynpaBiaiHHS aIrOPUTMAMU aHaJI3y Oe3MeKH.

Jus migBumeHHS e(peKTUBHOCTI OOpOOKHM JaHUX 3aCTOCOBAHO alTOPUTMH CTHCHEHHS JIOTiB O€3NeKH, M0
3MEHILYIOTh 00CST nepenayi JaHux y xmapi. BrpoBamkeHo 6a3y 3HaHb 13 m1a0J10HaMH ONTUMI30BaHHUX aITOPUTMIB, IO
noJermye ix amantamiro A0 pisHux CYIB. Jlng 3abe3neueHHs MacmTabOBaHOCTI 1HTETPOBAaHO XMapHi IIaThopMu 3
MIATPUMKOIO €JaCTHYHUX OOUYUCIeHb. PO3pOOJICHO IHCTPYMEHTH aBTOMATHYHOTO BUSIBICHHS aHOMAaIill y MOTOKax
JTAaHWX, IO TiIBUIIYIOTh TOYHICTh aHAI3y Oe3MeKu.

JIJis mATpUMKA KOMaHAIHOT POOOTH CTBOPEHO LIEHTPAIi30BaHy CHCTEMY YIPAaBIiHHS BEPCIIMH aIrOPUTMIB, IO
CHHXPOHI3y€ 3MIHM MK XMapHUMH Ta JIOKQJIbHMMH KOMIIOHEHTaMH. BrpoBa/UkeHO MeXaHi3M aBTOMAaTHYHOTO
TECTYBaHHS QJTOPUTMIB IEpel] PO3rOPTaHHIM, L0 3HIKYE PH3MK HOMHJIOK. [l CHpOILICHHS ayquTy Oe3neKH
PpOo3p00IeHO MOIYJIh aBTOMAaTHYHOTO TreHepyBaHHs 3BiTiB, cymicHuX i3 ISO/IEC 27001. OpranizoBaHo BeOiHapu Uit
aIMIHICTPATOPIB i3 BUKOPHCTAHHS ONTHMI30BaHHUX aITOPUTMIB, IO CIIPHUSIE 1X MIBUAKOMY BIPOBaKeHHO [3].

JlonaTkoBO BIIPOBAPKEHO CHCTEMY NPOTHO3YBAHHS MIKOBUX HABAaHTA)XXKEHb Ha OCHOBI aHAJII3y ICTOPUYHHX JaHUX
3a JIOTIOMOT'OI0 aJITOPUTMIB MallMHHOTO HaB4aHHs. [l 3abe3neueHHs: 6e3nepeOiliHOT poOOTH po3pOOIIEHO MeXaHi3M
AaBTOMATHYHOT'O BIJIHOBJIEHHs KOH(QIrypauiii anropuTMiB micis 300iB. BripoBapkeHO cTaHAapTHU30BaHi IA0JIOHH JUIs
JIOKYMEHTYBAaHHS TIPOIIECIB aHANI3y NaHUX, O[O MoJyermye ceprudikamito. s iHTerpamii 3 30BHIIIHIME CHCTEMaMH
ctBopero API st 0OMiHY aHATITHYHUMHU JaHUMH.

Jus minsumenHs agantuBHOCTI CYIB po3poOieHo mporpaMHUiT MOIYNh IUII aBTOMATHYHOTO OHOBJICHHS
ITOPUTMIB BIZITOBITHO J0 HOBHMX THMIB 3arpo3. BrpoBamkeHo cucTeMy OIIHKH €(eKTHBHOCTI alrOpPUTMIB 0OpOOKH
JIaHUX, sIKa JO3BOJISIE ONTUMI3YBaTH iX KOH(irypariro. st maTpUMKN aHAIITHKIB CTBOPEHO IHTEPAKTUBHY IIATGOPMY
3 MPUKJIaaM¥ HAaKpaIUX MPaKTHK 00pOOKM BETMKHX JAHUX, L0 CIIPUSE HIBUAKOMY OCBOEHHIO TEXHOJIOTIH.

TakuM YMHOM, ONTHMI3allisl aJIrOPUTMIB OOPOOKM BEIMKUX JAaHUX € Ee(QEKTUBHUM 1HCTPYMEHTOM JUIA
migBuieHHs npoaykTuBHOCTI xMmapHHX CVYIB. Peamizamis 3amporoHOBaHHMX 3aXOMiB, TaKMX SIK IOTOKOBa 0OpoOKa,
MOHITOPUHT POJYKTHUBHOCTI, €JIEKTPOHHUI JJOKyMEHTOOOIT 1 TECTyBaHHS aJTOPUTMIB, CIIPUSE CTBOPEHHIO HIBUIKHX 1
MacmTaboBaHux cucteM Oesmeku. [lomanpmi mociimkeHHs nependadaroTs po3pooky II-anroputmis s aganTHBHOT
ontuMmizamii oOpoOKM JaHUX Ta IHTETpalil0 3 OJOKYCHH-TEXHOJNOTISIMHA I 3a0e3MeYeHHS IPO30POCTi aHami3y.
BrpoBamkeHHS TakuX pilieHp Yy HaBYajbHI NPOrpaMH CHOPUATHME MiATOTOBHI (axiBIiB, 3AATHUX CTBOPIOBATH
e(eKkTHBHI Ta Oe3MeYHi XMapHi CUCTEMH.

1. Richard E. Bellman. Dynamic Programming. - Princeton University Press, 2010. — 392 p.

2. H. Cyber Insurance: A Hard Reset, Howden Broking, https://www.howdengroup.com (2022).

3 https://www.kaggle.com/code/akritiupadhyayks/cyber-attack-detection-with-
randomforest/input?select=UNSW_NB15_training-set.csv.
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B.B. llanenko, O.B. Kynukiscekuii, C.1. Koryn, O.B. [TorHoMapeHKko

3AXHCT ITH®OPMAIII B BE3/IPOTOBUX CEHCOPHUX MEPEKAX JJII MOHITOPUHIT'Y
JOBKLJIIA OB'€EKTIB EHEPTETUKU

Bbe3npoToBi ceHCOpHI MepesKi € NEPCIIEKTHBHOIO TEXHOJIOTIEIO U1l MOHITOPHUHTY CTaHy aTMOC(EpHOro HOBITPS B
OKOJIi 00'eKTiB eHepreTuku. B poOoTi po3risHyTO mpoOiieMu 3a0e3nedeHHs 3aXHCTy iHpopMamii B TaKHX Mepekax,
MIPOaHAII30BaHO OCHOBHI 3arpO3H Ta BPA3IHBOCTI, a TAKOK 3aIPONOHOBAHO METOMIHU Ta 3aCOOH 3aXUCTY 3 YpaxyBaHHIM
cnenn(iku 3aCTOCYBaHHS.

Kro4oBi ciioBa: 06e31p0oTOBI CEHCOPHI MepeKi, 3aXUCT iH(pOopMaIlii, MOHITOPHHT TOBKUILIA, 00'€KTH €HEPTeTHKH,
KibepOesmeka, mesh-38’s30k, Wi-Fi .

Beryn. [lns aBromarmzamii mpoueciB MOHITOPHHTY JOBKIJUIS HEOOXifHO 3a0e3neynTd HaaidiHWH OOMiH
iHpOpMali€r MIXK yciMa eJIEeMEHTaMH CUCTEMH, TOOTO CTBOPUTH €AMHY IHTEIPOBAHY MEPEXY CEHCOPHHX 1 BUKOHABUHMX
npucTpoiB. Y 6araTb0X BHNAJKaxX BUKOPUCTAHHS TPaJULIMHUX (IPOBIJHNUX) KOMYHIKaliHHUX PIIEHb € HEJOLUIBHUM
yepe3 IX BHCOKY BapTiCTh, CKJIAIHICTH MOHTaXy, a TaKo)X HEMOJIJIMBICTh €()EKTHBHOTO BHKOPUCTAHHS B yMOBax
MOOUTBHHX 200 MiHIATIOPHUX 00’ €EKTIB.

Be3nporosi cencopui mepexi (BCM) € iHHOBaLIHO TEXHOJIOTIEIO, IO CTPIMKO PO3BHBAETHCS Ta 3HAXOJIHUTH
IIAPOKE 3aCTOCYBAaHHS y pi3HUX cdepax, 30KpeMa B CHCTEMaxX MOHITOpWHTY moBKimis [1]. 3aBmskue 3martHOCTI
3abe3neuyBatn Oe3mepepBHU 30ip, Iepemady Ta OINpamIOBaHHS NaHWX y peamnbHoMy daci, BCM memami gacTime
BUKOPHCTOBYIOThCS ISl OLIHKK piBHA 3a0pyaHeHHss armocdepHoro moBitps [2]. OcoOiuBO akTyaabHUM €
BrpoBapkeHHs: BCM B okoiti 00'€KTiB eHEPreTUKH, Jie 30Cepe/KeH] 3HAUHI Jpkepesa BUKUAIB MIKIATUBUX pedoBuH [3].
Taki cucTeMH 1aI0Th 3MOTY OIIEPaTUBHO BHUSABILITH IIEPEBUILCHHS JTOITyCTHMUX KOHICHTpALIH 3a0pyAHIOIOUNX PEYOBHH
(Hanpukiax, AIOKCHAY CIPKH, OKCHIB a30Ty, TBEPAMX YacTHHOK TONIO), IIO JO3BOJISIE CBOE€YACHO pearyBaTH Ha
MOTEHIIIHI EeKOJIOTIYHI 3arpo3u Ta NpuilMaTH OOIPYHTOBaHI PILICHHS IIOJO 3MEHIIEHHS HEraTHBHOTO BIUIMBY Ha
HaBKoJMIIHE cepepoBuie. KpiM Toro, BukopucranHs BCM chpusie miaBuIIeHHIO e(EKTHBHOCTI YIpaBIiHHS
eKOJIOTIYHOI0 0e3MeKor0, 30KpeMa 3a pPaxyHOK MPOCTOTH PO3TOPTaHHS MEpe, HU3bKOTO EHEeProCHOKHBaHHS
CEHCOPHHUX BY3JIIB Ta MOKJIIMBOCTI CTBOPEHHS aJalTHBHUX CUCTEM KOHTpomo. Y 1poMy KoHTekcTi BCM HaOyBawoTh
0COOJIMBOI MOMYJIIPHOCTI 3aBASKH CBOIH THYYKOCTI, MacmITabOBaHOCTI Ta €HEProceKTHBHOCTI. BOHM T0O3BOJISIOTH
IIBUKO PO3ropTaTH CUCTEMH MOHITOPUHTY HaBiTh Y CKJIaAHOJOCTYITHHX a00 THMYACOBHUX JIOKAMIsX, 10 € KPUTHYHHM,
HAIPUKIIA], y 30HaX CTUXIMHUX X abo B palioHAX, IPWIETIINX A0 00’ €KTiB CHePreTHYHOI IHPPaCTPYKTYPH.

BonHouvac, BIZKpUTICTh O€3IPOTOBOTO CEpenOBHIIA 3B’ 513Ky poouTs bCM ypasnuBuMH 10 pi3HOMaHITHHX 3arpo3
Oesreri — 30kpeMa, 10 HECaHKIIOHOBAHOTO JOCTYIIy, IEPEXOIICHHS JaHHUX, CIIOTBOPEHHS a00 OJIOKYBaHHS MepeaaHoi
inopmarii [1]. Lle cTBoproe cepiio3Hi pu3KKH, 0COOIMBO y BUNafkax BukopuctaHus BCM Ui MOHITOPHHTY KPUTHIHO
BaXITUBUX 00’ €KTiB. PO3p0o0OneHHS i BIIpOBaKCHHS e()eKTUBHIX METOMIB KPUITOTPadiqHOTO 3aXUCTY, ayTeHTH]IKAIIIT
NPUCTPOIB, & TAKOX MPOTOKOJIB Oe3MeYHOro oOMiHy iH(QOpPMaLIE € Ba)XJIMBUM HAIPSIMOM CYYaCHHMX JIOCHIJDKEHb y
cdepi inpopmariiiHoi 6e3nexr BCM.

AHaJi3 3arpo3 Ta Bpa3jiMBoOcTell 0e31pPOTOBMX CEHCOPHHMX MepeX NPH MOHITOPHUHIY TOBKiNIA 00'€KTiB
eHepreTHKH. be3poTOBI CEHCOPHI Mepexi, 1110 3aCTOCOBYIOThCS JJIsl MOHITOPHHTY cTaHy atMocdeproro noitpst (All)
HaBKOJIO 00’€KTIB €HepreTUKH (AuB. puc. 1), QYHKIIOHYIOTh Y BIIKPUTOMY CEPEIOBHILI Ta € BPa3JIMBUMH JI0 IIUPOKOTO
criekTpy 3arpos [1].

CeHcopu

3a0pyaHIOMMX g
PEYOBUH
— — = o
(i
CO

P

Cucrtema
ba3oBa  onpauoBaHHS
No, CTaHLys [AHUX

PM2,5 PM10

Pucynox 1 — Ilpuxnan apxitekrypu BCM MoniTopunry All

Ix ypasnuBicTh HOCHITIOETHCA MOGITBHICTIO, OOMEXKEHOI OGUMCIIOBANBLHOK IOTYKHICTIO, ABTOHOMHHM
JKHUBJICHHSIM CEHCODIB Ta BiJICYTHICTIO LeHTpai3oBaHoro 3axucty [4]. B tabmuui 1 mpeacTaBieHO CIiBBiIHOLICHHS
MiXX OCHOBHUMH BpasnuBocTsMu bBCM Ta BiamoBigHuMu 3aco6amu 3aXucTy iHopmarrii.
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Ta6murs 1 — BpasnmuBocTi Ta criocobu 3axucty bCM

Bpasausoctri BCM 3acodu 3axucTy

OnTrMi3allis aITOPUTMIB 3aXHUCTY.

OOMeskeH1 pecypcu - P—
BUKOpHCTaHHS POCTHX Ta €(PEKTHBHUX METOMIB MIH(PYBaHHS Ta ayTeHTU]IKAIIii.

ndpyBanus ganux s 3a0e3nedeH st KOH}ieHiHHOCTI.

besnportose cepenosuiue - PR - - -
BukopucranHs MeToaiB ayTeHTH(DIKaMii /Ul IepeBipKH JOCTOBIPHOCTI JaHHX.

Bincyrhicts cranoi | LleHTpanizoBaHe ynpaBiiHHS 0€3MEKOI0 Ul HOKPALICHHS! MOHITOPHHTY Ta KOHTPOJIIO.

iH(ppacTpyKTypu PesepByBaHHS 1aHHUX 1 MEpEKEBi MPOTOKOJIH ISl 3a0e3MeUeHHs CTIHKOCTi.

KoHTponb 1iICHOCTI JaHNX, BUKOPUCTAHHS METOIiB BUABJICHHs BTOprHEeHb (IDS).

BuHCoOKi BUMOTH 10 TOYHOCTI JAaHUX BukopuctaHHs METOMIB KOPEKIii MOMUJIOK I 3a0e3leUeHHs] TOYHOCTI Ta HaTiHHOCTI

JaHUX.

[omynsipHuii TPOTOKOJ, KU BUKOPUCTOBYIOTH U1 podotn BCM — ne crannapt IEEE 802.15.4 i cnenudikariis
ZigBee. lleii cranmapt 3a0e3rnedye 4YOTUPU OCHOBHHMX MOJETI O€3NEeKH: YNpaBiHHSA JOCTYHOM, IUIICHICTD
MOBITOMJICHb, KOH(1ICHIIIIHICTh TOBITOMJICHB 1 3aXUCT BinTBOpeHHs [5]. 3actocyBanns ctanmapty |IEEE 802.15.4 €
OJTHUM 13 OCHOBHHX TPOTOKOJIIB, SIKMH IIUPOKO BUKOPHUCTOBYETHCS B CHCTEMaX MOHITOPUHIY HOBKULIA. BiH migrpumye
0a30Bi MexaHI3MH 3aXUCTy, Taki K MHU(PyBaHHS NaHUX Ta ayTeHTH(IKaIlilo, IO JAIOTh NMEBHUH PIBEHb 3aXUCTY
indopmarii [5]. OmHak mi MexaHi3MH YacTO BHABISIOTHCS HEAOCTATHIMH Ui 3a0e3MedcHHs HEOOXiIHOTO pPiBHS
0e3meKn B KpUTHIHUX CHCTEMaXx, /Ie BaXKJIMBI HE TUTBKHA KOH(QIACHIIHHICTD, aje i MiTiCHICTh Ta JOCTOBIPHICTh JaHUX.
Y KOHTEKCTI MOHITOPHHTY IOBKULIA, OCOONMBO B YMOBaX IIOTCHIIIHWX 3arpo3 MaHIIMyJIOBaHHS ITaHUMH abo
HECAaHKI[IOHOBAHOTO JOCTYITY 0 iH(popMaIii, HEOOXiTHO BKUBATH JOJATKOBHX 3aXOiB 3aXHCTy. Taki 3aX01u MOBHUHHI
3a0e3medyBaT BUCOKUH PiBeHb HAAIHHOCTI epeadi TaHuX, IX ayTeHTUYHICTB 1 MUTICHICTD, II0 € KPUTHYHO BaXKIIMBUM
JUISL TIPUAHATTS OOIPYHTOBAHMX pIllIeHh 3 OXOPOHH HABKOJMIIHBOTO CEPEIOBHINA Ta pearyBaHHS Ha EKOJOTiYHi
3arpo3u. [IpoananizyBaBuM HaiiBinoMimli Ta JOCTYNHI B YKpaiHi Mepexi ajis 0e3apoToBoi mepenadi JaHUX, MOXHA
3pOOUTH BHCHOBOK, 110 HAWOLIBII AOMITEHUM BHOOPOM Mepexi Oyme peamizoBanuii Ha 6as3i Texuomorii Wi-Fi mesh-
3B’SI30K — 3a KPUTEPIAMU HAJIHHOCTI, IIBUAKOCTI Ta oOcsiraMu mepenaBanus indopmarii [6, 7]. Mesh-38's30k mae psin
mepeBar y KOHTEKCTI 3aXUCTy iH(opMallii B 0e3pOTOBUX CEHCOPHUX MEpEekax, OCOOJIMBO 3 TOYKH 30Dy ITiIBUINCHHSI
HaIIHHOCTI, CTIKOCTI 10 aTak Ta 3abe3rneucHHs 1inicHoCcT nanux (Tabmuis 2).

Tabnuus 2 — [lepeBaru Bukopuctanus mesh-38 a3k
p p \

IlepeBara Onmuc
IlinBumiena crilikicth 10 arak | BigMoBa abo aTtaka Ha OKPEMHIA By30J HE IPU3BOJANUTH
tuny DoS JI0 3YIMUHKH MEpexi — Tpadik MepeHANpaBIsEThCS

4yepes iHII MapIIpyTH.

3MeHIIIeHHS] pU3HKY BTPATH JAHUX

ANBTEpHATHBHI HUIAXHM NEpeNaBaHHS ITiIBUILYIOTh
HagidHICTE mepenmadi iHdopMmamii HaBiTh MpHU
MepeIKoIax.

JluHaMiuHa MaplupyTH3aiis Uit

Mepeka aBTOMAaTHYHO BHKIIIOYAE TiI03PiTi BY3JIH 3

obxomy CKOMIIPOMETOBAHUX | MapIIpyTy, 30epirarouu HiliCHICTh JaHUX.

BY3JIiB

Bincyrricts "eqnHOT  TOYKHM | BiICyTHICTH HIEHTpPANFHOTO By3Na MIHIMIZYyE PH3HUK
BiIMOBH" TTOBHOT'O BUBENICHHS MEPEXKi 3 JIay.

Pozocepemxene BusBieHHs | KoskeH  By3onm  MOXe  BHSBIATH — AQHOMAJbHY
Bropraess (Distributed 1DS) AKTUBHICTb, MATPUMYOUH po3noiIeHui

MOHITOPHHT Oe31eKH.

[MigutienHss  KOHQIACHIIHHOCTI
gepe3 GpparMeHTalio Tpadiky

Jani mepemaloTbCsi MO PI3HUX MapUIpyTax,
YCKIIAHIOE iX TIOBHE ITEePEX OIUICHHSI.

o

I'HyukicTh Ta amanTHUBHICTE [0
3MiH CepeIoBHIIA

Mepexa aBTOMaTHYHO aJanTyeTbCs 10 3MiH abo
BiIMOB, 3a0e31euyoun 0e3MepepBHICTh 3B'3KY.

BpaxoByroun 1i mepeBaru, mesh-3B's130k € epeKTUBHUM pilIeHHSIM I 3a0e3meueHHs 3aXucTy iHpopmarii B
BCM, mo BHKOPHCTOBYIOTHCS JJIs MOHITOPHHTY JOBKLUIISA OO'€KTIB €HEpreTWKd. Peaimizamlis CHCTEMH KOHTPOIIO
3a0pyHEHHS MOBITPs Ha 6a3i Mesh-meperxi A03BOJIUTH 3HAYHO MMiIBUIUTH HAIMHICTh Ta CTIHKICTh CHCTEMH B I[LIIOMY
[71.

BucnoBku. 3axucT iHpOpMAaIii € KpUTHYHO BAXIIMBOIO CKJIA/IOBOIO ITijl Yac po3ropTaHHs Ta ekcintyararii BCM,
0co0JIMBO B KOHTEKCTI MOHITOPUHTY CTaHy aTMoc()epHOro MHOBITPsl MoOIM3y 00’€KTiB eHepreTHkH. He3Baxkaroun Ha
BIIPOBaKEHHS 0a30BUX MexaHi3MiB Oesnekn, bBCM 3aiumaroThCsi Bpa3IMBUMH JI0 PI3HOMaHITHHX KiOep3arpos, 1o
CTBOPIOE PHU3UKH IS JOCTOBIPHOCTI, KOH(IAEHIIITHOCTI Ta JOCTYHMHOCTI exojoriuHoi iHdopmarmii. Y po0oTi
MPOaHaTi30BaHO OCHOBHI 3arpo3u Ta Bpa3iuBocTi, BiaacTuBi BCM, a TakoX OKpecieHo e(QeKTHUBHI MeToau
iH(pOpMAamiHHOTO 3aXHCTy 3 YpaxyBaHHIM OOMEXEHHX PecypciB CEHCOPHHX MPUCTPOIB Ta OOIPYHTOBAHO AOIIILHICTH
BUKOPHUCTaHHA mesh-3BSI3Ky IUIsl TiABUINEHHS HAJIHHOCTI Ta CTIAKOCTI CUCTEMH KOHTPOJIO 3a0pyTHEHHS TOBITps, a
TAKOXX TIOKPAIICHWHA 3aXHMCT JAaHUX 3aBISAKH PO3MOAUICHIH CTpyKTypi Mapmpytusamii. [logamemi mocmimpkeHHS Ta
PO3pOOKH HEOOXimHI A1 CTBOPEHHSI e()eKTHMBHUX METOMIB 3aXHCTY, SKi BPaXOBYIOTh OOMEKEHI PECypCH CEHCOPHHX
BY3JIiB, 0COOIMBOCTI 0€3ApOTOBOrO 3B'A3Ky Ta CIENU(idHI BUMOTM 10 TOYHOCTI Ta HaAIHHOCTI JaHUX Yy CHCTeMax
MOHITOPHHTY JTOBKIJLIS.
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H.B. 3aixka, I.B. Maprtuntox, M.}O. Komapos, O.M. J[xuryn

VIOCKOHAJIEHHA METOY MOHITOPUHI'Y 3 BUSBJIEHHAM KPUTUYHUX 350IB Y
POBOTI BEB-PECYPCIB UIA IIJIBUINEHHS KIBEPBE3IIEKA

Hapasi IT-indppactpykTypu Oi3HeCcy Ta OCOOIUBO JCPKABHUX YCTAHOB € OJHHUMH 3 TOJIOBHHX CIIOKHBA4iB
iHpopMamiiHUX TexHoyoriil. BoHM HanexaTe 0O KPUTHYHUX CHUCTEM, a/DKe IXHI 3001 MOXYTh HPU3BOJIUTH [0
cepiiozHux (iHaHCOBUX 1 pemyrauiinux Brpar. CydacHuil po3Butok IT 30cepemxeHuit Ha iHTerpamili pi3HHX
MPOTPaMHHUX pIllIeHb B €IMHY iH(YpacTPyKTypy Ta Ha OHOBJICHHI CHCTEM IIiJl MOTpeOHN iHHOBALiHOTO ympaBiiHHA. [Ipn
mpoMy IT-iHppacTpykTypn mOBHHHI 3a0e3medyBaTu CTaOUTBHY pPOOOTY KPUTHYHHX CHCTEM 1 MOJMIHBICTH iX
PEImKUHIpUHTY B peaJbHOMY daci, 3 MiHIMAIFHUMH BHTpaTaMH Ta 0e3 BTpaTH KIIOYOBHX MOKa3HHKIB: HAMIHHOCTI,
Ge3mnekn, MacITaboBaHOCTi, €PEKTUBHOCTI, KEPOBAHOCTI ¥ TapaHTii sKOCTi 06po6KH manux [1—3].

BaxxnmuBuM KOMITOHEHTOM 3abe3nedeHHs cTiikoi pobotu IT-iHppacTpyKTypn € cucreMa MOHITOPHHTY, SKa
JIO3BOJISIE BUSIBISITH M OTNIEPATUBHO pearyBaTy Ha TeXHIYHI npoOsiemu. OJHUM 13 MOMYJISIPHUX IHCTPYMEHTIB y il cepi
€ Zabbix — cucremMa MOHITOPUHTY 3 BIJKPUTHM KOJOM, SKa HaJa€ MOBHHH CIeKTp (QyHKIIH Ui criocTepekeHHs 3a
CTaHOM MEpEXk, CepBepiB, MONATKIiB 1 ceppiciB. Zabbix Buctymae sik IT-cepBic, IO J03BOJIIE aBTOMAaTH30BAHO
BIZICTE)KYBATH TNpale3AaTHICTh iHPPACTPYKTypH, 3MEHIIYIOUH Yac MPOCTOIO 1 MiIBUIIYIOUH 3arajbHy eQEeKTUBHICTH Ta
6e3neky cucteM [4]. BogHouac, HayKOBO-METOJMYHI 3aca iy iHOpMAIifHOTO ynpaBiiHHs came y chepi kputnaaux I1T-
CEpBICIB 1 MPOIECiB, BKJIIOYAIOYA MOHITOPHHI 32 JOMOMOTOK) TaKHX CHCTEM sk Zabbix, MOTpeOyIOTh MOJANBIIOrO
PO3BUTKY Ta TTNOOKHUX JOCHIIKCHb.

Y 1pOMy KOHTEKCTi po3poOKka Ta BIPOBAKEHHS e(EKTHBHUX 3ac00iB MOHITOPWHTY Ta KiOep3axucTy HaOyBae
0ocobmBOi  akTyaimpHOCTI. OmHMM i3 KIIOYOBHX IMOXOMIB € OpraHizalis TOCTIHHOTO MOHITOPHUHTY CTaHy
iH(pOpMaLiHHUX PecypCiB KPUTHIHUX 00’ €KTiB. J{JIsl IOTO BUKOPUCTOBYIOTHCS TaKi METOIH, SIK:

* MOHITOpHHT JOCTYITHOCTI, 30Kpema mepeBipka craryc-kofis HTTP s BusBieHHS HenocTymHHX abo
HeCcTaOUTFHIX BeO-pecypciB;

» AHani3 JoriB BeO-cepBepa, IO JO3BOJSE BUABIATH IiTO3pPLIY aKTHBHICTh, HANPUKIAA, MOBTOPHI CIPOOH
aBTOpH3aIlii a00 HECAHKI[IOHOBAHI 3aITUTH;

* MOHITOPHUHT TPOIYKTUBHOCTI, 3 aKLICHTOM Ha IBUIKICTh 3aBaHTA)XEHHSI CTOPIHOK Ta pearyBaHHs CUCTEMH;

* [HTerpawist cneuianizoBaHUX CEpBICIB MOHITOPHHTY, Takux sk Zabbix um Prometheus, sixi 3a0e3nedyroTsh
ABTOMATHYHE BiJICTE)KEHHS ITOKA3HUKIB CHCTEM Yy pEaJibHOMY 4aci, CHOBIIIEHHS MpPO BIAXWIECHHS BiJl HOPMHU Ta
MiATPUMKY BHCOKOI TOCTYITHOCTI CEPBICIB.

Cucrema Zabbix, 30KpeMa, MO3BOJISIE IIEHTPANli30BaHO KOHTPOJIIOBATH SK amapaTHi, TaK 1 IporpamHi
KOMIIOHCHTH 1HQPACTPYKTypH, IO POOHUTH 1i e€EeKTHBHHM iHCTpyMeHTOM Uit 3abe3medueHHs [T-mocmyr Ha piBHI
KpUTHIHUX 00’ekTiB. BoHa 3abe3medye 30ip 1 Bizyamizamifo IaHWX, ICTOPIIO MOMIA Ta MOMIIMBICTH THYYKOTO
HaJIaIITyBaHH MOJITHK CIIOBILIIEHHS, 1110 € BXKJIMBUM Y CUCTEMax PaHHbOTO pearyBaHHS.

Y Mexax MiIBUIICHHS PiBHA KiOep3aXHCTy BeO-pecypciB 3allpONOHOBAHO METOJ PO3MIMPEHOTO MOHITOPHHTY,
SIKAH JI03BOJISIE HE JIUIIE BiJICTEXKYBaTH JOCTYIHICTh 1 TIPOJYKTHBHICTD BeO-CaliTy, a i BUSBJIATH BHYTPIIIHI TOMUJIKA
BeOpecypey. Takuil miaxim COpUsSE CBOEYACHOMY BHUSBJICHHIO KPUTHYHHX 300iB, sIKi MOTEHI[IHHO MOXYTh OYyTH
BUKOPHUCTAaHI 3JI0BMUCHHKaMHU ab0 MPHU3BECTH JI0 JAecTabiizarii podoTu pecypcy.

[Moganpun HUISXM Ta peKOMeHJaulii 3 MiJBUILEHHS e()EeKTHBHOCTI YIPaBJIiHHSI KPUTHYHOIO iHGOPMAIiiHO0
iH(QPACTPYKTYPOIO MOB’SI3aHO i3 PO3POOKOK0 AANTHBHOT apXiTeKTypH Imij 3a1a4i [5—6].

Ha erami mnpoekTyBaHHS BaKJIMBO BpaxOBYBAaTH THY4YKiCTh Ta MacmraboBaHicTh [T-iHppacTpykTypu.
3acTocyBaHHS NPHUHIIMIIB apXiTEKTypH 3 HU3bKUM PiBHEM 3B'SI3HOCTI I03BOJISIE JIETKO 3IaNTyBaTH CUCTEMY 10 3MiH abo
OHOBJICHBb, INO OCOONMBO aKTyalbHO I 1HPPACTPYKTYp, SKi OOCIyroBYIOTH KPUTHYHI cCepBicH (HAIpHUKIAI,
€HepreTrKa, TpaHCIIOPT, OXOPOHA 3/I0POB’A).

[ligBuIeHHS ONIepaTHBHOCTI Ta JOCTOBIpHOCTI 0OMiHY iH(pOpMaIIi€lo B iepapXiduHiid cucteMi ynpasimiaas [7]. Lie
MOXe OyTH JOCSATHYTO Yepe3 LEHTPalli30BaHy IUIaTOpMy MOHITOPHHTY, JOMOBHEHY 3aXMIICHUMH KaHAJIaMH 3B’s3KY,
PE3epBHUMH BY3JIaMHU Ta Bi]MOBOCTIHKAMU MPOTOKOJIAMH TIepenadi iHpopMarrii.

Zabbix Moxe BHCTymnaTH 0a30BMM piBHeM, skuil yepe3 APl mMoxxe OyTH MiZKIIIOYEHHH 1O 30BHILIHIX CHUCTEM
(mampuxinan, rpadiganx mwiatgopm, SIEM, cucrtem kepyBanHs iHIuAeHTamu). [ndpopmariis, 3i10paHa MOHITOPHHTOBUMH
3aco0amu (HaNpUKIIAM, 31 CKpUINITAaMH), TIOBHHHA He Jumie (ikcyBaTu MpoOiemMu, aje W iHiI[iloBaTH aBTOMAaTHW30BaHI
crieHapii pearyBaHHs (HAaIIpHUKIIAM, Tepe3aycK cepBiciB, OJOKyBaHHS JOCTYITy Ta MOBIIOMJICHHS TEXHIYHOI rpynu abo
KepiBHHMIITBA). Lle 3HaYHO CKOpOUye yac pearyBaHHS i 3HIKYE PU3UK ecKajamii iHIUACHTY.

Critical Security Controls — e Habip Kpaummx NpakTHK i peKOMeHpalid, po3pobienux LleHTpom OGesneku
Iarepuery (Center for Internet Security, CIS), mo MaioTh Ha MeTi IOKpalleHHs KibepOe3neKky opraHizalii IUIIXOM
e(peKTUBHOTO YNPaBIiHHSI PU3MKAaMH Ta 3amo0iraHHs HalOiIbm mommpeHuM Kidep3arposaM. Konnenuist CIS Controls
CKJIQIA€TbCsl 3 HAOOpYy KOHKPETHHMX 3axOfiB 1 METOJiB, sKi JOIMOMAaralTh OpraHi3alisiM 3MIIHATH CBOIO
KiOep3axHIIeHICTh, 3HWKYIOUH HMOBIPHICTD ycmilHOi Kibeparaku. 3araioM e 18 OCHOBHMX KaTeropii 3axoiB, sKi
MOKPUBAIOTH Pi3HI acmekT Kidepoesmeku [§].

Bnposamkenns konnemntii CIS Controls 3a0e3nedye CUCTEMHHMIA MiAXia a0 MOOYAOBH 3aXHCTy OpTaHi3aIlii:
3MIHCHIOETBCS  iZIeHTU(IKAI[i aKTHBIB, YIPaBIiHHSI BpPA3IHBOCTSMH, KOHTPOJb NPUBLICHOBAHOTO JOCTYILY,
Oe3mepepBHUII MOHITOPHHT, 3aXHCT JaHUX, a TaKOXX IMiABHIICHHA OOI3HAHOCTI MEpPCOHATYy MIOA0 aKTyaJbHHUX
Kibep3arpos.
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Brpoamxenns CIS Controls sik cHCTEMHOT0 TiaX0oay A0 Oe3MeKu T03BOJISE OPraHi3allisam:
* igeHTH(IKYBaTH aKTHBH 1 BPa3JIMBOCTI;
* BU3HAYATH NPIOPUTETH 3aXHUCTY;
*  3aCTOCOBYBAaTH KOHTPOJIb JAOCTYIIY;
* peayizoByBaTu Oe3nepepBHUN MOHITOPHHT;
* 3a0e3rnevyBaTH HaABYaHHS MEPCOHAITY;
*  CTaHIAPTU3YBATH 3aXOJU KiOep3axucTy.
J11s1 OIiHIOBAaHHS CTaHy MEpEKeBOi OE3MEKH 3aCTOCOBYIOTH CKaHEpH BpasHBOCTei, 30kpema Nessus i OpenVAS [9].
BoHHN [03BOJNSAIOTH MIBHAKO BUSBIATH BPa3lIMBOCTI, IPOBOJHWTH ayTeHTH(]iKOBaHi/HeayTeHTHU(IKOBaHI IEpPEBIpKHA Ta
aJlanTyBaTH 3aXUCHI 3aX0H 10 PEabHUX YMOB.

BucnoBku

3abe3nedeHHss HaliiHOI poOOTH BeO-pecypciB Ta KOMIIOHEHTIB KPUTHYHOI iH(pOpMAIiiHOi 1H(pacTpyKTypH
BUMarae BIIPOBA/UKEHHS €(PEKTUBHHMX CHCTEM MOHITOPHHTY, 30KpeMa HUIIXOM iHTerpauii ruatdopmu Zabbix 3
ABTOMATH30BaHUMH 3ac00aMHU TecTyBaHHA. TakWi MiIXiJ Ja€ 3MOTY CBOE€YACHO BHSBISITH KPUTHYHI MOMIJIKH Ta
3IIIICHIOBAaTH NIPOAKTHBHE pearyBaHHs Ha 3arpO3H.

3actocyBanHs KoHTpoibpHUX crnuckiB (Checklists) y cdepi kibepOe3neku 103BOJSE CHCTEMaTH3yBaTh HPOLECH
MIePEBipPKY, OIIHIOBaHHS PU3UKIB, BiINOBITHOCT] MOMITHKAM OE3MEKH, a TAKOXK IMiABUIINTH e()EeKTUBHICTH MOHITOPHUHTY
CTaHy 3aXHUIIEHOCTI iHQOpMAIiITHAX CHUCTEM.

®opMyBaHHS apXiTeKTypH KPUTHYHOI iHPOpMamiiiHOi iH(pacTpyKTypH Mae TIpPYHTYBATHUCS Ha METOAax
MaTEeMaTUYHOTO MOJIENIOBAHHS, IITYYHOTO IHTENEKTY Ta CHCTEMHOTo aHami3y. Lle mo3Boisie po3poOnsaTH onTHManbHi
CTPYKTYpH 13 BpaxyBaHHAM CHEUU(IKA 3aBIaHb, MIHIMI3ylOUH TMpH IHOMY CKJIAIHICTE 3aCTOCOBYBAHOTO
MaTeMaTHYHOTO amapary.

OnHUM i3 KIIOYOBUX HAaNpsMIB YAOCKOHAICHHS KiOep3axUCTy € MiJABMIIEHHS OIEPaTHBHOCTI mepenayi
KpuTHYHOT iHpopManii Ta 3a0e3mneueHHs i goctoBipHOCTI. Lle 1ocsATaeThes LMUIAXOM BUKOPUCTAHHS €MHOI CUCTEMH
MPOEKTYBaHHS Ta ONTHMI3allii CTPYKTYPH KpUTHYHOT iHPOpMAIiiHOT IHYPACTPYKTYPH.
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O.M. Dzhyhun
ELECTRIC POWER INDUSTY OF UKRAINE DURING MILITARY AGGRESSION.

The current energy situation in Ukraine, shaped by various external factors, requires not only adaptation, but also
a strategic rethinking of the functioning of enterprises in the industry. The opening of the possibility of exporting
electricity to EU countries opens up new prospects for the Ukrainian energy sector.

Ukraine's energy sector has been at war since 2014. At the same time, the Ukrainian energy sector has faced a
list of new threatening challenges, such as nuclear terrorism with the seizure of the Zaporizhzhia NPP, numerous
damages to critical infrastructure - electricity and gas networks, and a more critical decrease in the level of payments in
the energy system. But despite the hostilities throughout the country, there is a decision to continue synchronizing
Ukraine's energy system with the energy system of Continental Europe.

The challenges that Ukraine has faced in connection with full-scale military operations on the territory of our
country are particularly tangible and serious for the energy sector. This applies to both the prompt restoration of
infrastructure facilities from the destruction caused by military actions, and ensuring the passage of the autumn-winter
heating period of 2022/2023, which is expected to be the most difficult for the entire European continent, as well as the
strategic restoration and renewal of the energy sector in the context of Ukraine's acquisition of the status of a candidate
for accession to the EU. It is expected that it is not possible to find the optimal answer to every challenge and not the
first time. However, it is important to correctly identify and record strategic priorities, as well as their financial and
economic capabilities and sources, so that the development of energy regulatory regulation is as predictable and
transparent as possible for all energy market participants.

Since the beginning of the full-scale invasion in Ukraine, 42% of the generating capacities of the power system
have been destroyed and occupied. The largest occupied facility is the Zaporizhzhia NPP (6 GW), and the most
significant losses have been suffered by heat generation, in the structure of which 87% of coal-fired CHP plants are
irretrievably lost. 2.3 thousand MW of hydropower capacity has been destroyed and damaged [1-2]. The non-use of
nuclear energy as a weapon and means of terrorist attacks is regulated by the Geneva Convention, so the enemy's main
target was thermal power plants and hydroelectric facilities.

Unfortunately, the «green» generation suffered damage. 3.9 thousand MW of wind and solar power plants were
destroyed and occupied. Renewable energy sources, wind farms are less damaged than solar power plants, and the latter
are more vulnerable to small arms fire and missiles (due to the large area of construction and the fragility of
photovoltaic modules). The capacity of «green» generation was also destroyed. Of the 6.23 GW of industrial solar
power plants put into operation, 3.72 GW (60% of solar power plants) are located in the temporarily occupied
territories, 1.12 GW in the frontline regions on the TOT are damaged. In total, they can supply up to 2.2 GWh to the
power grid during peak hours, and up to 502 MWh during the day in winter.

In Ukraine, the total installed capacity of wind farms is 1.9 GW. Large wind farms in Ukraine are concentrated in
Zaporizhia, Mykolaiv, Odessa and Lviv regions. Due to the military aggression of Russia, more than 2/3 of wind
turbines have been stopped. Currently, 1162.5 MW of installed capacity is not working, 372.5 MW remain in operation,
which are concentrated mainly in the Odessa and Lviv regions. According to the Ukrainian Wind Energy Association,
71% of generation is located in the temporarily occupied territories

Thus, in the Kharkiv region, all ground-based solar power plants (28.4 MW of installed capacity) and most
industrial rooftop solar power plants (6.3 MW damaged and destroyed, and only 1.0 continues to operate) have been
destroyed, and up to 1.2 GW of solar power plants are located in TOT (temporarily occupied territories).

If we analyze the damage zones territorially, the greatest losses were suffered by the generating capacities of the
regions close to the combat zone, which before the shelling of the power system were energy surplus, but now have an
electricity deficit. There is also destruction of large generating facilities in the deep rear, in particular, in the Carpathian
region and Podillia.

The shelling of the energy system led to damage to the hydropower sector. Thus, out of the 6.64 GW of
hydroelectric and PSPP capacities, 351 MW were destroyed, and the supply to the network is at the level of 2.17 GWh,
provided that the river water level is high. Currently, this indicator is at 1.2 GWh due to the autumn low water period
(lowest river levels) and dry (low water) summer.

Elements of the main power grids and substations of NPC Ukrenergo are undergoing constant destruction.
Today, the power system operates 7,880 MW of installed nuclear generation capacity (Southern Ukrainian, Rivne and
Khmelnytskyi NPPs). The largest in Europe and one of the 10 largest nuclear power plants in the world, Zaporizhia
NPP (6 GW of installed capacity), is under temporary occupation, although its energy supply is carried out by overhead
lines from controlled territories.

Ukraine's energy sector needs strategic rethinking and adaptation to new conditions, which includes adaptation
to European standards, investment in innovative technologies, active participation in international projects, and
development of renewable energy. Due to the devastating damage to 22.58 GW of installed thermal generating capacity
(the vast majority of which is coal-fired) on TOT, the consumption of hard coal as a source of electricity generation
sharply decreased. The energy industry has a significant number of critical assets that need to be managed effectively,
including scheduling and timely maintenance and repairs to reduce unplanned downtime and increase equipment
availability. The upheaval caused by the war in Ukraine showed how automation of asset management processes helps
to quickly respond to accidents and ensure the stability of the energy system.
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In the energy sector, a number of regulatory changes have been introduced since February 24, 2022, designed to
stabilize the industry and address critical issues.

Main scenarios for the development of the energy system in the coming years [3].:

1. If there is no military factor (without shelling of energy system elements),

in the next 5-7 years Ukraine will have a deficit of electricity in summer and winter, which imports will not be
able to cover.

2. Optimistic, in which investors return to the energy sector

3. Continued destruction of Ukrenergo NPP substations and open switchgear of NPPs by massive strikes:
electricity shortages will increase, albeit temporarily

After the war, reconstruction and modernization will become integral parts of the energy sector, and in this
context, innovation, effective management, technological renewal, and active work in the field of renewable energy
sources become key factors [4]. Realizing the global nature of energy security, ensuring the competitiveness of
Ukrainian energy companies, it is advisable to introduce innovations in this area by developing strategic approaches.
One of the key aspects of responding to this situation is investing in research and development to create and implement
new technologies and methods aimed at increasing productivity and ensuring competitiveness in the market.

In the energy sector of Ukraine, after the period of war realities, it is important to focus on building our own
competitive advantages to ensure sustainability and further development. The energy sector of Ukraine is a significant
component of the national economy, characterized by a number of competitive advantages that determine its potential
importance at the regional and global levels. First of all, it is worth noting the advantageous geographical location of the
country, which ensures its unique position. Ukraine has all the necessary resources in its bowels to meet its own energy
needs and has the potential to export them to other countries. This opens up prospects for the development of transport
infrastructure and promotes the creation of strategic alliances in the energy sector, contributing to the expansion of sales
markets for enterprises.
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3. IrnateeB C. Eneprermuna cucrema VYkpainu: craH Ha kiHeup 2024 poky Ta cueHapii wa 2025. https:/oil-
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T".I1. KocTenko

BTOPUHHI BATAPEI EJJEKTPOTPAHCIIOPTY
AK AKTUBHU 13 JTUHAMIYHUMMU PUBUKAMM: IIIAXIJT 10 MOJAEJIIOBAHHA
I YIIPABJIIHHS Y CACTEMAX IPUMHSTTS PIIEHD

CrpimKe 3pocTaHHs KiJIBKOCTI JITIH-I0HHKUX Oarapei, 0 BUBUIBLHIIOTHCS TICIIsl 3aBEPIICHHS TEPMIHY CIIy>KOH B
€JIEKTPOTPAHCIIOPTI, MOPOJPKYE SIK HOBI MOXKJIMBOCTI, TaK 1 HOBI 3arpo3u ISl €HEPreTHYHOI CUCTEMH. 3 OJHOTO OOKY,
BTOpUHHI OaTapei (second-lifebatteries, SLB) € mxepenom rHydkocTi, OanaHcy Ta pesepBy. 3 1HIIOIO — BOHH HECYTh
MIiJBUIICHI PU3MKH, TIOB’sI3aHi 3 JCTpajallic€lo, HEBU3HAYCHICTIO TEXHIYHOTO CTaHy Ta MOTCHIIHHUMH aHOMAJiIMH B
poGoTi. Y KOHTEKCTi 3pOCTaHHS pOJIi JCHEHTPANi30BaHUX [KEPENl €HEprii, MOIMHUpPEeHHS MIKpOMEpPEeX i PO3BHUTKY
mupoBuX iHPpacTpyKTyp, SLB MaroTh po3risgaTucs SK akKTUBH i3 AMHAMIYHAM PU3HKOM, 1[0 BUMAarae BKIIOUEHHS 110
CHCTEM IOCTIHHOTO MOHITOPHHTY Ta aBTOMAaTH30BAHOTO MPUUHATTS PillICHb.

Iloeninka SLB y nopyromy JXHTT€BOMY HHKJI € 3HaYHO MEHII IepeadadyBaHOIO IIOPIBHSAHO 3 HOBHMH
akymymaropamiu. Lle 3yMOBI€HO MHOKHHHICTIO 3MiHHHX, SKi HE 3aBXIU MOJIMBO BIITBOPHTH ab0 BepH]iKyBaTH 3
TeXHIYHOI JOKyMeHTamii. Hampukman, cTymiHe nerpajgamii eleMeHTIiB y MeXax OJHOTO MOIYJII MOXE CYTTEBO
BIZIPI3HATUCH, 3aJIEKHO BiJ TEMIEPaTypHOTO pEXUMY eKCIUTyaTalii, THIy TPaHCHOPTHOTO 3acoly, mpodinto
HaBaHTaXXECHHs a0o0 TONepenHiX BiAMOB, siki He Oymu 3adikcoBani. Lle mopomxye acumeTrpudHi pU3MKH — TOOTO
HMOBIPHICTh BIIMOBH OJIHOTO 3 KOMIIOHCHTIB y «3arajioM CIIPaBHOMY» OJIOIl 3pOCTaE 3 4aCOM €KCIIOHEHITIIHO.

Kpim Toro, SLB 4acTo iHTErpyloThCs B HU3bKOBOJIBTHI T4 CEPEIHBOBOJIbTHI CHCTEMH, 110 MAIOTh HEOIHOPIIHI
TOIIOJIOTIi, CJTA0KMI 3BOPOTHIN 3B’S30K 1 BUCOKUI CTYIIHB 3aJIE)KHOCTI BiJl JOKAJIBHUX YMOB. Y TakMX yMOBax HaBiTbh
KOPOTKOYACHI BIAXWJICHHA TapaMmeTpiB Oarapei MOXyTh MPHU3BOAWTH OO KacKaJHUX 300iB B MiKpoMepexi abo o
BTpaTH QyHKILIi pe3epByBaHHA. Lle 0cOOIMBO KPUTHYHO B yMOBaX €HEPreTUIHOI TecTadimi3amii — HaIpHUKIAMI, i 9ac
MKOBUX HaBaHTa)KeHb, OOHOBHX JIiii a00 aBapiHUX BIAKIIIOYCHD [IEHTPATiI30BAHOTO )KUBJICHHSI.

3 mormany iHpopmamiiiHoi 6e3nexu, SLB 3 mudposumu monymsimu yrpasniaas (BMS, CAN-mmaHA, XMapHi
CepBiCH) TIEPETBOPIOIOTBHCS HA EJIEMEHTH KiOep(i3ndHOI CHCTEeMH, sKi MOXKHa TOTCHHIHHO arakyBaTH a0o
BUKOPUCTOBYBATH SIK TOUKY AOCTYITy. HassBHICTH pi3HOPiITHOTO MPOTPAMHOTO 3a0e3MeUeHHS, BIACYTHICTh YHIi(iKOBaHHX
cranzapriB Oesnexu s SLB i oOMexeHa miaTpumka 3 00Ky BUPOOHHKIB MOCHIIIOIOTH PU3UKH BTPYYaHHS B JIAHIIOT
KepyBaHHs €HeProcUCTEMOI0 uepe3 Oarapeiini OJI0KH.

OxpeMo BapTo 3raiaTé pU3UKH OB’ sI3aHi 3 HEJOCTYITHICTIO YM BTPATOO JAHUX PO MONEPEHI N KUTTEBUN LUK
Oarapei. Y OaraThOXx BHIAJKaX OIEPATOp OTPHUMYE MOMAYJh O€3 MOBHOI ICTOPil HaBaHTAXKCHb a00 TEXHIYHOTO
obOcnyroByBanHs. Lle cyTTeBO yckimaaHIO€ KiIacH]iKallilo PU3UKIB 1 BHMarae 3ampoBa/PKCHHS aJalTUBHUX CHCTEM
JIIarHOCTHUKH, SIKI MOXKYTh JISITH B YMOBaxX HEMOBHOI a00 CyIepewInBoi iHpopmarii.

Takum umHOM, SLB — 1 akTHBH 3 BHCOKOIO AWHAMIKOI TEeXHIUHOro Ta iH(opmarmiitHoro crany, i ix
BUKOPHCTAHHS MOJKJIMBE JIMIIE 332 YMOBH ITOCTII{HOTO CIIOCTEPEXKEHHSI, aHaJli3y KOHTEKCTY, a TaKOXK HMIBHIKOI aganTarii
JOTIKK YTIpaBIiHHA MO 3MiH TapamerpiB. YcmimHa iHTerpamis SLB B eHepreTHuHi CHCTEMH HOBOTO TOKOJIHHS
HEMO>UIMBa 0Oe3 BpaxyBaHHA LMX PHU3MKIB 1 Iepexojy BiA KOHLENIii «ITaCHBHOTO BHKOPHCTaHHA» 0 MOAENI
«PO3YMHOT'O aKTUBYY, SIKUH B3aEMOJIIE€ 3 MEPEKEIO K YIACHUK AMHAMIYHOTO €HEPIreTHYHOTO CePEAOBHIIIA.

3 orysiy Ha BUCOKHH CTYMiHb HEBH3HAYEHOCTI TEXHIYHOTO CTaHy BTOPMHHUX Oatapei, eeKTUBHE yNpaBIiHHA
MOB’SI3aHUMH 3 HMMH pPU3HKaMU MOTpeOye IMOEJHAHHS AEKIJIBKOX MOJeNiel y paMKax €IMHOI CHCTEMHU HPHHHATTS
pimens [1-5]. 3anponoHoBaHMil paHilie MiAXix 10 MOICIIOBAHHS MOBTOPHOTO BHKOpHCTaHHS SLB BKIOYaE HH3KY
B3a€EMOIIOB I3aHUX MOJIeJed — BiJ OLIHKK Jerpajarii g0 mpocTopoBoi omrumisarii [2,5]. OxHak okpemuii iHTEpec
CTaHOBUTD 3JJaTHICTh IIMX MOJIEJICH BUSIBIISITH, OLIIHIOBATH Ta 3HW)KYBAaTH PH3MKH, IO BUHUKAIOTh NpH iHTerpaiii SLB B
€HEeprocucTemy.

KoxxHa Momenp BUKOHYye criemu(iuHy (YHKIiI0O B CHCTEMI YIpaBIiHHA pU3UKaMu. Tak, MOJENb JAerpaaarii
JO3BOJISIE  iMeHTH(IKYBATH KPHUTHYHI IMapaMeTpu, SKi MOXYTh BKa3yBaTH Ha HAOMMKEHHS BiOAMOBH. Momenb
saimmkoBoro pecypcy (RUL) mepeBoanTh pH3MK y 4YacoBY IUIOIIMHY, HaJal0dd MOXKIIMBICTE HPOAKTHBHOTO
IUlaHyBaHHS. EKOHOMIYHAa MOJENb, CBOEI 4YEprolo, BpPaxOBYE MOMJIMBI BTpaTH BHACTIJOK TEXHIYHUX 300i1B.
IIpocTopoBa MOAenTs BpaXxoBYeE 30BHIIIHI PU3UKH — TeorpadiuHi, iHPpacTpyKTypHi, KOHTEKCTyanbHi. OnTuMizariiina
MOJIETIb J03BOJISE€ YHUKATH KOHIEHTpalii PU3UKIB y BPa3IMBHUX TOYKAX CHCTEMH, TOJI SIK MOJEIb TUIAaHyBaHHS 3aMiHH
3a0e3neuye CBOEUacHe BUBE/ICHHS OaTapeil 3 eKcIulyarallii 10 MOMEHTY iX KPUTHYHOTO 3HOCY.

Y3aranpHeHHS QYHKIIH KOXKHOI MOJIENTi B KOHTEKCTI PU3UK-MEHEIKMEHTY HaBEICHO B Taom. 1.

Tabmmus 1 - Mogenmi 4K IHCTPYMEHTH YIPABIiHHA pPH3UKAMH BHKOPUCTAaHHS BTOPHHHUX Oartapei
eJIEKTPOTPAHCIIOPTY B EHEPTETUYHUX CHCTEMAax
Ha3zBa mozemni Pu3ukw, Ha SKi BIJIMBAa€ MOJEITh DYHKIIS B yOpaBIiHHI PU3UKOM
Moaens Brpara ¢yHkmioHanbHOCTI uepe3 nerpanamiro, | OmiHka TEXHIYHOTO CTaHy; BHUSIBJICHHS
Jierpagamii MIPUXOBaHi geGexTH aHOMAaJTIi
Moaens HemnepenbauyBanuii Buxim 3 Jsagy, KopoTkuii | [IporHo3yBaHHs 0e3MeTHoro nepioxy
3aIMIIKOBOTO 3aJIMIIKOBHH CTPOK CITyKOH eKCIITyaTamii
pecypey (RUL)
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IIpponopxxenns Tabmaumi 1

Monpenn HeedekTrBHEe BUKOPHCTAHHS pecypciB, 30uTku | BpaxyBaHHS MOXKIUBUX BTpaT y MpoIeci
€KOHOMIYHOT BiJl HEBJIAUIMX 1HBECTHIIH YXBaJICHHS pillICHb

JIOIJILHOCTI

OntuMmizaniiina | HakonwueHHs — fgerpagoBaHux  OaTtapeid y | 3MCHINICHHS CHUCTEMHOTO PHU3UKY  uepes
MOJIeITh KPUTHYHHX BY3JIaX CHCTEMHU ONTUMAIIEHUHA PO3MOJLT

PO3IOITY

IIpocToposa diznyHa BpAa3JIUBICTh iHQPACTPYKTYypH, | YpaxyBaHHS JIOKaJbHUX YMOB Yy CTpaTeril
MOJIENh reorpadivHi 3arpo3u BIPOBAXKEHHS

Mogens PanToBa BimMoBa 0Oe3 pesepBy s 3amiHu, | CBOo€uacHe BHBEICHHS 3 eKCIUTyartamii 1o
ILIaHyBaHHSI aBapiiina cutyaris KPUTHUYHOI TOUKHU

3aMiHH

Oco6mBicte SLB momsrae B ToMy, IO iX MapaMeTpy 3MIiHIOIOTHCS HE JIMINE MOCTYTIOBO (Yepe3 MPUPOIHY
Jlerpajialio), a # pi3ko — Yy BIANOBIAb Ha 30BHINIHI YWHHUKH, HEKOPEKTHE YIpPAaBIiHHSA ab0 KPUTHYHI CTaHU
eHeprocucremu. Lle cTBOpIOE 01aTKOBE HAaBaHTa)KEHHS Ha OIIEPAaTOPIB, 3HWKYE Iepe0auyBaHICTh Pe3epBiB 1 BUMarae
HOBHUX METOJIB TeXHiuHOro aHainizy. Kpim Toro, SLB sik eleMeHT CKJIaHOI €HepreTHYHOI apXiTEeKTypH, 10 B3aEMOJIIE 3
MEpEKEI0 B pealIbHOMY 4aci, MOXKE CTaTH BPa3JIMBOIO TOUKOIO IS Kibep3arpos. ¥ 3B’s3Ky 3 IMM BUHHKA€E HEOOXIIHICTD
y moOyIoBi MiAXoay, MO NOoeqHy€e (i3UYHUNA MOHITOPHHI, aHali3 PU3MKIB, IPOTHO3YBAHHS BIIMOB 1 aBTOMaTH30BaHy
peakiito Ha 3MiHHU CTaHy.

3anponoHOBaHUH MiIXi[ BKJIIOYAE Kibka piBHIB. Ha 0a3oBoMy piBHI GopmyeThes mudposuit mpodins OaTapel
— Ha OCHOBI ICTOpHYHHMX JaHUX, iHAEKCy nmerpanmamii ta iHopmarmii 3 BMS (BatteryManagementSystem). [Hmexc
Jerpajarii, SKUid BpaxoBy€ KaJlCHOApHE, IMKIIYHE Ta CTOXAaCTWYHE CTapiHHSA, IO3BOJSIE HE JIMIIE OIIHIOBaTH
3aJMIIKOBUHA pecypc, a W BHSBIATH TNOTCHHIHHO KPUTHYHI 30HM Hamepen. Llel iHmekc IHTErpyeTbcsi B MOJCTb
MOHITOPHHTY, SKa BIiACTEXye 3MiHM KiIodoBux mapamerpiB (SOH, BHyTpimHii omip, TemmepaTypa, IIBHAKICTH
3apsAAy/po3psimy) B pesKUMi pealbHOTO Jacy.

Ha npyromy piBHI peanizyeTbcs JHMHaAMiYHa MOJEIb PH3UKY — 3 BUKOPHUCTAHHSIM Oali€ciBChKOrO aHamizy abo
HEYITKOT JIOTIKH JJIs OIIIHKM HMOBIPHOCTI BIJIMOBH 3aJIe)KHO BiJ 3MIiHH KiJbKOX (hakTopiB omHouacHo. Ha Tperhomy
piBHI (QYHKIIOHYE MEXaHi3M BHSBJICHHS aHOMalil — SK 3a MOPOTOBUMHM CLEHapisMU (MIEPEBUILEHHS TEMIIEPATYpH,
NaJiHHSA HamNpyrH, Pi3Ki KOJMBaHHA €MHOCTi), TaKk 1 3a JOIIOMOTOI0 METOAIB INTYYHOTO IHTENEKTy (HalpuKian,
peKypeHTHi HeifipoMepexi Ui ineHTudiKauii BiAXMICHb Bill HOPMaJIbHOT JMHAMIKH).

Peamizamis mux ¢yskmiii nepenbadae inrerpaimito SLB mo SCADA abo EMS-pimens Ha piBHI JOKaJIbHHX i
pETiOHaNPHUX CHCTEM YHOPAaBIiHHA. Y pa3i BUABJICHHA KPUTHYHHX 3MiH a00 pH3WKY BIJIMOBH, CHCTEMa MOXKE
AaBTOMAaTHYHO BUBOIMTH OaTapero 3 peXUMy aKTHBHOI pOOOTH, MepeKIouaTH ii Ha IHIIMA peXuM (HarpuKiIam,
00OMe)KeHHS TIOTYXKHOCTi) a00 BHJaBaTH CUTHAI HA PiBEHb AUCIETYSPCHKOTO BTPYUYaHHS. Y MEPCICKTHBI — peai3allis
«aJanTHBHUX CLEHapiiB ekcruryaranii» SLB 3 ypaxyBaHHSIM pH3HKy B pealbHOMY Haci.

OuikyBaHUM PE3yJIbTATOM BIIPOBA/KEHHS TAKOTO MIAXOY € IiABUIICHHS TEXHIYHOT HaAIHHOCTI €HEPTrOCUCTEM 3
yuacTio SLB, 3MeHIIeHHs KUIBKOCTI aBapiiHHX CHTYyallild, craOimi3alisi pe3epBHOIO JKUBICHHS B MIKpOMepexax, a
TaKOX 3HMKEHHs BPA3JIMBOCTI JI0 KiOEpIHLMAEHTIB 4Yepe3 PO3MEXKyBaHHS 30H BIAMOBIJAIBHOCTI M 3alpoBaiKEHHs
aJIalITUBHOT JIOTIKM pearyBaHHs. Y JIOBFOCTPOKOBIH MEPCHEKTHBI 1€ MOXKE JIAITH B OCHOBY CTaHJIApTiB OE3MEYHOTO
BuKopucTanHs SLB B kpuTHuHiii iHppacTpyKTypi.

Bropunni Oarapei MaroTh pO3IJsgaTUCs He JIMIIE SIK Pecypc MOBTOPHOI LIHHOCTI, a SIK CKJIaJHa AMHAMIiYHA
OJIMHUIISL, 10 TOTpeOye Creliaigi3oBaHUX IiJXOJIB /0 INPOrHO3YBaHHsS, MIarHOCTMKM Ta Oe3ne4yHoi iHTerparii.
IaTerparnist Mozneneil MOHITOPHHTY, OLIHKM PU3UKY Ta pearyBaHHs B aBTOMATH30BaHI CHCTEMH YIIPABIIHHS CTBOPIOE
MOXIIMBOCTI JUIsl BUKOpHcTaHHS SLB HaBiTh y THMX 3aCTOCYBaHHSX, [I€ paHille IIe BBaXKalocs HENPUHHATHUM depe3
MiBUIICHY BiAMOBIMANBHICT, 1 BUMOTH 10 HamidHOCTI. lle BimkpuBae HOBHH HamlpsM B YIPaBIiHHI aKTUBAMHU
€HEeprocUcTeMH — JUHAMIYHUH, IIM()POBO KOHTPOJIHOBAHWH, aAaTHBHUH 710 3MiH CEpEJOBHIIA Ta MOBEIIHKH CaMUX
aKTHBIB.

Takum 9rHOM, i€papXis MoJeneil popmyedaraTopiBHEBY CUCTEMY YIIPABITiHHS, MOOXOILTIOE HE JINIICTEX HITHHH,
a W eKOHOMIYHMA Ta MPOCTOPOBHMBHMIPHPH3UKY. Taka CTpyKTypa [I103BOJA€()OPMYBATHKOMIUICKCHI IpaBHiIa
pearyBaHHS Ha 3MiHy cTraHy SLB, BpaxoByroun He JIHIIEBHYTpilIHIMapaMeTpu OaTapei, a i KOHTEKCT IXeKCIUTyaTallii.
Ile, y cBotO 4epry, € MepeayMOBOIO JUIsi CTBOPEHHSAAJANTUBHUX, KiOepOe3meyHNX CUCTEM MOHITOPUHTY 1 YIpaBITiHHSA,
3naTHUXeQeKTHBHOIHTerpyBatTd SLB y ckiajHieHepreTHYHIapXiTeKTypH Ta MiABHINYBAaTHCTIHKICTBCHCTEMH B
YMOBaxXHEBU3HAYCHOCTI Ta 3pOCTAIOYMX3Arpo3.
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C.€. Cayx

OLIHIOBAHHS PE3WJILEHTHOCTI OB’€THAHOI EHEPTETUYHOI CUCTEMU YKPAIHU,
AKA ®YHKHIOHYE€ B YMOBAX TEPOPUCTUYHUX ATAK

Tpupiune ¢ynxmionyBanHs OO0’eqnanoi eHeprocucremMu Ykpainm (OEC VYkpainm) B ymMoBaxX pOCIHCBEKHX
MacOBaHMX PAaKETHO-APOHOBHX aTaK € MPEIMETOM IIOCTiHHOI yBarw IOCIITHUKIB, SKi MEPIOJUTIHO OMPUITIONHIOIOTH
AQHANITHYHI 3BITH 3 OI[iHKAMH IIOTOYHOTO CTaHy EHEProCHCTeMH. Taki aHaNITHYHI MOCHKEHHS HE O3BOJIIOTH
chopMyBaTH YSBICHHS NP0 MEPCHEKTHBH (PYHKIIOHYBAaHHS CHEPTOCHCTEMH Ta OLIHUTH Ii PE3WIBEHTHICTH Ha
MaiiOyTHIX Iepiofax TPUBAJICTIO PiK Ta OijbIe.

Merta npeAcTaBICHOTO NOCIIIKEHHS nojsrae y po3po6ui matematnanoi moaeni OEC Ykpainu, npuaaTHoi amst
KOPOTKOCTPOKOBOTO TIPOTHO3YBaHHS i PO3BHTKY B yMOBax CHCTEMaTHYHHX MAacOBaHUX PAKETHO-IPOHOBHX arak.
Mopnens mpusHaueHa s ouiHIOBaHHS pe3mwIheHTHOCTIOEC VikpaiHum 3a pi3HHX CIOEHapHUX YMOB 1i 3aXHCTY,
pyHHYBaHHS Ta BiTHOBJICHHS 3 YpaxXyBaHHSIM HasBHHUX PE3EPBHAX MEXaHI3MIB Ta PeCypcCiB.

Po3risiHeMO pIBHAHHS [MHAaMIKM EHEPreTMYHHMX OO0 €KTiB, NPHUIAATHUX JUIA BUKOpHCTaHHS. MHoxuna F;
TeHEPYIOUYHMX €HEproOJIOKiB JOCTYIHUX AJIsl BAKOPUCTAHHS Ha MIOTOYHHM Nepiof] yacy t BU3HAYa€ThCsI MHOKUHOIO F;_4
TeHEPYIOUMX EHEpProOJoKiB, siKi OyiaM JOCTYNMHUMHM JJIsl BUKOPUCTAHHS B IoNepenHii mepion wacy t— 1, a takox
MHOKMHAMH PaHille MONMIKOMKEHHX TeHEePYIOUnX eHeproonokiB dF, rp;p, AF;_rayyp T@ AF,_7scp, ZOBTOTPUBAIHIA,
cepenHiii Ta KOpOTKOTpUBanuii pemonTH sikux Tpusaiictio T'L, TM, TS, BianosinHo, Oyiu 3aBeplieHi Ha MOYATOK
TIOTOYHOTO Tepiofy {, 32 BUHATKOM MHOXHH T€HEPYIOUHX eHepro6nokis dF, ;p, dF; yp, AF, sp, Aki Oynu ypaxeHi B
nepioz yacy t Ta oTpuMaiy, BiANOBIAHO, BEJHKI, CEpeIHI Ta APiOHI MOUIKOIKEHHS, TOOTO MAaEMO AWHAMIYHE PIBHSIHHS

F, = (F._; UdF,_1;;p U dF, 133 U dF,_155p) \ (dF, 1 p U dF, p U dF, 5p).

Jns cucrem 30epiraHHs eHeprii Ta IeHEpYIOYHMX YCTaHOBOK, 110 BUKOPHCTOBYIOTH BiJHOBIIIOBaHI JKepeia
eHeprii, MaeMo PiBHSHHSI, BiJIIOBITHO,

Se = (8:-1VdS, 1100V AS;_raypep U dS;_155p) \ (dSe0p U dSepep VU dSesp)s

R, =(R,_yVdR_7;;pVdR,_13ppV dR;_155p) \ (dRezp VU dRepp U dR 5p).

Jo momxomkenux eneprodnokie AEC, TEC, I'EC, cuctem 30epiranHs eneprii takux tumoBux mis OEC
Vxpainy, sk 'AEC, a Takox TeHepyro4YHX yCTaHOBOK, L0 BHKOPHCTOBYIOTH BiTHOBIIIOBaHI JDKepelia eHeprii OyneMo
BIIHOCUTH sIK Ti, WO OynM ypaxkeHi Oe3nmocepenHbo, TaK 1 Ti, IO BTPATHIM MOXJIMBICTb IiJKIIOYEHHS JI0
CHEProCHCTEMH Yepe3 pyHHyBaHHS TPAHCPOPMATOPHHX MiJCTAHINN Ta/a00 IHIIMX KPUTHYHO BaXKITUBUX MEPEKEBUX
00 €KTIB.

Muoxunn dX,;p,dX, yp,dX,sp enepretmunux o6’extiB Tumy X € {F,S, R}, ypakennx B nepiox wacy t,
BU3HAYAIOTHCS BIAMOBITHO J10:

1) crpaTeriuHux Iijei, OOpaHUX arpecopoM MNpH IJIAHYBaHHI yAapiB pa3oM 3 THIIOM 3aCTOCOBaHOI 30poi Ta ii
KITBKOCTI;

2)  edekTHBHOCTI pOOOTH CHCTEMHU MPOTHIIOBITPSHOI 000POHH;

3)  HasSBHOCTI 3aXMCHHUX CIIOPY/ Ta PiBHS 3aXUCTY, IKUI BOHU 3/1aTHI 3a0e3euyBaTH.

Jlns eHepreTHYHHX 00’ekTiB ofaHakoBoro tumy VX € {F,S, R} pesymbraT mii mepepaxoBaHHX BHINE (haKTOpiB
BIUINBY MOKHA TIPEICTABUTH Yy BUTJLIAI XapaKTePUCTUKHA HACHIAKIB ypaxkeHHs mux o00’exTiB (puc. 1). Taka
XapaKTepUCTHKA BimoOpaXkae KINTBKICTh YpaKeHHX 00’ €KTiB |dXI,LD dX; ypl |dX;5p|, KmacTepmzoBammx 3a
MaclTabHICTIO X pylHYBaHb y TPH IPYIH, BiNOBITHO: BEJIMKI, CEpE/IHI Ta IpiOHI pyHHYBaHHS.

ldX|
10

» i

co

JIpiGHUIA cepeHii BeJIMKHH

KinbkicTh 3pyiHOBaHHX 00'€KTIB

MacmTad pyiHyBaHb

Pucynoxk 1 — XapakrepucTuka HaciiIKiB YIIKOKEHHS 00’ €KTiB TuIy X
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Enepretuuni 06’ektu tumy VX € {F,S,R}, saxi 3asHanu pisHuMX 3a Macmrabamu pyiiHyBaHb, IS CBOTO
BiIHOBJICHHSI MOTPEOYIOTh BUKOHAHHS PEMOHTHUX POOIT pi3HOI TpuBanocTi, Binnosigxo, TL, TM, TS. Xapakrepucrika
CepeaHbOT TPUBAJIOCTI TAKUX POOIT MOke OyTH MpeAcTaBIIeHa Y BUIIIALL Aiarpamu (puc. 2).

OTKe, KOPUCTYIOUHCh TAKMMH XapaKTEPUCTHKAaMH, & TAKOXX HABEJICHUMH BHIIE PIBHAHHIMH, MO’KHA BU3HAUYUTH
MHOXUHH Fy, R;,S;, pI3HOTO THIy TeHEPYIOUUX €HEProOIIOKiB, CHCTEM 30epiraHHs eHEprii Ta FeHePYIOUYHX yCTAHOBOK,
[0 BUKOPHCTOBYIOTH BiJHOBIIIOBaHI JKepena eHeprii, mocTynHi it HaBaHTaxeHHS B OEC YkpaiHm Ha moTtouHuUit
nepiox vacy t.

3a HasBHOCTI HEOOXiTHHX 3aIaciB yCTaTKyBaHHS Ta MaTepialliB BBAKAEMO NPUHHATHUMHI TSPMIiHH BiJTHOBIICHHS
EHEepProreHePYIUNX Ta CHepronepeaBaJbHUX 00 €KTIB, B 3aJISKHOCTI Bil CTYNEHS iX IMOIIKO/KCHHS, IPEICTABICH] B
Tabmumi 1.

T
4096

512

64

JApiGHUIA cepeHii BeJIMKHI

p—

TpHBBIICTE PeMOHTHHX POGIT, ro

Macmrad pyiHyBaHb

Pucynok 2 — XapakTeprcTHKa TPUBAJIOCTI PEMOHTHUX POOIT Ha MOLIKOMKEHNX €HEPTeTHYHUX 00’ €KTax Tuiy X

Tabnuus 1 — OpienToBHI TepMiHu BigHOBICHHS obnaanands OEC Ykpainu

00’ exT/XapaKTep MOIIKOIKCHD TEC Ta TEI] ITixcranmii
JIerki momKkoKeHHs .
. . . 1 TWXIEHb 1-1,5 TrokH1
(6e3 HeoOXiTHOCTI 3aMiHN 00JIaTHAHHS)

Cepenni MOLIKOKEHHS . .

pen . a . 1 micans 1 micsb
(3amina oOagHAHHS, 3a1Iacy HasBHI)

Bakki OIKOHKEHHS . .

. .. 6 MicAIiB 1 micsb
(3a HasIBHOCTI 00JIaIHAHHS Ta MaTepialiB)

MiHNUBICTh CKJIay NPHAATHUX 10 eKCIUTyaTallii eHepreTMYHHMX oO0’€KTiB € XapakTepHow o3Hakoro OEC
VYkpaiHu, 10 3HaXOJUTHCS MiJ PyHHIBHUM BIUIMBOM CHCTEMAaTHYHUX MacIITAaOHUX TEPOPHCTHYHHX aTak Ta QYHKI[IOHY€
3aBISIKM TIPOBEJICHHIO PEMOHTHO-BITHOBIIOBAILHUX DPOOIT Ta OyHiBHUITBA 3aXMCHHUX cropya. Jist gociikeHHs
pe3wbeHTHOCTIOEC Ykpainu HeoOXiIHO BUKOPUCTOBYBATH KIACTEPHY MOJIENb PE)KUMIB HaBaHTaXKEHHsI €HEPreTUYHUX
06’exriB [1]. Bix BimoMux Mojeneil peUMiB HABaHTAXCHHS €IEKTPOCHEPTETHYHHX CHCTeM [2-7] KiacTepHa MOJETb
BIJIPI3HSAETHCS HASIBHICTIO PIBHSIHb TUHAMIKH KUIBKICHOTO CKJIaIy MPUAATHHX 10 €KCIUTyaTallii eHepreTHYHUX 00 €KTIB,
a TaKoX OIMCOM DPEXHMIB HABAHTAXKCHHS HE OKPEMHX CHEPreTHYHHX OO0’ €KTIB, a IX OJHOTHIIOBHX MHOXHH, IO
CYTTEBO 3MEHIITY€E BEJIMKY PO3MIPHICTh 3a/1au IPOrHO3YBaHHS TAKUX PEXKUMIB Ha IEPioJli TPUBAIICTIO 10 OJJHOTO POKY 3
HOTOJMHHOIO IeTali3alli€o.

PiBeHB 3310BOJICHHS TIOMTUTY Ha EIEKTPOSHEPTiF0 HeOOX1THO OIIHIOBATH TUHAMIYHIM KOe]ilieHTOM
t t
Ry = ) (z,—mr)/z l,  t>AT,
t—AT i—AT

3HAUCHHS SIKOTO XapaKTepU3ye PE3WILEHTHICTh EHEProCUCTEMH, TOOTO il TOTOBHICTH BUKOHYBAaTH CBOIO (DyHKIIIO JUIS
Oyab-skoro t Ha Binpisky yacy [t,t — AT] tpusanictio AT. Tyt I, — obcsar monuty Ha enektpoeneprito, Al, —o6esr
PO3BaHTaXEHHS CIIOKUBaUiB €JIEKTPOCHEPTil.

Matematnana mozaens OEC Ykpainum 3a0e3nedye KOPOTKOCTPOKOBE NMPOTHO3YBAaHHS PEXHMMIB HaBaHTAXECHHS
EHEepPreTHYHNX 00’€KTIB Ta PO3BAHTAKEHHS CHOXHMBAYIB B YMOBAX CHCTEMAaTHYHUX MACIITA0OHWX PaKETHO-APOHOBHX
atax. Mojens 103Boisie omiHUTH pe3wTbeHTHICTROEC YkpaiHu 3a HACTYITHUX CII@HAPHUX YMOB:

1.  ouiKyBaHHX CTpaTerii aTak - iX nNepioJMYHOCTi, MaCIITaOHOCTI Ta LiJIECIPSIMOBAHOCTI;

2. nuHamiku edexTuBHOCTI poboTu cucteM I1I10 1110710 3aXUCTY eHEPreTHIHNX 00’ €KTIB;

3. 3amiaHoBaHMX rpadikiB BBEJCHHS B eKCIUTyaTalli0 3aXUCHHUX CIOPY/ PI3HOTO PiBHS 3aXHCTY;
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4. nuHaMiky e(eKTHBHOCTI 3aCTOCYBAaHHs PE3epBHHX MEXaHI3MIB Ta JOCTATHOCTI PeCypciB Ul BUKOHaHHS
PEMOHTHHUX POOIT.

JIst  KOXKHOTO THITy €HEpPreTWIHHX OO0 €KTiB 3a3HaueHi CIEHapHI YMOBH BiloOpakalOThCsl Y BUTISIL
XapaKTepPUCTHK HACIIJKIB iX YIIKO/DKEHHS (prc. 1) Ta TpHBaNoCTi peMOHTHUX poOiT (pHc. 2).

Kpim toro, 3anmpononosana mogens OEC Ykpainu € iHCTpyMEHTOM aHai3y 11 pe3MIbEHTHOCTI B YMOBAX:

5. pyHHIBHOrO BIUIMBY paKeTHO-APOHOBMX aTaKk Ha TPAHCKOPJIOHHI 3’€HAHHSI  HalliOHAIBHOI
€JIEKTPOEHEPTEeTUYHOI CHCTEMU,;

6. peamizamii miaHiB 3 OyIiBHUIITBA HOBUX TPAHCKOPAOHHHX 3’ €HAHB;

7. pU3UKIB TPHUHAHATTS OKPEMUMHM KpaiHaMHU-CyciJaMd TOJITHYHHMX pilleHb 1010 OOMEXeHb 00csAriB
EKCIIOPTY-IMIIOPTY €JIEKTPOEHEPTii.
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M.10O. Komapos, C.®. I'onuap

OrJisAl METOIB ONIHIOBAHHS KIBEPPE3NJIbEHTHOCTI
OB’€EKTIB KPUTHYHOI IHOPACTPYKTYPU

KibGeparakun Ha 00’€KTH KpUTHYHOI iH(OPACTPYKTYpH I Yac POCIHCHKOi arpecii mpoTu YKpaiHH, Hapamgy 3i
30pOHfHIMH aTakaMu, MalOTh Ha3BUIaHO BUCOKHH PYHHIBHUN BIUIUB.

3 OYaTKOM ITOBHOMACIITaOHOTO BTOPTHEHHS B YKpaiHy 0coOIMBO 3pociia KiJbKICTh HONITHYHO BMOTHBOBaHUX
Kibeparak, a TakoX arak, sKi € CKJIaJOBHMH YaCTMHAMU KOMIUIEKCHUX aTak, 10 BKJIIOYAIOTh y ceOe MONITHYHI,
iHpopMauiliHi, TEXHIYHI Ta BIHCHKOBI 3aX0/1H.

Tak, 3a maHuMu Ypsa0Boi KOMaHIM pearyBaHHSA Ha KoMl foTepHi Han3BuuaiiHi noxii CERT-UA, sxa nmie npu
Jepxcmenss’s3ky, B 2024 pormi 6yno onparpoBano 4315 kibepinmunentis. Lle Ha 69,8% Oinplue, HK pOKOM paHile,
KOJIM KiGep3I0urHIlI aTaKyBaIn YKpaiHChkuil KibepmpocTip 2541 pas [1].

TakuMm 4MHOM, BpaxOBYIOUM BHIICHaBeJAeHY iH(OpMalilo, MOXKHA KOHCTATYBaTH, IO NMUTAaHHS KiOepcTiHKoCTi
00’€eKTIB KPUTHYHOI iH(QPACTPYKTYpH B3araji Ta iX KiOeppe3WIbEHTHOCTI 30KpeMa HaOyBae HaJI3BHYAHO BUCOKOI
AKTyaJbHOCTI.

OmniHroBaHHA KiOeppe3WILEHTHOCTI BKITIOYAE Pi3HI METOAH, SIKi JJOMTOMAararTh aHANII3yBaTH PU3UKH, BPA3IHBOCTI
Ta 34aTHICTh CHCTEMH BiIHOBIIOBATHCS MIiCHA KibepiHIuaeHTiB. OCh KillbKa HOMYJISPHUX MiAXOIIB:

1. Cyber Resilience Review (CRR) — metoauka, sika OLIHIOE 3aTHICTh OpraHizariii maTpuMyBaTH KPHTHYHI

¢dyHKUIT mig yac kibep3arpos.

2. Cyber Risk Index (CRI) — inzmekc, 1mo BHMIpIOE piBeHb PHU3UKY Il OpraHizaiii, BpaxoBy4Hd ii

BPA3JIMBOCTI Ta MOTEHIIIHHI 3aTpO3H.

3. Framework for Improving Critical Infrastructure Cybersecurity (NIST) — crangapr, sikuit mormomarae

OpraHi3allisiM OLIHIOBATH Ta MOKPAIyBaTH CBOIO KiOEPCTIHKICTb.

4. Failure Mode and Effects Analysis (FMEA) — anani3 MoxuBux 3001B Ta iX BIUIUBY Ha CHCTEMY.

Cyber Resilience Review (CRR)

Metomuka Cyber Resilience Review (CRR) — 1e iHCTpyMEHT sl OIIIHKH OTepamiiHoOi CTIKOCTI Ta MPaKTHK
kibepbesneku opranizaiii. CRR 6asyerscst Ha Mmogeni CERT® Resilience Management Model (CERT-RMM),
po3pobneniit B IncTutyTi mporpamuoi imxeHepil YuiBepcutery Kapueri-Memnona [2].

Orysin kibeperiiikocti (CRR) — 1ie omiHka Ha OCHOBI CHiBOECIAM [T OI[IHKH OIEPAIlifiHOT CTIKOCTI Ta MPAKTHK
KibepOe3neku opranizanii.

3apnsaku CRR opramnizamis oTpuMye Ta po3BUBa€E pO3yMIHHS CBO€ET 31aTHOCTI YIPABISITH KiOSppPU3UKAMH i Yac
3BUYAITHOT ISTTPHOCTI Ta IMiJ] 9ac OIepaIiifHoOro cTpecy i Kpu3u. [lepeBaru BKIFOYAIOTh:

- TIOKpaIeHHs 00i13HAHOCTI BCi€i opraHizarii mo/0 HeoOXiTHOCTI e()eKTUBHOTO YIIPaBIiHHA KiOepOe3neKoro;

- orJsi cuil 1 3aco0iB, HAMOLIBII BOXKIMBUX JUIs 3a0e3NeueHHs] 0e3nepepBHOCTI HaJaHH KPUTUYHO BaXKIMBUX
MOCJIYT Y YacHu OIepaLiiiHOro CTpecy i Kpusu;

- KaTaJi3aTop Tialory MiXK yYaCHHKAaMH 3 Pi3HUX (YHKIIOHATBHUX 00IacTei B OpraHizallii;

- MiJICYMKOBHUH 3BiT 3 BUKOPHCTAHHSIM BH3HAHMUX CTAHAAPTIB ISl BiIOOpa’KeHHs BIIHOCHOT 3piIIOCTI MPOIIECIB
OpraHi3aiiiHoi CTIHKOCTi B KOXHii 3 10 cdep.

OCHOBHI acIIEKTH METOMKH:

1) Tureps'to Ha ocHoBi ominki: CRR mpoBoauThest y dopmi iHTepB'to, MO0 OIIHUTH 3MaTHICTH OpraHizarii
YIPaBILSITH KiOEPPHU3MKAMHU SIK Y 3BUYAHUX YMOBaX, TaK 1 ITijl 4ac Kpu3.

2) 10 nomeniB oriHku: MeTOqMKa OXOIUIIOE TaKi KIFOYOBI OMEHHM, SIK YIPABIIHHS aKTUBAMH, YIPaBIiHHS
KOH(]IryparmisiMu, YOpPaBIiHHA BPa3IHUBOCTSAMH, YIPABIIHHS IHIUICHTAMH, YIPABIIHHSI pPHU3UKaAMH, HaBYaHHA Ta
0013HAHICTH TOIIIO.

3) Pesymbrartu oninku: Oprawizaiisi OTpUMY€E 3BiT, KAl MOKa3ye 3piTICTh MPOIECIB CTIHKOCTI B KOKHOMY
JIOMEHI, a TAKOX PEKOMEH/IAITIT JIJIsl TOKPAIIICHHS.

4) Tlepesaru: CRR cmpusie migsuiieHHio o6i3HaHOCTI mpo KibepOesmeky, 3abe3nedye aianor MK pi3HUMH
(yHKIIIOHATIbHUMH TiIPO3/iJaMu opraHizauii Ta goromarae 3a0e3ne4nTi 6e3MnepepBHICTh KPUTHYHUX HOCIYT.

Cyber Risk Index (CRI)

Cyber Risk Index (CRI) — me mertomosnorist omiHKM KibGeppH3WKiB, sKa AOTIOMAarae OpraHi3allisiM BH3HAYUTH
piBEHB 3arpo3 Ta BPa3JIMBOCTEH y iXHii UpPOBii iHPpacTpyKTypi.

Innexc kibeppu3ukiB — ILie OHJIAMH IulaTdopma OIHIOBAHHS pIBHS KiOeppH3WKIB opraHizamii, po3poOieHa
kommaniero Trend Micro y tammemi 3 Ponemon Institute mis gocmimkeHHs: KiGEppH3UKIB Ta BH3HAYEHHS KIIFOYOBHX
cdep Ui MOKpaleHHs Kibepoesneku.

CRI BuMiproe po3pHB Mi’K OTOYHUM CTAaHOM O€3MEeKH OpraHi3alii Ta HMOBIpHICTIO aTak. Sk i paHimie, ocTaHHA
Bepcist CRI Hanae rmoGanbHuMil oy Ha opranizauii B ITiBHiuHIH Amepuui, €Bpomi, A3iaTchKo-THX00KEaHCHKOMY
perioni Ta Jlarnuchkii/[liBneHHIN AMepuIt.

OcnoBoro komiuiekcHoro iHnekcy CRI ckmamae ommtyBanHS [T-(axiBiiB y pi3HMX YacTHHAX CBITYy 3 METOIO
BHUMIpPIOBaHHS PiBHSA TOTOBHOCTI KOMITAHIHM pearyBaTH Ha KibepaTaku. [HIEKC CKIaaeThesl 3 ABOX CKIAJOBUX YaCTHH:

1) PiBHS rOTOBHOCTI — BimoOpakae TOTOBHICTH OpTaHi3aiii 10 3aXKCTy Bif Kibeparak;

2) CepenoBuiua 3arpo3 — BijoOpaxae cras tanamadTy 3arpo3 Ha MOMeHT obuucienns CRI.
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Tabmms 1 — [Hnexc xkibeppru3uky

Perion Iipniuna | €ppona | ACEAH | Jlatunceka | 3aranbHuii
/ Amepnka Amepuka
Inpexc
ToroBHicTs | 5,29 5,39 5,47 5,22 5,34
3arpo3a 5,39 5,27 5,42 5,25 5,33
3araapuuii | -0,10 0,12 0,05 -0,03 0,01
iHIeKc

Framework for Improving Critical Infrastructure Cybersecurity (NIST)

Framework for Improving Critical Infrastructure Cybersecurity (NIST Cybersecurity Framework) — e
OOpOBiTbHA METOIUKA YIPABIIHHA pPH3MKaMU KiOepoOesmeku, po3pobieHa HamioHampHUM iHCTHTYTOM CTaHIAPTIB 1
texHomnoriii CIIA (NIST). Bora cnpsimMoBaHa Ha 3aXHCT KPUTHYHO BAXKIMBHUX OO'€KTIB iH(pacTpyKTypw Ta IiHIIHX
CEKTOPIB, BYKJIMBUX JJIs1 EKOHOMIKH Ta HAI[IOHANBHOI OE3MEKH.

I SAnpo 6a3mn kibepOe3nexkn I
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Pucynox 1 — Ctpyktypa sapa CSF

Failure Mode and Effects Analysis (FMEA)

Merox FMEA (Failure Mode and Effects Analysis) — e cucremaruunuii minxia m0 aHamisy MOTCHIIHHHUX
BIZIMOB y TIpoliecax, MPOAYKTax abo CHCTeMax, a TaKOX OLIHKH 1X Haciuiakis. Llell MeToa MHUpPOKO BUKOPHUCTOBYETHCS
JUIS TIBUINEHHS SKOCTi, 3HIDKCHHSI PHU3WKIB 1 3a0e3redeHHs] OC3MEeKH B PI3HUX Taly3sX, TaKHX sSK aBTOMOOUIbHA
MPOMUCIIOBICTh, OXOPOHA 3JI0POB's, BAPOOHUITBO TOLIO.

Ipuxmax 3actocyBanas FMEA nnst aHamizy crany kibepOe3neku HaBeACHUH HIKYE.

Tabmuus 2 — [puknax 3actocyBanas FMEA
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et npuknan nemoHcTpye, ik FMEA Mosxe OyTn BUKOPUCTAaHUH ISt BUSIBIICHHS Ta YCYHEHHsI CITa0KUX Miclb Y
KibepOesneni.

Ianexc RPN Bu3HavaeThes K T0OYTOK OATbHHUX OIIHOK TSHKKOCTI S, 4acTOTH BHHUKHEHHS O Ta BIipOTiTHOCTI
BUABJICHHS D:
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|RPN =SxOxD (1)
Po3paxoBaHuii MOKa3HHUK JO3BOJISE MPOBECTH TMOPIBHAHHS PI3HUX PEXKHUMIB B paMKax OJHOTO aHami3y. Takox
ingexc RPN npupathuii 1t oninky eeKTHBHOCTI KoperyBanbHuX Aiii ERPN, sika 3iCHIO€THCSI HACTYITHIM YHHOM

Irpni— IrPN
i L (2)

ERPN =
Inpmi

ne: IRPNi — 3nauenns innekcy RPN 1o BnpoBamkeHHS KOPETyBaIbHUX [IiH;

IRPNr — nepernsinyre 3HauenHs ingekcy RPN micinst peanizanii 3anjaHoBaHUX 3aX0JIiB.

OTtpuMaHe 3HaYCHHS TO3BOJISE 3pOOUTH BHCHOBOK PO 3MIHY PH3WMKYy BHHHKHEHHS BiJMOBH Ta €(EKTHBHOCTI
BIPOBAKCHHS KOPET'yBaJbHUX 3aXO0IB.

1. CERT-UA wmunHynoro poky ompamoBana 4315 «kibepinumaentiB. —https://cip.gov.ua/ua/news/cert-ua-minulogo-roku-
opracyuvala-4315-kiberincidentiv.
2. Cyber resilience review (CRR). Method Description and Self-Assessment User Guide.

https://www.cisa.gov/sites/default/files/c3vp/csc-crr-method-description-and-user-guide.pdf.
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A.B. OHucekoBa
KIBEPBYJIIHI - SIK YBE3IIEUUTU I[ITEfI BIJ MOIr0 HETATUBHUX HACJITIKIB

KosxHa nmronHa, sika J)KMBE B COLlyMi, MOXE 3ITKHYTHCH i3 (PI3MYHUM YM IICHUXOJIOTIYHUM HACHILCTBOM LIOJIO
cebe. OcoOaMBO 1€ TBEPIKEHHS € aKTYaIbHUM Y CTOCYHKAaX MK JITBMH IIKITBHOTO BiKY Ta MOJIOII.

L[pKyBaHHS y IIKUIEHOMY CEpelOBHINI MaJio Micue 3aBxau. Lle He Te, 1110 BUHUKIO MUTTEBO i Hi3BiAKH. O/HAK,
B TEMEPIMIHIHi Jac IbKyBaHHA (OYJIIHT) OTPUMANO PO3MOBCIOKECHHS K y BChOMY CBITI, Tak 1 B Ykpaini. Lls mpobmema
HaOyna Takoro macmTaly, 0 Mpo Hei Mmovaiaw BiIKPUTO TOBOPHUTH i BUHUKJIA HEOOXiTHICTH MPOTHIIATH OyIIHTY Ha
3aKOHOJIaBUOMY PiBHI Ta BCTAHOBUTH BiIOBiTAIBHICTP 32 Taki MissHHA [1].

OcoOmmBy yBary cmig mnpuaiiutd KioepOyminry. CminKyBaHHS JOoOe y Mepexi I[aTepHeT 3a3BHYaid
3HEOCOOJICHE, IO MOXE BHKIMKATH OMAHJIMBE MOYYTTS OE3KapHOCTI Ta CYTTEBO TIIOJIETINY€E 3aCTOCYBaHHS
TICHXOJIOTIYHOTO HACWIBCTBA, TOMY 3BEPTAEMO yBary Ha Te, IO 31 3POCTAHHSAM TEMIIB BHKOPHUCTaHHS IH(PPOBHX
TEXHOJIOTiH IiTH BCE YaCTIllle MigAal0ThCS caMe bOMY BUIY IBKyBaHHS.

®DaKTOM CHOTOJICHHS € T, 10 HAWAKTUBHIIINMHI KOPUCTyBadaMHu Mepexi IHTepHeT € mimritkn. OcoOmuBOCTIMHI
MiUTITKOBOTO BIKY € CTpPIMKI 3MiHH y TICHUXO-(i3MYHOMY CTaHi, III0 MOXYTh TPU3BOJUTH 110 TIPOSIBIB arpecuBHOI
MOBE/IIHKU K y peajbHOMY, TaK 1 Y BlpTyaJ'IbHOMy NpOCTOpi. 3 KOXHUM POKOM KIJBKICTh IOHMX KOPUCTYBadiB
30UIbIIy€eThCs. [HTEpHET y ChOrOZIEHHI CTAaB HEBiJ €MHOIO YAacCTHHOKO JKUTTS Cy4YacHUX IiTeH, IXHIM HaWOIMKYNM
OTOYEHHSM, JDKEPEJIOM 3HaHb PO HABKOJMINHIA CBIT, @ TaKOX HHM3KM HETaTUBHHUX SBHIL, 13 SKUMH MOXYTb
31ITOBXHYTHCS MiJUTITKH MiJl 4aC KOPUCTYBaHHs Mepeskero [HTepHer.

IIlo Take xkibepOyminr? KibepOymiHr — 1e OyJiHr i3 3acTOCyBaHHSAM HU(MPOBUX TexXHOJOTIH. Bin Moxe
BiIOYBATHCS B COLIANILHUX MEpekax, miardopmax oOMiHy MOBiTOMICHHIMHU (MECCHDKEpax), irpoBux miardopmax Ta
MoOinpHuX Tenedonax. Lle popma arpecii, cnpsimoBaHa Ha 3asIKyBaHHS, IPOBOKYBaHHs THIBY YW IPUHWKEHHS THX,
MPOTH KOTO BiH CIPSMOBaHHH.

[Mpuknaay BKIIOYAIOTH: MOLIMPEHHS OpexHI Mpo Koroch abo posmiieHHst ¢oTorpadii, ski KOMOPOMETYIOTh
KOT'OCh, y COLIaIbHUX Meperkax; HaJACWIAHHS ITOBIIOMIIEHb 200 1Orpo3, sKi 00pakaloTh KOTOCh 200 MOXKYTh 3aBJaTH
KOMYCh IIKOJAHW, Yepe3 IiaThopMu OOMiHY IOBIIOMIICHHSMH; BHIAHHS ceOe 3a KOTOCh IHIIOTO/IHINY i HaJCHIaHHSI
MTOBIIOMJICHB 1HIITUM JIFOJIIM BiJT Horo/ii iMeHi [2].

Otxe, KiOepOymiHT — I[e Hamagd 3 METOK 3aBJaHHS IICHXOJIOTIYHOI IIKOAW, SAKi 3OIHCHIOIOTBCA dYepes
CIIEKTPOHHY TOIITY (i-MEHLIT), MUTTEBI NIOBIIOMIICHHS, PO3TOPTAIOTECS B YaTax, Ha BEO-CaliTax, B COLIANBHIX MCPEKaX;
IIOTH Yepe3 TeKCTOBI OBIIOMIICHHS a0o 1epes 300pakeHHs ((hOTO, BiZIe0); 10 KiOEpOYIIHTY BITHOCSITH TaKOXK TEPOP 3a
JIOTIOMOT010 MOOUIEHOTO TeNE(OHHOTO 3B’ SI3KY.

BucHOBOK Takuii, mo KibepOyIiHT — IIe YMHUCHI [Iii, IO CKOIOIOTHCS OJHIEI0 0c000r0 abo Tpymoio 0cid BiTHOCHO
iHIIOT OCOOM, MOCEPEeTHHUITBOM EINEeKTPOHHHUX 3acO0iB KOMYHIKamii, 3 METOI 3aBHaHHS IIKOIHW, IO MOXXYTh
3IiICHIOBATUCS HANPsIMY, 200 aHOHIMHO 1 MOXYTh MPU3BECTH JI0 HU3KH HETaTHMBHUX HACJIJKIB B PE3YJIbTAaTi CTBOPEHHS
CHUTYyalil HanpyXeHHs, TUCKY, 3aJIIKyBaHHs, epeciiayBanHs [3].

O3Haku TOTO, IO MiJTITOK CTaB KEePTBOIO KiOepIbKYBaHHS: palToBa 3MiHa IMOBEIIHKOBOTO i eMOIIITHOTO CTaHy
JUTUHM TICJsl KOPUCTYBaHHS HEIO COLIaNIbHUX Mepex (le Moxe OyTH arpecHBHICTb, MiJO3pUIICTh 1 BiaBepTa
3aMKHYTICT); JIECTPYKTHUBHI CTOCYHKH OaThbKiB 3 IUTHHOK (OCOOJHMBO 3aroCTPIOIOTBCS I 4Yac OOrOBOPEHHS
peasbHOrO KUTTA MJITKA); ICTEpUYHI MPOSBU XapakTepy (HecnojiBaHi O€3NPUYMHHI CIBO3HM, KPHK); MOTIPIICHHS
3JI0POB’s yepe3 OE3COHHs Ta 3aHENOKOEHHs AMTHHHW; HEBJAANi CpoOu cyiluuay; AMTHHA HEOOMEKEHO KOPHUCTYETHCS
IHTEepHETOM, HAJAa0Yd IepeBary BIpTYalbHOMY CBITY; pi3Ke MOTIpPIIEHHS HABYAJIHHOTO IIPOIECY B INKOJI (IUTHHA
Heoxoue iie Ha HaBYaHHsI, CyIIepeYUTh BUMTEISIM 1 OaThbKaMm).

baTbky MalTh TOSCHIOBATH CBOIM JITAM, IIO: CHUIKYBaHHS 3 HE3HAHOMIIMH B IHTEPHETI MOXE HECTH
He6e3neKy, TOMY KpAIlle CIIIKYBAaTHCA 31 3HAHOMHMH y PEATbHOMY JKHTTI JFOABMH; JOUITEHO TAKOXK 3aKPUTH Bil
HE3HAHOMIIIB CBOIO CTOPIHKY B COILIaIbHUX MEpeKax Ta CIUCOK Jpy3iB; HE BAPTO MHCATH HA3BY HABYATHHOTO 3aK/Iajy,
Jie HaBYAETHCS ANTHHA; HE CIiJ HAACWIATH HE3HAHOMIIIM 3 IHTEpPHETY 1 B NPUBaTHI HOBIZOMIICHHS CBOIO aJipecy Ta
HOMep Tenedony [4].

SIKmo OUTHMHA CTajda >KepTBOIO OyJHTY, TO: IIOTOBOPITH 3 JWTHHOWO, AaiTe il 3pO3yMiTH, IIO BH HE
3BHHYBauyeTe 1 B CHUTYyaIlil, 0 CKJIajacs, TOTOBI 1i BUCIyXaTH i TOTIOMOITH; 3allUTaiiTe, Ka caMe JOIOMOTa MOXeE
3HaJI00UTHCS JUTHHI, 3alPONIOHYMTE CBii BapiaHT BHPILIEHHS CUTYyallii; MOSCHITH TUTHHI, O KOTO BOHA IIE MOXE
3BEPHYTHUCS 3a JOMOMOTOI0 Y pa3i IbKyBaHHS (IICHXOJIOT, COI[aJbHHUN IMEAaror, KJIACHHA KEepPIBHUK, aJMIiHICTpAIlis
MIKOJIM/TIMHA311, MOJIilis); miATpUMalTe AUTHHY B HAJIAroJUKEHHI CTOCYHKIB 3 OJHOJITKaMH Ta miaroryiire ii mo Toro,
1110 BUPILIEHHS npoOiieMu OyJIIHTY MOXe OTpeOyBaTH MEBHOTO Yacy; OybTe MiATPUMKOIO A1 AUTHHU [5]!

YKonna qutrHA HE MOXKe OYTH 00'€KTOM HE3aKOHHOTO MOCSATAHHS Ha i1 4eCTh i T1IHICTb.

IIpodinaktukn kibepOymiHry mnepenbadae HaBYAHHS KOPHCTYBadiB Mepexi [HTEpHET OCHOBHMM IIpaBHIIaM
0e3mexu i KOpEeKTHOI TOBEIHKH 10 BiTHOIICHHIO J0 1HIINX KOPUCTYBadiB CIIIHOTH.

1. Hakxaz MOH Big 28.12.2019 Ne 1646 [leski nutaHHsA pearyBaHHs Ha BUIIaAKHM OyiiHry (LbKyBaHHS) Ta 3aCTOCYBaHHS
3aX0/IiB BUXOBHOTO BILUTHBY B 3akiajax ocsitu. https://zakon.rada.gov.ua/laws/show/z0111-20#top.

2. KiGepOyminr — mio 1e Ta sik ne 3ynuauTu? https://www.unicef.org/ukraine/cyberbulling.

3. MixeeBa O.}O. Kopuienko M.M. KibepOymiHr sik comiaigbpHo-Teaaroriuda npodiema, Young Scientis, Nel1(63), November
2018, ¢.247-251.

4. KibGepOyminr: o e, SIKAM BiH OyBae Ta K BiT HBOTO 3aXHCTHTH CBOIO TUTHHY.
https://www.telegraf.in.ua/kremenchug/10082081-kberbulng-scho-ce-yakim-vn-buvaye-ta-yak-vd-nogo-zahistiti-svoyu-
ditinu.html.

5. Illo Taxe 6yxinr Ta xibepOyminr. Ixni Bumu i mnaxu supimenns. https://vseosvita.ua/library/so-take-buling-ta-kiberbuling-

ihni-vidi-i-slahi-virisenna-485112.html.
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C.M. Jsauenxo, O.C. Tepemenxko, [.B. Ctporonos

BILJ/IMB YJIbTPA3BYKOBUX KOJINBAHD,
IPUKIAAEHUX 1O METAJIEBOI'O JPOTY HA ITIPOUHEC OTPUMAHHSA COEPUYHUX
HOPOLIKIB METOJAOM IIVIAZMO-AYTI'OBOI'O PO3IINJIEHHSA

Ha 1 Ge3mepepBHO 3pOCTAI0YOTO CIIOKWBAHHS MOPOIIKOBHX MaTepialiB TpaHyJIOMETPUYHOTO CKIATY
45-105 MkM y texHousorisix 3D-npyky 3 BHKOpUCTaHHSIM eHeprii eiaekTpoHHoro npomento (EBM) Tta nazepa
(SLM, SLS, DLMS) 3’sBiseThcst TOTpeOa BUKOPUCTAHHSA HOBUX MIiJXOIB 0 pO3MMWICHHs [1].

[Ina3mo-nyroBe po3muieHHS SAK OAWH 3 HalaKTyaJbHIIIMX METOAIB OTPUMAaHHS BHCOKOSKICHHUX
c(hepnYHUX MOPOUIKIB BUKOPUCTOBYE CHEPTril0 MPsMOi ab0 JOTUYHOI MIa3MOBOI IyTH ISl OTPUMAaHHS PO3ILIABY
MeTajJy Ha TOpIi 3aroTOBKH, 3pWB Kpaluli MiJ AI€I0 THCKY IJIa3MOBOI AYrM Ta AMCIEPryBaHHS Kpamneib
PO3ILIaBICHOTO METaNy 3 MOJANbIINM TBEPIIHHSAM Ta KPUCTAi3ali€l0 OTPUMAaHUX YACTHHOK MPH iX IPOIBOTI y
peakTopi B cepemoBHINi iHepTHOro ra3zy. OOHHM i3 TEPCHEKTHBHUX MiAXOAIB 0 OTPUMAHHS METaJeBHUX
MOPOIIKIB € BBEICHHS BHUCOKOYacTOTHHX (3a3Bmuail 20—40 k['m) ymbpTpa3sBYKOBHUX KOJNHMBAaHb y METaleBi
pO3IIaBy, IO A03BOJISAE OTPUMATH METAJCBUH MOPOLIOK BHCOKOI YHCTOTH Ta BY3HKOTO PO3IMOJIiNTY YacTOK 3a
po3Mipamu. MeTox BiIpi3HAETHCS THM, IO PO3IJIABICHUH MeTal KOHTAKTy€e 0e3I0CepeHbO 3 MMOBEPXHEI0, IO
BiOpy€e 3 yJIbTpa3ByKOBOIO 4acTOTO0. KonMBaHHS CTBOPIOIOTH MOBEPXHEBI XBHJII Ta KaBITYyIOUHM 30ypeHHS, SKi
po30uBaOTh po3IuIaB Ha Kparut. Kpamiai oXonoaKyloThCs B ra30BOMY CEpejOBHINI (aproH, a3oT, MOBITPA) Ta
TBEPIIIOTh Y BUTIISAAI nopomky [2, 3].

ABTOpH IJIAHYIOTh IPOBECTH POOOTH AEIIO MO iHLIIH cXeMi, a caMe — BUKOHATH PO3MUJICHHS METaJIEBOI'0
JIpOTy 3a JOMOMOTOI0 eHeprii Iia3MoBOi Iyrdw 3 OJHOYACHMM HaKJIaJaHHSM Ha JpIT B TBEPJOMY CTaHi
yJIbTPa3ByKOBHUX KOJWBaHb. Takuil MmigxXig Mae CHOPHUATH OTPUMaHHIO OuIbII JpiOHMX BHUXIJHHUX Kpareib
pO3IIIaBy Ta 3BY3UTH PO3MOALN YACTHHOK 32 PO3MipaMH.

KpiMm Toro, BiZOMO, IO NpHUKIAJAHHS YJIbTPa3BYKy CIpPUSE MOKpPALICHHIO MEXaHIYHHUX BJIACTHBOCTEH
MeTajy JIpOTy JI0 MOMEHTY pO3ILIABIEHHS, OYMUICHHIO HOro moBepxHi Ta Moaudikaiii MIKpOCTPYKTYpH,
MOTEPEeIHbOMY HArpiBy ApOTY, IO B KiHIEBOMY pe€3yibTaTi NMMOBHHHO J03BOJUTH KOHTPOJIOBATH IapaMeTpH
OTPUMAaHHX YaCTHHOK.

YapTpa3ByKOBi KONMBAHHS, AKI MPUKIATAIOTHCA 10 METAJIEBOTO APOTY B XOJOJHOMY (TBEpIOMY) CTaHi,
CYTTEBO BIUIMBAIOTh HA HOro MIKPOCTPYKTYpY 03 MOCATHEHHsS TeMmepaTyp MuiaBincHHs. Takuii BITHB
peanisyeThCsl Yepes BHCOKOYACTOTHI MeXaHiuHi BiOpawii, IO MOPOKYIOTH HMKIIYHI Mikpoxepopmauii. B
pe3yabTaTi IbOTO MPOIeCy BHYTPIMIHSA CTPYKTypa METaly 3a3Ha€ 3HAYHHUX 3MiH, IO MOXE MO3UTHBHO BIUINBATH
Ha WOro MexXaHiYHI BJIACTHBOCTI, HANPHKIAA, 3MiHYy pO3HONINYy Ta IIUIBHOCTI JUCIOKAlild, yTBOPECHHS
cyOrpaHeil i HaBiTh 3epHOBE YTOUHEHHS [4] .

®i3uYHI MEXaHI3MU BILUIUBY YJIBTPa3BYKy Ha APIT MOXKYTh OYTH TaKMMHU:

AKyCcTHYHA CTUMYJISIIIS BHYTpPilIHIX auciokamiii. [Ipy KOHTaKTHOMY BIUIMBiI yJIBTPa3BYKOBHX KOJINBAaHb
y METaJeBOMY JApOTi 3'SBISIOTECS BHCOKOYACTOTHI IMKJIIYHI HaBaHTaXeHHS. Taki LUKIH MOXYTh
«pO30JIOKYBaTH» AUCIOKAIlil, SKi 10 1[bOT0 OyJu 3a(iKCOBaHI Ha Mepenikoaax (HampuKiIaa, BTOPUHHUX (a3ax,
BKJIFOUEHHSIX a00 MOTepe/IHiX HaKOMUYEHHIX JUCIoKalliil). BHacnigok nporo nuciokanii HOYMHAIOTH pyXaTHCs,
peoOpraHi3oByBaTHCS Ta CKYIMYYyBaTHUCS B MEBHUX PEriOHAX, IO MOYXE BECTH J0 iXHBOTO 3’ €IHAHHS B MIKTPaHHI
CiTKM M GpOpMyBaHHS CyOCTPYKTYP.

denomen akycTuuHoi miuactugikanii (acoustoplasticity). Ilpm MexaHIYHOMY BIUIMBI YJIBTPa3BYKOBHUX
KOJIUBaHb CIIOCTEPITa€ThCs SIBUIE aKycTUdHOI miaactudikarii. Ile o3Hauae, mo e(exkTHBHE 3HAYCHHS
KPUTUYHOTO HANPYXXEHHS JJIs MOYaTKy IUIACTHYHUX Jedopmaniil (KoM JUCIOKalil MOYHMHAIOTH PyXaTHCS)
3HUKYETHCS 3aBISIKH TOIATKOBIA €Heprii, BHECCHIH KOJHMBAHHIMHU. B pe3ynbTaTi HaBiTh 0€3 MaKpPOCKOIMIYHOTO
neopMyBaHHS MOXKYTh BHHHKATH JIOKalbHI MIKpOIIACTHYHI jAedopmaiii, IO CHPHSIOTE peopraHizaii
BHYTPIIIHBOI CTPYKTYpH.

I'enepamnis MikpocTpeciB i ixHill BniauB. KOHTaKTHUH yabTpa3Byk 3a0e3neuye nepioguuHe HaBaHTaKEeHHS,
3aBISIKM SKOMY Yy MaTepiami BHHHKAaOTh MikpocTpecu. Lli MikpocTpecw cHpHusIOTH IIepeHaallTyBaHHIO
BHYTPIIIHBOI MIKPOCTPYKTYPH.

YrBopenns cyoOrpaneil. IloctynoBa opranizamis AUCIOKamiii MoXXe NPHU3BOAUTH A0 (OPMYyBaHHA
TUCIOKAI[IMHUX CITOK, IO 3r0J0M IEPETBOPIOIOTHCA Ha CyOTpaHi a00 HaBiTh HOBI 36pPHOBI MEXi.

3epHOBa CTpPYKTypa. Y JesSKMX BHIIaJKaX MOJJIMBE 3E€pHOBE YTOYHEHHS, KOJHM II0YaTKOBE 3EpHO
PO3IIIAETHCS HA MEHII AUISTHKY Yepe3 HAKOMWYEHHs 1 peopraHizamito auciokamiii. [5]

Jns mpoBemeHHS IOCIHITHUX poOIT OyJNo po3po0iIeHO Ta BUTOTOBICHO OONagHAHHSA IS BBEICHHS
yIbTPa3ByKOBHUX iMITysnbciB 3 dactoroto 20 k[l B MeraneBHH OpiT 3 MOJAJBIIUM pPO3IUIABJIEHHSIM HOro 3
BUKOPHUCTAHHSM INIA3MOTPOHY. 30BHIIIHIHM BUTIIAN 00JIafHAHHS TOKa3aHo Ha puc.l.

VY IpTpa3ByKoBa KOJMBaIbHA CHCTEMA CKJIAMA€ThCS 3 11'€30€JIEKTPUYHOrO IEpEeTBOPIOBada Ta MEXaHIYHUX
pezoHaTopiB - Oycrepa Ta xBuieBomy (coHoTpoxmy). [Jpit mist aromizamii mpoxXoAuTh MiX poOOYMM TOpLEM
COHOTpOJy Ta MOBEPXHEI0 CIeliaJbHOI OMOpHM IO HPHUTHCKAETHCA A0 COHOTpony. Omopa Moxe OyTH sK
pe3oHaHcHa (B CEHCi KOJHWBaJbHOTO TMpOIllecy), Tak 1 Hepe3oHaHCHa. Ha pwuc.2 mokazaHo pe3yibTar
MOJeTIOBaHHS MeTonoM ckiHueHoro eixemeHTty (MCE) B3aemonii wacTuHM KONHMBanbHOI cucTeMu (OycTep Ta
COHOTPOJT) 3 PE30HAHCHOI OMoporo [6]. 3aaua po3paxoBYETHCS MPU YMOBI il 30C€peIKEHOT CHIIH 3 4aCTOTOIO
20 xI'm, sika MpUKIaga€EThCSA HOPMAIBHO 10 BXOAy OycTepa.

26



YnbTpassyko-
BWiA By30N

Kamepa 3 iHepTHUM rasom

Pucynox 1 — Cxema ekcriepiMeHTaNBHOI yCTAaHOBKH Ta (POTO By3Ja KPIIJICHHS
YIABTPA3BYKOBOI KOJIMBAJIBHOI CUCTEMU
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Pucynok 2 — Enropu KOJIMBaIBHOTO TPOLIECY: OYCTEp Ta COHOTPOJ
B KOHTaKTi 3 aKTUBHOIO OITOPOO

PoGova moBepXxHSI COHOTPOLY Mae pajiycHy (acky, sika J03BOJISE 3MIHIOBaTH KyT BBEICHHS KOJIMBAaHb B JPIT.
Ha pwuc.3 mokazaHa cxema By3ia KpilJIGHHS KOJHMBAIGHOI CHCTEMH Ta (parMEeHT 3 HAaKJIOHHM pO3TAIlyBaHHIM
KOJINBAJIbHOT CHCTEMH.

Konseprep

CoHoTpon

MiaxumHa onopa

Muesmouuningp

v

DinbTp-perynaTop

PucyHnok 3 — By3ou1 KpiIuieHHs YJIbTPa3ByKOBOI KOJMBAIBLHOI CHCTEMH 3 MOMKIIUBICTIO KYTOBOTO BBEJICHHS
YIBTPa3BYKOBUX KOJIUBAHb B JIPIT
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Amnani3 HaykoBHMX IyOiiKaliii NOKa3aB, IO NHUTAHHIO 3 PO3MWICHHS METaJEeBOTO JPOTY 3 YJIBTPAa3BYKOBUM
30ypEeHHSM 10 MOMEHTY PO3IUIABJICHHS B IIA3MOTPOHI NPHAULIIOCH HEAOCTATHRO YBAark Ta HE € JJOCKOHAIO BUBUCHHUM.
3armaHoBaHi aBTOpaMH POOOTH HA MiM JOCHIAHIM YCTaHOBII MOXYTh JOMOMOTTH 3PO3YMITH IIMPOKHHA CIIEKTP
aKTyalbHHX HAYKOBHX 1 NPUKJIAJHHUX NUTAHb Y Taly3sX IOPOIIKOBOI MeTalyprii, MaTepiaJlo3HaBCTBa, IJIA3MOBHX
TEXHOJIOT1H Ta HAHOTEXHOJIOTIH, a came:

1. KorTpois po3Mipy Ta MOPQOJIOTii YaCTHHOK

Sk ynpTpa3ByK BILTMBAE Ha CEPEIHIN JiaMeTp Kpareib, iX TpaHyJIOMETPHIHUHN PO3IOALT i CHEepUIHICTH?

Yu MOXKIINBO CcTabiIbHO OTPUMYBATH HaHO- 00 CyOMIKPOHHI IMTOPOIIKN?

2. EnepreruuHa eeKTUBHICTh MPOLIECY

Sk ynpTpa3BYKOBI KOJIMBAaHHS BIUIMBAlOTh Ha TeMIIEpaTypy pO3IUIaBy, 4Yac IUIABICHHS JPOTY Ta 3arajbHY
BUTpaTy eHeprii?

Yy MoKe yIbTPa3ByK 3MEHIIUTH HEOOXIZHY TEIUIOBY IOTYKHICTh IJ1a3MOTpOHA?

3. l'omoreHi3aris CKJIaay Ta KOHTPOJIb (ha30BOTO CTaHy

Uu nokparye yapTpa3ByK pO3UNHEHHS JIETYIOUHX €JIEMEHTIB Y APOTi 10 po3IiaBy?

Sk KoNMMBaHHA BIUIMBAIOTH HAa CTPYKTYPHY OJHOPIAHICTH CIIIAaBY?

4. 3anobiraHHs arjaoMeparii YaCTHHOK

Yu 3HMKY€ YIbTpa3ByK eeKT (OpMyBaHHS CaTEIITIB Y HOIBOTI?

BruuB yneTpa3sByKy Ha JUCIepryBaHHS BUXITHHUX Kpareib y IpiOHimIi e 10 a00 B MOMEHT PO3IHJICHHS.

5. Bzaemonis ¢a3 "tBepanit — pinkuit — mra3ma"”

MexaHi3M BIUIMBY yIBTPa3BYKy Ha TPAHUIIIO pO3ALTY (a3 "TBEpIauii APIT «> PIIKUIl MeTal <> mia3ma’.

6. IlapameTpr4Ha ONTUMI3ALLIS TPOLIECY

SIki xomOiHamii YacTOTH, aMIUNTYAM YJIBTPa3BYKY, MIBHAKOCTI MOAa4i JOPOTYy Ta CTPYyMy ILIa3MOTPOHA
3a0e3Meuy0Th MAKCUMAaJIbHY SKICTh OPOLIKY?

BcraHoBIeHHS ONTHMAaTbHAX PEKUMIB aToMizartii s pisaux metanis (Al, Cu, Ti, Fe).

7. AHaJIITHKA JOMIIIIOK T4 OKCUIB

SIK 3MIHIOETBCS KUTBKICTh OKCHUITHHUX BKJIIOUCHB, SKIIO 3aCTOCOBYBATH YJIbTPa3ByK?

MOo>KIHBiCTh 3MECHIIICHHS Ta30BMICHHX JIE(EKTIB Y YACTHHKAX ITOPOIIKY.

8. Po3poOka HOBUX MatepialiB

MO>JIMBICTh CHHTE3Y KOMIO3UIIHHUX MMOPOIIKIB: HOPOIIKOBUH APIT a00 KOMIIO3ULIIHHUIHA APIT + YJIBTPa3BYK.

dopMyBaHHs MeTaJOKepaMiuHUX YaCTHMHOK abo mopouikiB 3 ¢yHKuioHansHuMH BritoueHHsMH (TiC, A1203,
B4C).

9. TectyBaHHs Mojenei

Bauinaris Mmojeseit TemonepeHocy, (a30BUX MEPEXOIiB 1 MAPOIUHAMIKK PO3IUIABY i/l BILTHBOM YJIBTPa3BYKY.

Po3poOka yrcioBux Mojeseil po3mnamy Kparenib Y IPUCYTHOCTI Y 3-KOJIMBaHb.

1. Shanthar R., Chen K., Abeykoon C. (2023) Powder-Based Additive Manufacturing: A Critical Review of Materials,
Methods, Opportunities, and Challenges. Advanced Engineering Materials. 25(1). 19.
https://doi.org/10.1002/adem.202300375.

2. Novel Cold Crucible Ultrasonic Atomization Powder Production Method for 3D Printing / . Zrodowski et al. Materials.
2021. Vol. 14, no. 10. P. 2541. URL: https://doi.org/10.3390/mal14102541.
3. Arc character and droplet transfer of pulsed ultrasonic wave-assisted GMAW / C. Fan et al. The International Journal of

Advanced Manufacturing Technology. 2017. Vol. 95, no. 5-8. P. 2219-2226.
URL.: https://doi.org/10.1007/s00170-017-1414-7.

4. Dubovyy, O. M., Karpechenko, A. A., Bobrov, M. M., Zhdanov, O. O., Makrukha, T. 0., & Nedelko, Y.E. (2017b).
Formation of Polygonization Nanoscale Substructure and Its Impact on the Physical and Mechanical Properties of Metals,
Alloys, and  Sprayed Coatings. METALLOFIZIKA | NOVEISHIE TEKHNOLOGII, 39(2), 209-243.
https://doi.org/10.15407/mfint.39.02.0209.

5. Balasubramani, N., StJohn, D., Dargusch, M., & Wang, G. (2019). Ultrasonic Processing for Structure Refinement: An
Overview of Mechanisms and Application of  the Interdependence Theory. Materials, 12(19),
3187. https://doi.org/10.3390/mal12193187.
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I'.I1. Ay6uncekuii, B.1O. 3y6ox

EJIEKTPOEHEPI'ETHUKA B JIAHIHIOKKY IIOCTAYAHHS PE3UJIBEHTHUX HUPPOBUX
HOCJIHyYr

Pe3sunbeHTHICTD — 30aTHICTE TOTYBaTHCSA Ta IUIAaHYBAaTH, CIPUAMATH, BiJHOBIIOBATHUCS Ta YCHIIIHIIIE
aJlanTyBaTUCs J0 HECHPUATIMBHUX mofii. lle HalOIIbII mIMpoKe, MyJIbTHIUCUUILIIHApHE BU3HaueHHs [1], B dokyci
SIKOTO 3HAXOIUTHCS CKIIaJHA cucTeMa. LI cucrema Mae IeBHy TWHAMIYHY BIaCTHBICTD, SIKa 3aKilaieHa B ii opraHizaliiio
(pyHKIIOHANPHY CXEMy) Ta SKa IOCIYTOBYE OCHOBOIO 3IAaTHOCTI IMOMOJIAHHS HETATHBHHX BIDUIMBIB, IO BHTIKAIOTH 3
PU3HKIiB.

Pe3mnbeHTHICT NAaHIIOKKIB mocTtavanHs (Supplychains, namani — JIIT) Bu3HaueHa BaxnuBuM (akropom [2—4].
JlaHIr0KOK mocTadaHHs mudpoBoi mocnyru(Hanan yugposuu JIII) — 1e CyKymHICTh OpraHi3allifHHX, TeXHIYHUX i
iHpOpMaliHHUX KOMIIOHEHTIB, SIKi 3a0e3NeUyI0Th CTBOPEHHS, HaJaHHs, MIATPUMKY Ta OHOBIECHHS LHM(PPOBOI MOCIYTH
IS KiHIIEBOTO KOPHCTyBaua. MOro MOXHa OMHCATH AK MYJIbTHIMCIHILTIHADHY CHCTEMY, SKa BKIIOUAE HE JIHIIE
TPaAMLIMHUX TOCTAYAIFHUKIB PECYpCiB 1 TEXHOJOTiH, a W JIOTiKy NpOrpaMHOro 3a0e3leueHHs, JaHi, LU(PpPOBY
iHpPACTPYKTYpy Ta MATPUMKY OesmepepBHOI JocTymHOCTI. B Tabn. 1 mpeacraBieHo HAWTUIOBIMI KIFOUOBI €IeMEHTH
mudposoro JIIT.

Tabmums 1 — KimrodoBi enement nugposoro JIIT

Ne Enaemenr CkJagoBi DyHKLii
1. | XmapHi nposaiinepu Ta | laaS-nposaiinepu (AWS, Azure, Google | ®i3nuna iHppacTpyKTypa,
O/ du Cloud) 00YHUCITIOBAIbHI PECYPCH, CTIHKICTD 10

Hentpu 00poOKM TaHMX, XOCTHHT - 3001B.
[IpoBaliiepu

2. | Inardhopmu goctaBku Content Delivery Networks (Akamai, 3abe3neuyroTh ONTUMI30BaHy J0CTaBKY
Cloudflare) KOHTEHTY, MiHIMI3allif0 3aTPUMOK,
DNS-nipoBaiinepu 3axuct Big DDoS.
Cucremu kemyBants (GGC), ananituka
tpadiky (Cloudflare)

3. | Omepartopu Mepex Backbone-oneparopu (TpaH3uTHui 3abe3neuyroTh iHTEpHET-3BI30K MiK
ENIEKTPOHHHX piBenb, Tier-1/Tier-2) Jlata-leHTpaMH, IpoBaiiiepamu,
KOMYHIKaIlii HamionaneHi 200 perioHanbHi Mepexamu oOMiHy Tpadiky,

OIIePaTOPHU IHTEPHETY TpaHCHAIIOHAJIbHI TIEPEXO0IH.

4. | Iposaiizepn ocTanHboi | JIoKaybHI IHTEPHET-TIPOBAHACPH, 3a0e3neuyroTh JOCTYH KiHIIEBOTO

MU MOOLITBHI OIlepaTopH, KabeIbHI MepexKi KOpHCTYBa4a 10 II(POBOI TIOCITYTH.
FTTH, XxDSL, 4G/5G, Wi-Fi mesh

5. | domamni/kopriopatuBHi | Mapmpytuzatopu, Wi-Fi Toukn BrmBaroTh Ha SKIiCTB, 3aTPUMKY,

Mepexi JOCTYITy, IPOKCi/OpaHaIMayepu Oe3meKy Ta KOH(iIeHIHICTh Tepenadi
Baytpimai LAN-cermenty, loT-mumo3n | maHuX.

6. | Kinuesi npuctpoi Komm’rorepHa TexHika, MOOIIbHI € TOYKOI0 B3aeMOJIIT 3 TH(YPOBOIO

CIIOXKUBava npucTpoi, po3ymHi npuctpoi, [oT MIOCIIYT 010
Omneparuiiini cucremu, 6paysepH,
3aCTOCYHKH, iHTepdeiicu

EnexTpoeHepreTuka BU3HaHA HaHOUTBII KPUTHYHUM pecypcoM IS (YHKIIOHYBaHHA iH(popMariifHuX Ta
omepaniiHux TexHoiyoriit [5]. Lle miaTBepmKye HASBHICTh 3ale)KHOCTI BiJl EJIEKTPHUYHOI €Heprii KOXXKHOTO 3
PO3IIISTHYTHX esleMeHTiB udposoro JIIT.

Marematnyno JIIT 4acTo MOIENIOETHCS SIK OpieHTOBaHW Tpad), Mepexka IOTOKIB, ab0 cucremMa JIMHAMIYHHX
piBHsiHb. OOupati QopmanbHe NPENCTABICHHS JAHIIOIa MOCTa4aHHS 3aJeXKHO B TOro, sSKi came acleKTH
pe3mwIbeHTHOCTI Oyzmee oOpaHO ais aHamizy (CTPYKTYpHY CTiHKiCTh, aJalTHBHICTh, Yac BiAHOBJIEHHS ToIno). J[Ba
MepIINX BapiaHTa MOB’s3aHi 3 JOCHIIPKEHHSIM Torojori. Hamami mix Tomosoriero po3yMieTsCsl B3a€EMHE PO3TallyBaHHS
€JIEMEHTIB CHCTEMH (BEpIINH Ta IyT rpada, mpucTpoiB B Mepeki MaCOBOTO 0OCITyrOBYBaHHS TOIIO).

I'padpoBa monean JIII Moxe OyTH TIpencTaBiIeHa SIK OpPIEHTOBHUI 3Ba)KEHHUH rpad, 0 CKIIAJAETHCS 3 BEPIIUH
Ta 1yr. BepmmHam Ta gyram cTaBIATHCS Y BiAIOBIAHICTH MeBHI cyTHOCTI. Hanpukian:

Bepmman (nodes, VV) — nocraqanbHUKH, CKITAIH, BUPOOHUKH, TUCTPHO FOTOPH, CIIOKHUBAI.

Hyru (edges, EE) — noTtoxu ToBapiB, iHpopmarii abo dinancis.Koxna gyra mae Bary: BapTicTh, 4ac JOCTaBKH,
WMOBIpHICTH 3001B TOIIO.

ToniJIIT moxxe OyTH MO3HAYCHUH SIK

G=(V,E,w)

Ae W . E—-R " (byHKIist Bar (HAIPHUKIIA/A, PU3UKH, 0OCSTH).
Ha Taxiit Mozesti IpUpOHO MPOBOJMTH aHaJI3 3 BUKOPUCTAHHSIM IpadoBUX METOMIB Ta TEOPii CKIAIHUX MEPEK.
BigoMi MeTpuuHI XapakTepHUCTHKH, TaKi #AK CTYIiHb BYy3Jla, HABaHTa)XXCHICTb, IEHTPAIBHICTH, KIACTepU3AIlisd
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JIO3BOJISIFOTh 3HAXOJUTH CIIJbHI TOYKM BIJIMOBH, MJOCITI/DKYBaTH CTIHKICTh 10 BHaleHHs By3idiB (nodefailure),
MOJICTIOBATH KacKa/Hi e(heKTH.

Cxemarnune noganHs uudposoro JIIT MoxHa NpeICTABUTH HACTYITHUM YHHOM:

[Xmapa/11O/]] — [CDN/DNS] — [Backbone-oneparop] —

— [Harm. onepatop] — [[IpoBaiinep octaHHbOT Muni| —

— [Hdomamns mepexa] — — [Kinnesuii npuctpii] —

— [IaTepdetic mocyry / inenTrdikaris / omnaral.

Crix 3a3HaunTH, MO cama 1o codi mudpoBa mociryra Moke OyTH JTEKOMIIOHOBaHA Ha CKIIAZOBI (HAIPUKIA,
JIOCTYTI 10 JepKaBHOTO EIEKTPOHHOTO peecTpy Iependadae BUKOPUCTAHHA IH(POBOI TOBIPUOi MOCIYTH), 1 B KOXKHOL
CKJIamoBoi Moke BHHHKHYTH BiacHuil JIII. B pesymbraTi aHamizy Ta JEKOMIO3HIIiIMEPEKEBHX AapXiTEKTyp, THIIB
eIeKTPOHHUX KOMYHIKAIlii, CHCTEM TIiepeladi MaHMX, TOMOJOTIH, 3aissHUX y HaJaHHI HAWOLIBII YyTIMBHUX
iHpopMamiiHUX TOTped HaceleHHs Ta Oi3Hecy OyAyTb OTpPHMaHi MHOXKHMHHM CIIOXKHBadiB, IHM(POBUX IOCIYT,
3ac00IBIOCTYIY,0NIEpaTopiB €JIEKTPOHHUX KOMYHIKAlllii pI3HUX PpIiBHIB, MNpoBaiaepiB iHPpacTpyKTyp IH(PPOBHX
MOCITYTI T.1.

1 Linkov, I., Eisenberg, D. A., Plourde, K., Seager, T. P., Allen, J., & Kaott, A. (2013). Resilience metrics for cyber systems.
Environment Systems and Decisions, 33(4), 471-476. DOI: 10.1007/s10669-013-9485-y.

2. International Organization for Standardization. (2022). ISO 28000:2022.Security and resilience — Security management
systems — Requirement. Retrieved from: https://www.iso.org/standard/79612.html.

3. JACTY ISO/TS 22318:2023 besneka Ta crabinbHicTh. CHCTEMH YIpaBIiHHS HemepepBHICTIO Oi3Hecy. HactanoBu mono
YIPaBITiHHS HETIePEPBHICTIO JIaHIFora MOCTaYaHHs (ISO/TS 22318:2021, IDT). Retrievedfrom:

https://online.budstandart.com/ua/catalog/doc-page.html?id_doc=106505.

4. NIST IR 7622. (2012) Notional Supply Chain Risk Management Practices for Federal Information Systems. Retrieved from
https://csrc.nist.gov/pubs/ir/7622/final.

5. NIST SP 800-82 Rev. 3. (2023) Guide to Operational Technology (OT) Security. Retrieved from:
https://csrc.nist.gov/pubs/sp/800/82/r3/final.
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O.A. Bmagumupcekuii, B.M. 3apuy, 10.1. I'mkxko, B.O. Apremuyk, [.A. Bragumupcekwmii, C.A. Hemoceka

JAEAKI IMTAHHA OHIHKU PE3UWJIBEHTHOCTI EJJEMEHTIB EHEPTETUYHOI'O
OBJAJJHAHHS ITPU BITPOBA/IZKEHHI BE3JIPOTOBUX CUCTEM JIATHOCTUKH

EnexrpoeHepreTnuHi CUCTEMH PO3IIINAIOTECS SIK KiOep(i3ndHI KOMIUIEKCH, B SIKUX Omepalii IporpaMmyroThscs,
KOOPJHMHYIOTbCS 1 KOHTPOJIOIOTHCS 4epe3 iH(opMaliiiHo-KoMyHiKaniiHy iH(pacTpykTypy. MepexkeBi KOMIOHEHTH
EHEepProCHCTEeM € Bpa3IMBHUMH 10 Kibeparak, o OOyMOBIIOE HEOOXigHICTh pPO3pOOKH METOAIB MiHiMi3amii
KiOepHEeTHIHHUX PU3UKIB.

Ominka CTIMKOCTI cHCTeM Ticis aBapiHHMX MOJi 0a3yeTbcs Ha KOHICMINI 3HIKCHHS BTPAT i IMPHUCKOPEHOTO
BiTHOBJICHHSI ITPAIlE3JaTHOCTI JI0 IPOEKTHOTO piBHA. KIIFOUOBMM KPHUTEpieM € 3MaTHICTh EHEPrOCHCTEMH aIalTyBaTHCA
JI0 3MiHEHHX YMOB €KCIUTyaTallii 3 MiHiMaJIbHIMH HEBiANOBITHOCTSIMH ()yHKIIOHAFHIX ITOKA3HUKIB.

YHiBepcaJibHa AlarHOCTHYHA IIaTdopMa JIsl BCiX KOMIIOHEHTIB TEIUIOEIEKTPOCTa i TEXHIYHO He 3/1liCHeHHa,
TOMYy Ha eTali IpPOEKTYBaHHA (QOPMYIOTbCS KpUTEpii KPUTHYHOCTI A imeHTUdikauii npiopuTeTHUX 00’ €KTIB
KOHTpoJto. EneMeHTH, BiJ SKHMX 3aJIe)KUTh MiITPUMKA Oe3NepepBHOCTI TEXHOJOTIYHHMX MPOLECIB, BiIHOCSATHCS 1O
MepIIoi Yepry MOHITOPHUHTY.

Jlokamizarist neekTiB TPyOOIPOBOIB BOAO- Ta TEIIONOCTAYaHHS BiOYBAa€ThCS 3 BHKOPHCTAHHSM METOIIB
HEepyHHIBHOTO KOHTpoJ0. IlomupeHi NpuYMHU MOUIKOMKEHb — 3HOC MarepialliB 1 KoposiiiHi npouecu. Perynspre
BUSIBJICHHS BUTOKIB € HEOOXiTHIM 3aBIaHHAM IS 3a0e3reueHHs HaaiifHOCTi iHppacTpykTypH [1].

Merton BiOpOIIarHOCTMKM HAJEXHUTh JO KJacy BHCOKOUYYTJIMBHX METOMIB HEPYHHIBHOTO KOHTPOIIO H
3aCTOCOBY€THCS I aHAJI3Y AMHAMIYHUX XapaKTePHCTHK MEXaHIYHHUX By31iB. ETallOHHNMYU BUpOOHUKaMHU 00J1aTHAHHS
s BibpomiarHocTuku € Briiel & Kjar, PCB Piezotronics, SPM Instrument, Derricktron, Bently Nevada, Timken, a
TaKOX BUPOOHHKH €IEKTPOTEXHIYHOro 00nagHanHs — Siemens i ABB.

Y KOHTEKCTI MOOUTPHHX [iarHOCTUYHHUX CHCTEM MOOUTBHI By3iH 300py Ta TepedaBaHHS NaHWX IOBHHHI
3a0e3nevyBaTy ONEepaTUBHICTh OLIHKM TEXHIYHOI'O CTaHY OCHOBHOTO i JOIIOMIXKHOTO 00JanHaHHs. be3aporoBi kaHamu
nepeaayi JaHux 3a0e3MeuyoTh THYYKICTh PO3rOPTAHHS Ta MOXKJIMBICTh ONIEPATHBHOTO MacInTaOyBaHHS cHcTeM [2].

Apxitektypa 0e31p0oToBoi iHPOpMAaILiHHO-BUMIPIOBAIBHOI CHCTEMH BiOPOIIarHOCTUKU MICTHUTb:

e  amaparHi MOIYJI JUIs peecTpaii BiOpaliiiHuX cUrHaniB Ta iX ouudpyBaHHs;

e  KOMYHIKalLiifHi MOAYJI Ul epesadi JaHuX y UeHTPAIbHIH 00UUCITIOBAIBHUI BY30IT;

e IIporpaMHiI KOMIIOHEHTH Ul KEpyBaHHS MpoILEcoM 300py IaHWX, CTAaTHUCTHYHOI OOpOOKM Ta aIropuTMiB
KIacudikaiii TEXHIYHOTO CTaHy 3a 33laHUMU KpUTepismi [ 3, 4].

BusHaueHHS MPIOPUTETHOCTI €IEMEHTIB MOHITOPHHTY PEaji3yeThCsl Yepe3 PHU3UKO-OPi€EHTOBAaHWH IMiIXif, IO
JIO3BOJISIE CKOHIIEHTPYBAaTH OOYHCITIOBANBHI PECYpCH W MEpEXeBY MPOINMYCKHY 3AaTHICTh Ha HAWOIMBII KPUTHYHHUX
00’€eKTax i3 BUCOKUM PiBHEM MOTEHIIIMHNAX HACIIAKIB IIPH BimMOBI [5].

VY cTarTi NpencTaBIeHO METOMOJIOTII0 OIIHKHM PE3MIIBEHTHOCTI €JIEMEHTIB €HEpProcHUCTeM i3 BHKOPHCTaHHSIM
0e3JPOTOBHUX CHUCTEM MAIarHOCTHKH, BKJIIOYHO 3 ajrOPUTMaMH NpiopuTtHsauii, crpykrypoto IBC BiOpoaiarHocTuku Ta
Kkiaacu(ikaiiero BUSBICHUX aHOMATIH.

VY sikocTi 0e3ApOTOBUX CHCTEM Ta IPHUKJIAJIB IXHBOTO 3aCTOCYBaHHS PO3TJISIAIOTHCS:

®  CyyacHI CTaHJapTHI CHCTEMH IIHPOKOro 3acTocyBaHHs, 1e cepis crannapriB IEEE 802.11 (Wi-Fi), crangapr
IEEE 802.15.1 (Bluetooth), a Takox pimenns 3a cranmaprom 802.15.4 (ZigBee, WirelessHART, MiWi),
LPWAN;

. ICHYIOYH CIIeI[iali30BaHi CUCTEMH PEECTpAlil AIarHOCTHYHUX JIaHKX, TakKi sk OpuTaHchka cuctema Enigma3hyQ
BupobOHuirrea Ovarro Connecting Technologies, mo BukoprctoBye 3G Ta 2G 3B 530K, aMEpPUKaHChKa CHCTEMA
PermaNET Trunc Main (TM) GPS xommnanii FCS MoniTopunry TpyOOnpoBoaiB, 1o BukopuctoBye GPS
CHHXPOHI3AIIII0 peecTpallii JaHUX 3a 9acoM Ta iH.;

e  cHuCTeMa KOpPEIAIiHOI pafio CHHXPOHIi3alii PO3MOAIICHHX Y MPOCTOpi BHMipioBaHb, cTBopeHy B I[IME iMm..
I'.€.Ilyxosa HAH Vxkpainu.

Cepen BU3HAYAIBHUX XapaKTEPUCTUK MPU BUOOPI O€3pOTOBOT CHCTEMH € 33/I0BUIbHI JUIsSI KOHKPETHUX 3aBJaHb
JIlarHOCTYBaHHsI IPOITYyCKHA 3/IaTHICTh, TOYHICTh YaCOBOT CHHXPOHI3alil BUMIpIOBaHb, JAJBHICTH [ii, 3aBaJIOBUH 3aXHCT,
JacoBa CTabibHICTh, KIIMaTUYHA CTIHKICTh, MOOIIBHICTD, €HEPTOCIIOKUBAHHSA, €KOJOTIYHICTh, BapTiCTh, HAJIHHICTD.
AHaITI3yIOTECSI MOXJIMBI IPUYMHH BiZIMOB, ITOIIKO/KEHb CHCTEM, IXHI HACHiAKU. B X0/l mboro aHami3y 3iCTaBISIOTHCS
4acoBi TEPMiHM BiJHOBIECHHS (QYHKIIiHl CHCTEMH, III0 MPUIYCTUMI, 3 (PaKTHIHUMHU IPOTHO30BAaHUMH TEPMiHAMHU.

PoGora BukoHyeTbcsi B pamkax mnpoexty HOAY 2023.04/0022 «Po3pobieHHst amapaTHO-IIPOrpaMHOTo
KOMIUIEKCY Ta METOJIMKH OIEPAaTHBHOTO BUSIBJICHHS MOMIKO/DKEHb CHCTEMH TEIUIO- Ta BOJONOCTAYAaHHS 3 ypaxyBaHHAM
3HOUIEHHS Ta MUIITAPHUX BIUIUBIBY.
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O.A. Bmagumupcpkuit, [.A. Bmagumupcbkuii, B.O. Apremuyk, LI1. KpuBopyuko, JI.M. CemeHiok

PEECTPATOPU AKYCTUYHUX CUTHAJIB JIATHOCTUYHOI CHCTEMH
TPYBOIIPOBIAIB «PACTP-2B»

BCTVII.

B Vkpaini 6nu3sko 35% BogonpoBigaux ta 44% TermioBux Mepex mnepebyBaroTh B aBapiiiHomy ctani [1, 2]. Le
NPU3BOJNUTH [0 3HAYHUX BTpPAT BOAM Ta TEIUIA, BUMarae OIEPAaTHBHOTO BHSBJICHHS Ta YCYHEHHsI BUTOKIB JUIsl
3a0e3MeueHHs] CTajoro TEIUIO- Ta BOJONOCTa4YaHHS HaceJNeHHS. 3HAYHMI 3araJbHUH 3HOC MiJ3EMHUX MEPEK
TpyOOIPOBOAIB Ta MiJliapHi BIUIMBYU YCKJIaHIOIOTh IIOIIYK BUTOKIB Yepes:

® PO3TATY)KEHICTh MEpEeX Ta 3HOIIEHICTH 3alipHOi apMaTypH, IO YCKJIAJHIOE I30JLi0 OKPEMHX MITISTHOK i
TiABUIITY€ PU3UK aBapiitHUX CHUTYaIlil;

® 3HIDKCHHS THCKY B CHCTEMaX, IO YCKJIaJHIOE BUKOPUCTAHHS TPaIULiHUX aKyCTHYHUX METOMIB AiarHOCTHKH,
OCKIJIBKY 3MEHIIY€ThCSI IHTCHCUBHICTh aKyCTHYHHUX CHTHAJIIB BUTOKIB;

¢ HeOOXITHICTh TiBHIIEHOI OIEPATUBHOCTI, KOJIM Yac Ha MPOBEACHHS MIarHOCTHYHHX POOIT OOME)EeHHH depes
BIICHKOBI [IiT Ta NOB'sI3aHi 3 HUIMH PU3HKH;

® HASIBHICTH [TOTYXXKHUX 3aBa/Jl, SIK aKyCTUYHHX, TaK 1 €JIEKTPOMAarHiTHUX, 1[0 YTPYIHIOE TOYHE BU3HAYCHHS MICIb
TMOIIKO/KEHb Ta iH..

OCKINIbKY HasiBHI YMOBH JiarHOCTYBAHHS € MIMPUIMMH HDK J1arHOCTHYHI MOJXJIMBOCTI CYy4YaCHHX TEUeIlyKadiB,
i mpuiaagu notrpeOyroTh PO3BUTKY Ta agantamii. [ns nporo crBopeHo apochinHy cuctemy PACTP-2B 3 6inbmn
HMIMPOKMMH, HDK 3BHYaWHI NpUIaTd, TEXHIYHHUMH MOXJIMBOCTSAMH 332 YaCTOTHUM Ta JUHAMIYHMM [iarna3oHaMH
pEECTPOBAHHUX CHUTHANIB, 3aBAJOBUM 3aXHCTOM, KUTBKICTIO CHHXPOHI30BAHWX BHUMIPIOBAFHHUX CTAHIIA Ta KaHAIIB, 3
JOATKOBHUM aKTHBHHM 30HIAYBAaHHAM TpyOompoBoxis [3].

MMPU3HAYEHHA.

Cuctema PACTP-2B npusHaueHa 1711 BU3HAYCHHS KOOPIUHAT BUTOKIB MiI36MHUX TPYOOIPOBOMIB y CKIATHIX
yMOBaxX. baraTokaHaJIbHHUII PEeCTPATOp € CKIAT0BOK YACTHHOI CHCTEMH. MOTo MpH3HAYCHHAM € 3/ifCHEHHS 3arucy
CHTHAJIB 3 BIOpOJAaTUHKIB, IO BCTAHOBIIOIOTHCS Ha TpyOompoBoi, puc.1,2. [lo ckinany cucremu PACTP-2B BxoauTs 3
peecTpaTopy. IXHIM CHINBHUM PeXUMOM POOOTH € KOHTPOINHLOBAHHI 33 SKICTIO, CHHXPOHI30BAaHHI 3a 4acoM 3alliC
BIOPOCHTHAJIB 3 BIOPOJATUYHMKIB 3aBIAHOI0 TPHBAIICTIO. Biamosiaue mporpamue 3abesneuenus (I13) BcraHoBieHEe Ha
PC-cymicHI KOMIT'fOTepH, 10 BXOAATH JI0 CKiaay peectparopis. [13 mpariroe mix ynpasainasm OC Windows.

OIIMC ATIAPATHOI YACTUHU.

3acTocyBaHHS TPbOX, PO3HECCHHUX Y MPOCTOPI Ha JCCATKA METPIB PEECTPATOPIB, MOPIBHAHO 31 3BUYAWHUMHU
TeUeIlyKadaMH 3 JIBOMa CTAHIIISIMHU, ZI03BOJIsIE €()eKTHBHO BHKOPHUCTOBYBAaTH JOJATKOBI METOAW [iarHOCTYBaHHS Ta
BUMIPIOBATH BaXXJIMBI XapaKTEPUCTHUKH MMOIIUPEHHS CUTHAIIB Mo TpyOax. CHHXpPOHHA peecTpais TPhOX BiOPOCUTHAITIB
KO)KHUM 3 PEECTPAaTOpiB [I03BOJIIE BPAaxOBYBATH CYTTEBY IPOCTOPOBY HEPIBHOMIPHICTh KOJHMBAaHb CTIHKH
TpyOONpPOBOAY B ATOPUTMAX MAPAMETPUYHOT KOPEIALiHOT 00pOOKH aKyCTHYHMX JaHuX [4].

JUIs KOpPEeKTHOTO 3acCTOCYBaHHS KOPENALIHHMX METOHIB MOTpiOHA CHHXPOHI3AIlisl 3alUCiB BiOPOCHTHANIB 3
touynicTio He ripme 0,1 mc. JIns IbOro BHKOPHUCTOBYETHCS 3arajbHUM IUII BCIX PEECTPATOPIB pPagioOCHUTHAI
CHHXpOHI3alii y BHIJISAII FeHepOBaHOro cHCTeMOor Outoro mymy. Ilepen oOpoOKoro 3amuciB 3 TPhOX PEECTPATOPIiB
3IIMCHIOETBCST TXHS MporpamMHa CHHXpoHi3awis. [ljisi nporo OOYMCIIOIOTHCS B3aeMHI KopelsiiHi ¢yHkuii (BK®D)
NPUIHATHX PEeECTpaToOpamMH pajaiocurHaiis i 3a nuMu BK® BH3HauaroThCs 4acoBi MONMPABKU IO CUTHAIIB 3 JAAaTYUKIB 3
BHECEHHSIM JI0 HUX BiJIIOBIIHMX YaCOBHX KOPETYBaHb.

Peectparop moOynoBaHo Ha 0a3i komn'torepa y ¢opmari HeTOyk, puc.l, Ta MicTUTh BXiaHI (inbTpu, Onoku
perymoBansst nocwieHas (APIT), 6aratopospsani AL, BOymoBauuii KOHTpOJEp MEpECHIAE MPUAHATI 3 TaTYUKIB
CHUTHAIA y MOOUTEHUI komm'torep 3a momomoroio USB inTepodeiicy. Ilepembaderna MOMXIHBICTH MPOTPaAMHOTO
yHOpaBITiHHSA Koe(illieHTaMU IMOCHICHHS KOKHOTO 3 BXIJHHUX KaHAIIB, Y TOMY YHCIi 0€3MOCepeHh0 Y BiOpOJaTIHNKAX.
3IiCHIOETbCST ONEPAaTHUBHUM 3BYKOBHIH KOHTPOJIb OyIb-KOTO 3 BXIJHMX KaHadiB. KOHCTPYKTHBHO aBTOHOMHHI
peecTpaTop BUKOHAHO y BUTIILIII KeHcy, puc.l. OKkpeMUM NPUCTPOEM, CTBOPEHUM Ha 0a3i NMepeHOCHOI pafiocTaHIlil, €
(poBUI T'eHepaTOp CHHXPOCUTHAIY Yy BHIVISAI PIBHOMIPHOTO 3a CIIEKTpoM miymy y niamasoni 100..4000 Im.
Iepenbayena poboTa CUCTEMH B TACHBHOMY Ta B aKTUBHOMY peXuMax. TOMy B CUCTEMI BUKOPHCTOBYEThCS F€HEPATOP
TECTOBUX CHTHAJIIB Ui 30HAYBAaHHS TPyOOIPOBOMy Ta aKyCTHYHHMH BHUIPOMiHIOBad. BupomiHioBau 300pakeHuil Ha
puc.2, cepeane GoTo, IPUCTPiil Ha TPYOOIIPOBOIi UEPBOHOTO KOIpPY.

OCHOBHI PEXXMMU POBOTM.

Pexumu 0oO6poOKM 3amuciB BiOPOCHTHAIIIB 3 METOIO PETEIHHOTO IOOJAaHHS 3aBajJ] Ta BUSABICHHS BHTOKIB y
nporpamue 3abe3neueHHs peectpatopiB (I13) He BXoasTh, 60 BUpIMIEHHS WX 33124 MOTPeOye OLIBIINUX MOKIMBOCTEH
eKpaHy, OOYMCIIOBAIILHAX PECYpCiB KOMIT'IOTepa Ta OUIbII 3py4HHX yMOB. Tomy ms poOoTa, K i IpH 3BHYANHOMY
3aCTOCYBaHHIO KOPEJALIMHMX TedyellykadiB, BHKOHYEThCS B aBTOMOOUIbHIN saboparopii. ®PyHkmieto I13 e sikicHa
peecTpallisi BUXiTHUX JJaHUX, SKa BiOyBa€eThcs 011t TpyOOnpoBoaiB, puc. 1.

33



Pucynoxk 2 — Jlatunku peectpaTopa Ta akyCTHYHHN BUIIpoMiHIOBad cuctemu PACTP-2B
Ha TpyOOIIPOBO/Ii TETIOBOI MEpexKi

OcuoBHnMHu QyHKIOisiMu 113, puc.3, €:

®  YOTHPHOX KaHAIBHUH ocImIorpad I Bi3yaaIbHOTO KOHTPOIIFO (JOpMH BiOPOCHTHAIIIB Ta CHHXPOCHUTHAITY;

e  3amuc BiOpOCHTHANiB OKpeMUMH (aijaMu, y pO3LIMPEHHI IMEHI SKUX TMPONMUCYEThC 1AeHTH(DIKATOD
peecTparopa, sKUii BUKOPHCTOBYETHCS Y MOJANbBININA TPYHOBi 00poOIl MaHWX, sKa BiAOYyBae€ThCS B aBTOMOOLUIbHIM
nabopatopii;

e  yIpaBJiHHS MIOCWICHHSM CHI'HANIB Yepe3 PyYHHH UM aBTOMATUUHHUH PEXKUMH;

e  00YMCIIEHHS Ta CIIOCTEPEKEHHS IIOTOUYHHUX CIEKTPIB CUTHAJIIB,;

e  KOHTPOJIb PiBHIB CHUTHAJIB;

e  YNpaBIiHHS TPUBAIICTIO 3aIMCIB CUT'HAIIB.
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Pucynok 3 — ®opwmar 13 3 KOHTPOJIIO Ta 3aIlUCy CUTHAIIB

i Ta inmi ¢ynkuii 13 peectparopiB 3abe3nedyoTh BUTpeOyBaHy SKiCTh peecTpallii akyCTHUHHX AaHUX Y
MIHJIMBHX 30BHILIHIX aKyCTHYHHUX yMOBax. Hampukiaz, nependadyeHo Tpu Buau aaroputmiB podoru APII B 3anexHOCTI
BiJl IHTCHCHBHOCTI Ta BHJy HecTalliOHApHUX 3aBaj. bo amanrtamis mo 3aBax APII crpuse MiIBUIICHHIO YyTIHBOCTI
cucremu PACTP-2B no curnainiB BUTOKIB.

ABTOpHU BHCIIOBIIOIOTH IUpPY moasky HarioHansHOMY (oHIY HOCHIIKEHb YKpaiHH 3a TPaHTOBY MiATPUMKY,
3aBISIKM sIKiH Oyjla BUKOHaHa JjgaHa po3poOka B pamkax mnpoekty Ne2023.04/0022 «Po3pobnenHst amaparHo-
MPOTPAMHOTO KOMIUIEKCY Ta METOJUKHU ONCPATUBHOTO BUSIBIICHHS ITOIIKOJKECHb CHCTEM TEIUIO- Ta BOJOIOCTAYaHHS 3
BpaxyBaHHSM iX 3HOUICHOCTI Ta MUIITAPHUX BILUIUBIBY.
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C.b. Bypuenko, [.I.CBaToBchKuit

HATIPSIMKH PO3BUTKY 3AXACTY MEPEKEBOI IH®OPACTPYKTYPH YIIPABJITHHS
OB’€EKTAMU EHEPI'ETUKH BIJI KIBEP3AI'PO3

B3aeMomnoB's3aHui XapakTep Cy4acHOI KPUTUYHOI iHPPACTPYKTYPH, A0 SKOI BiTHOCATCS 1 €HEPTeTHIHI MEPEXi,
O3HaJae, M0 MOPYIIEHHS B OJHOMY CEKTOpi IPOMHCIOBOCTI MOXKE MAaTH OIOCEPEIKOBaHWMN BIUIMB Ha iHm. Llg
B32€EMO3AJISKHICT TOCHIIIOE TIOTEHUIIWHMKA BIUIMB KibepaTak 1 BUMarae KOMIUIEKCHOTO MiIXOXy /O 3aXHUCTy
eHepreTndHoi iH(QpacTpykTypu. KiOeparaku Ha €HEPreTHYHHMH CEKTOp MOXYTh MAaTH JAJEKOCSKHI HACIIKU IO
NPUYUHITX BIUIMBYHa pPOOOTY IHIIMX KPUTHUYHO BAXIUBHX cdep. Skmo (yHKUIOHYBaHHS €HEpromMepex Oyxe
MOPYILIEHO, TO 1I€ MOKE MMPU3BECTH 10 HOPYILIEHHS pOOOTH HIIMX MEPEX KPUTHIHOI iHPPACTPYKTYpH.

3a TakMX YMOB OpraHi3alii IOBUHHI Aeaaii OlIbIle 3aCTOCOBYBATH CIUIBHI MIIX0/HU 10 KibepOe3neKku, 30Kkpema,
B iHTerpamii cBoix iHdopmariiiaux Texuosoriit (IT), omepamiiinnx texHomoriii (OT) ta Iurepuery peueit (loT).
JoTpuMaHHA CTaHOApPTIiB 1 KpamuxX MPaKTHK KiOepOe3meKd BiMirparoTh BHpIMIANBHY pONb y IBOMY, IO
MiATBEPIDKYETHCS yBAarow M0 CIIJIBHUX NMHTaHb Oe3Mekn y KiOeprmpocTopi Ta peryisaTOpHHX aKTiB, TAKUX K Cepisd
crargaptiB ISO/IEC 27000, IEC 62443 ta [qupektuBa €Bporneiicbkoro Corozy NIS2. Iarerpamis IT, OT Tta IarepreTy
pedell B CHEPreTHYHHX CHUCTEMax, TAKWX SIK PO3yMHI Mepexi - SmartGrid, migsumrye eheKTHBHICTH Ta MIBUIKICTH
pearyBaHHS, aje TaKOXK MOKe CTBOPHTH HOBi BUIM iX Bpa3nuBocTell. PO3yMiHHS B3aeMO3aIe:)KHOCTEH BCEPEIIHI Ta MiXK
CeKTopaMH iHQPACTPYKTYpH Mae BUpIIIAIbHE 3HAYSHHS JUIS MIABUIIEHHS 1X CTIMKOCTI 10 Jii 30BHINIHIX 1 BHYTPIIIHIX
3arpo3 Kibepoesneku.

Kousepreniis OT/IT mae sk 4HMCICHHI TepeBard, ane TaKOX i CBOI PU3HMKH, SIKI HApPaKarOTh MPOMHCIIOBI
cHcTeMH Ha HOBI 3arpo3u kibepbesneku. Ctanmapt ISO/IEC 27001:2022 Hagae CyKynmHICTh BUMOT 10 KOPIOPATHBHOTO
YIPaBJIHHSAIIONO CTPATETiil YNpaBIiHHI PU3UKAMH Ta 34aTHOCTICTI MPOAKTUBHOT'O BUSIBJICHHS, OLIHKH Ta 3MEHIICHHS
NOTeHUiHNX 3arpo3. CraHmapT cHpsSMOBYe 3yCWIUII KOMIIAHIH Ha YNpaBIiHHA IHIMACHTaMHU O€3MeKH s
3a0e3NeueHHs] OIepaTHBHOTO pearyBaHHs Ha KiOepaTaku. Y cepenoBumax OT Uit HbOro MOBHHHI CIYI'yBaTH Taki
3aco0u, SIK CHCTEMH BHUABIICHHS Ta 3ano0iraHas BropraeHs (IDS/IPS), ki MOXXyTh KOHTPOIOBATH JOTPUMAHHS TIPABILIT
Oesnexn i B MmepekeBux IT cucremax i B cuctemax ynpasmiaasa OT.

Jns BOpoBaJpKeHHs CTpaTerid ympamiiHHA BpasziauBocTaMH OT € KPUTHYHO BaXXKJIMBUM BHSBJICHHS Ta
NOM SIKINCHHS TNOTEHLIHMX pHU3HKIB OE3MeKH, Iepll HiK 3JOBMHCHUKH HHMH CKOpHUCTaroThcsa. Lle BKiIrOwae
MIPOBEICHHS PETryJSIPHUX OLIHOK PU3HKIB, aKTyawi3alil HmporpaMHOro 3a0e3ledeHHs Ta IMOCTIHHOTO MOHITOPHHTY
AQHOMAaJIPHOI aKTMBHOCTI B Mepe)Kax YIpaBIliHHA 00 KTaMU CHEPreTHKH, SIKMH TOBHHHHW CIIPHUSATH OIEPATHBHOMY
pearyBaHHIO Ha Kibep3arposu.

[Tpu ubOMy OCHOBHI TEXHOJIOTII Ta METO/H, 110 BUKOPUCTOBYIOTHCS B KibepOe3neni KpuTHIHOT iHppacTpyKTypu
sk IT, Tak i OT, mOBHHHI BKIIOYATH Taki 3 HUX: 1. CETMEHTAIlisI MEPEX - 130JIsIMlisT KPUTHYHO BAXKIUBUX CHUCTEM BiJl
MEHII 3aXHUIICHUX 1 MEHII BXKIJIMBHUX JJIsi OOMEXEHHs IOIIMPEHHS IIKIIJIMBOTO MPOrPaMHOro 3a0e3NeyeHHs Ta
HECAaHKI[IOHOBAHOTO JOCTYIy; 2. 3a0e3rmedeHHs KOH(]IIEHIIIHHOCTI CHUTHANIB YIPaBIiHHSI MEpPEeKaMH 1 BaKIHBOTO
TpadiKy —3acTOCYyBaHHSIM aNTOPUTMIB HafAiiHOTO MH(PyBaHHS JaHUX SK MiJ Jac iX mepenmadi, Tak i mpu 30epiranHi B
0azax maHux; 3. Oe3nepepBHHUNl MOHITOPUHT - BhpoBaipkeHHs pimenb IDS/IPS s BusiBIEHHS 3arpo3 y pexumi
pEaNBHOr0 4Yacy, IO JO3BOJISE ONEpPaTHBHO pearyBaTH Ha MOTCHUIHI iHIMACHTH; 4. YNpPaBIiHHSI JOCTYIIOM —
3aCTOCYBaHHSAM MeXaHi3MiB OaraTodakTopHoi a aBTeHTHdiKamis (MFA), mob rapanTyBaTy, II0 JHIIE YIIOBHOBaKCHUH
HEepPCOHAT MATUME JOCTYI O KPUTHYHO BaXKIIUBHUX CHCTEM.

Ockinbku  Kibep3arpo3u TMPOJOBXKYIOTh PO3BHBATHCS, MaWOyTHE 3aXHCTy EHEpreTHYHol i1H(PacTPyKTypH
3aJIeKATHME BiJ] TOTO, HACKUIbKKM e(eKTHBHO Oyjae 3a0e3leucHa ajamnTailis 10 MOSBHU IUX HOBUX pH3HKIB. HoOBiTHI
TexHoJori1, Taki sk mryuyHuid inrenekt (ILI) ta mammuHe HaBuanus (MH), BigirpaBaTuMyTh Jenani OiibLly poiib Y
BUSIBJICHHI BPa3JIMBOCTEW Ta MOTEHIIMHMX aTak Ha MEPEeXi, a TAKOXK Ha pealli3allifo BiJNOBIIHUX KOHTP3aXOMiB IOJO
nporunii HuM. Cructemu Ha 6a3i LI MoxyTh aHanmi3yBaTH BeJIMYE3HI OOCATH JaHUX Ul BUSIBIICHHS 3aKOHOMIpHOCTEH,
SKi MOXYTh BKa3yBaTH Ha NOTEHIIIHI 3arpo3u, TOJI sIK 3aCTOCYBaHHs anroputMiB MH Moxe 3 4acoMm mHokpaliyBaTH
TOYHICTH TPOTHO3IB OIIHOK 0e3MmeKoBol cutyarii. KpiM Toro, TeXHONOTiS OJOKYSHH TaKOXK MOXKE IMIABUIUTH OE3IeKy
Ta MPO30PICTh TPAH3AKIIIH MiXkK 00’ €KTaMH CHEPTEeTHIHOI IHPPACTPYKTYPH.

1. ISO/IEC 27001:2022 Information security, cybersecurity and privacy protection.
https://www.iso.org/standard/27001.

2. ISA/IEC 62443 Series of Standards. https://www.isa.org/standards-and-publications/isa-standards/isa-iec-62443-series-of-
standards.

3. DIRECTIVE (EU) 2022/2555 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 14 December 2022,
amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2
Directive). https://eur-lex.europa.eu/eli/dir/2022/2555/0j/eng.
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A.O. Kpumcbka

BUKOPUCTAHHS ITYYHOI'O IHTEJEKTY JUISA NIABUIIEHHS ECEKTUBHOCTI
NNPOTUAII KIBEP3AT'PO3AM B EHEPI'ETUYHIU I'AJIY 31

Beryn. Bukopucranas mryuaroro inrenekry (L) 3 meToro migBHIIeHHS e(eKTHBHOCTI 3aXUCTY Bix Kibep3arpo3
B CHEPTETHYHIH rary3i aKTHBHO PO3TIILNANOCS MPOTITOM OCTAaHHIX pOKiB. UMMao JOCHiIHHKIB 30CepeKyBallilyBary
Ha Wi TeMi, BUOKPEMJIIOIOYM pPI3HOMaHITHI miaxoau no ii peamizanii. Hampukian, A. Bécueetal. mocmimkyanu
BUKJIMKM Ta MOXJIMBOCTI, 10 BuHUKamu Ha meperuni LI, «kiGepzarpo3. ABTOpM  HaroJouIryBajHHA
3/IaTHOCTIIHTENEKTYallbHAX CHCTEM aJalTHBHO pearyBaTH Ha CKJIAAHI W JWHaMiuHI KiOEppU3UKH B ESHEPreTHYHHX
iHppactpykrypax [1]. 3okpema F. Bertoneetal. 3BepHynu yBary Ha edektuBHicTh TexHoiorid Il B 3amoGiranui
KibeparakaM Ha pPO3yMHI Mepexi. AJTOPUTMH MalIMHHOTO HaBYaHHS JAEMOHCTPYBAJIM BHCOKY TOYHICTh BHSIBJICHHS
aHOMAJIil y peaslbHOMY Yaci, IO IiJBUIIYBaJIO piBeHb OE3MeKH CHUCTEM po3moniny eHeprii. OcoOnuBy yBary aBTOpH
NPUAUTHIN MOJCNIOBAHHIO aTaK Ha OCHOBI ICTOPHMYHHMX NAaHUX, 10 YMOXKIMBIIOBANO (POPMYyBaHHS NPEBEHTHBHHUX
crieHapiiB pearyBaHHS. JIOCHITHUKHM MiAKPECIIN BaXKIHBICTh TOCTIHHOTO OHOBJICHHS HABYAJHHUX BHOIPOK UIA
30epexeHHsT PEICBAHTHOCTI MoJieseil B yMoBax 3MiHHEX 3arpo3 [2]. Haykosui A. J. deAzambujaetal. Hamamu orsin
pimrens kibepOesnexn Ha ocHoBi I, akmeHTyroUM Ha 3axWUCTi KpUTHYHOI iHQpacTpykrypu. Tak, 3acTocyBaHHS
rIIMOOKOTO HaBYAHHS JONIOMArae BUSABIISITH HOBI BEKTOPH aTak Ta aBTOMAaTHU3YBaTH MPOLECH pearyBaHHs. Taki miaxonu
CIPHAIOTH MiHIMI3alil JFOJICHKOTO (hakTopa B YIpaBIiHHI KiOep3axucToMmi 3a0e3nedyBajy aJalTHBHICTb CHCTEM
Oesnexy. BueHi Takok HAroJIOCWJIM Ha HEOOXiJHOCTI MDKIMUCLUMIUTIHAPHOI B3a€MOJIl 11l po3polieHHs e(eKTUBHUX
piurens [3]. ABtopul. Goveaetal. 30cepeansrcs Ha BIPOBAKCHHI 1HTEIICKTYyaTbHUX MOJICIICH Y 3aXHCT CHEPIeTUIHUX
00’extiB. [nTerpanis LI migBumryBajia CTIHKICTH CHCTEM 1O CKJIaJHUX aTak, 30KkpeMa crpsmoBaHux Ha SCADA-
KOMITOHEHTH. JIOCHITHMKKM BHUCBITJIIOBAINM pOJb KOTHITUBHOTO aHaji3y B MPOrHO3YBaHHI 3arpo3 1 MIBUAKIN
ineHTHGiKalil BpasnuBocTed. Y J0chijkeHHI OyJI0 MiIKPeCcIeHO BaXKIMBICTh aJaNTHBHUX MEXaHi3MIiB HaBYaHHS LIS
MIATPAMKH aKTyalbHOCTI 3axucHuX Mmopeineir [4]. Hatomicte A. B. Igeetal. amamizyBamm e(eKTHBHICTH 3aXHCHUX
cTpaTeriii y cdepi BiIHOBIIOBAHOI CHEPTETHKH. Y UeHI HATONOCWIH, IO 1HTEIEKTyallbHI MiAXOIN CIPUSIIA BUSIBICHHIO
BPa3IMBOCTEH 1€ HA €TaIll MPOEKTYBAaHHA iHPPACTPyKTYpH, CTBOPIOIOYN YMOBH ISl IPOAKTUBHOTO pearyBaHHS. BoHu
TaKOX PO3IVISHYJIN MOJJIMBICTE BUKOPHUCTAaHHS amanTuBHUX IlI-pimmeHs i AMHAMIYHOTO OHOBJIEHHS MOJITHK
Oe3MmeKn BIAMOBIMHO 1O pIiBHA 3arpo3 1 3a3HAYWIM, IO TaKWA MiOXiJ 34aTeH 3a0e3mednTd Oe3NepepBHICTH
(hyHKIIOHYBaHHS CHCTEM HaBiTh I 9ac KidepaTak [5].

Orysin HOBITHIX Kibep3arpo3 i poui 111 B3MinHeHH] 3aXUCHUX MeXaHi3MiB npezicTaBuB F. Jimmy. V nocmimkenHi
Oyuo BkazaHo, mo Mozeni LI He nuIe BUABNISAIN 3arpo3H, a i MPOTHO3YBAJIM MOBEJIHKY 3JI0BMHCHHKIB, J103BOJISIOUN
OymyBaTH THYYKI CHCTEMH pearyBaHHs. Buenuii 3BepHyB yBary Ha 3natHicTb 111 10 camoHaBUaHHS, IO IiIBUIIYBAJIO
e(eKTUBHICTh Y OOpOTHO1 3 paHillle HEBITOMUMH aTakaMH, a TAKOXK MiJIKPECIMBBAXIMBICTD 1HTETpallii TaKuX pillieHb y
JepxaBHy kibepmonituky [6]. ABropuM. Ozkan-Okayetal. 3ailicHuny KoMIiekcHe gociimkenns edexrusrocti LI ta
MAaIIMHHOTO HaBYaHHS y cdepi KibepOe3nekw, 3a pe3ysbTaTaMu SIKOTO OyJI0 BCTAHOBJICHO, IO 3aCTOCYBaHHS IIUX
TEXHOJIOTiH 3a0e3medyBaio CKOPOUYECHHs Yacy pearyBaHHS Ha IHIMICHTH W IiJBUIIECHHS PiBHS aBTOHOMHOCTI CHCTEM
6esmexu [7]. IlpakTu4Hi acHeKTH 3aXHUCTy CHUCTEM CHEPrOMOHITOpUHTY B YkpaiHiposrisHynuO. Ponomarenko &
A. Krymska. Bonu 3anpononysanmuBukopuctanss LI mis o6poOku AaHHMX y PexHMi pealbHOro 4acy Ta BHSBJICHHS
aHOMAJTi{, IO TaBAJIO 3MOTY MIBHAIIC iAEHTU(IKYBATH IMMOTCHIIHI MOPYIICHHSA. ABTOPH aKIIEHTYBAIA Ha Ba)KJIHMBOCTI
aJanTUBHUX MOJEJeH aHawmily, sKi 374aTHI e(QeKTHBHO NpaIfoBaTH B YMOBaX HeCTaOLIBHOTO iH(OpPMAIITHOTO
cepenoBuIna. Y JOCHIDKEHHI MHIJKPECIICHO, IO BIPOBA/PKEHHS TaKUX PIlIEHb MiJBHILYE CTIHKICTh €HEPreTHYHHX
o0’extiB 0 ckimamHux arak [8]. MosxmmBocti LI y BusiBieHHi Ta 3amoOiraHHi Kibep3arpo3am OKpecClieHO B
npauiM. Rizvi. V nocnipkeHHi 3a3HaueHO, 10 1HTENEKTyallbHI CUCTEMH MOXXYTh HE JIMIIE aBTOMAaTU3YBaTH BUSBICHHS
3arpo3, a i ONTHMI3yBaTW TNPOLECH NPUUHATTS pimeHb y cdepi Oesmexkn. OcobmnuBy yBary Oyjo NpHIIIECHO
BUKOPDHCTaHHIO HEWPOMEpeeBUX aJrOpUTMIB JuId TMOOYJOBM THYYKHX MoJeieldl pearyBaHHs. Takox Oyio
BU3HAYCHO3/IATHICTh TaKUX pillleHb [0 camoajanTailii y BIAMOBiAb Ha 3MiHy xapaktepy arak [9]. 3okpema
H. Szczepaniuk& E. K. Szczepaniuk mociigunu 3actocyBants anroputmis LI B eHepreTHUHOMY CEKTOPI HAa TPUKIIAJII
peanbHux keifciB. InTerpamis 111 3abe3neuyBana 3pocTaHHS TOYHOCTI MOHITOPHHTY Ta IIPOTHO3YBAHHS MOTEHIIHHUX
3arpos, CIpHsIOUYH ONEpPaTMBHOMY pearyBaHHIO Ha KiOepiHumaeHTH. Taki TeXHOJIOTIi 3MEHITyBaJIM HaBaHTAXKEHHS Ha
MepCOHAN, ITiIBHIIYBAJIM aBTOHOMHICTh CHCTEM O€3NEKH Ta CIPHSIIM CTBOPEHHIO MaclITa0O0BaHUX IHTENEKTyaJbHUX
pillIeHb I 3aXUCTy KpUTHYHOI iH(pacTpykTypu [10].

Merta pocaimzkennsi. OGTpyHTYBAaTH MOMJIMBOCTI Ta OKPECIUTH YMOBH €(heKTHBHOTO 3aCTOCYBAaHHS TEXHOJIOTIH
LT nnst 3a0e3neueHHs KibepOe3neky B eHepreTHUHIN ramy3i B yMoBax nmudposizaitii.

PesyabTaTH JpocaigikeHHsl. Y CydacHMX yMoBax Idposizamii Ta CTpIMKOTO pO3BUTKY iH(opMariitHnx
TEXHOJIOTiH eHepreTHyHa Tainy3b Aenani Oinblne iHTerpyeThes 3 KibepnpocTopoM. Ile cTBOprOE HOBI MOKIIMBOCTI IS
aBTOMaTH3amii, MOHITOPHHTY Ta YIpPaBIiHHA €HEPrOCHCTEMaMH, NMPOTE BOJHOYAC IiABHIIYE iXHIO BPa3lMBICTH [0
Kibep3arpo3. 3 oIy Ha CTpaTeriyHy BaKIHMBICTh €HEPTeTHYHOI IH(QPACTPYKTYpH A HAIiOHANBHOI Oe3meKw,
MUTaHHS Kibep3axucTy Ha0yBa€ aKTyaJbHOCTI. Y IIbOMY KOHTEKCTI 3pOoCTae iHTepec 10 3acTocyBaHHs TexHoiorid LI,
SKi JIEMOHCTPYIOTh BUCOKY €(DeKTHBHICTH Y BHSBJICHHI, aHaANII31 Ta HeHTpaiizanii kibep3arpo3. EHepreTnyni komnaHii,
AKi BIPOBaLKYIOTH cuctemu LI juist 3axucTy cBOIX MEpex, OTPUMYIOTh 3MOT'Y IPOAKTHBHO pearyBaTH Ha ITOTEHIIHHI
aTak¥, MIHIMI3yFOUH HACTIIKH a00 MOBHICTIO 1M 3amobiraroun. OnHiero 3 ronoBHux mnepesar 111 € 3gaTtHiCTE 00pO0IATH
BEJINKI O0CATH JaHUX Yy PEeXHMI peaJbHOro yacy. Y paMkax KiOepOesleKkH Iie O3HAua€ BHSBICHHS aHOMAIH y
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(yHKIIIOHYBaHHI MEpeX, BIJICTS)KCHHSI HETHUIIOBOI IMOBEJIHKM KOPUCTYBayiB ab0 NMPHUCTPOIB, a TAKOX iAEHTU]IKALIIO
nino3piimx mabnoHiB Tpadixky. Hanpuxian, 3a 10moMoroo anropuTMiB MallMHHOTO HaBYaHHS MO)KHa aBTOMAaTHYHO
KiIacuQiKyBaTH BUIM aTak, NMPOTHO3YyBAaTH IXHI MOMJIMBI HACNAKM Ta IPOIIOHYBATH BIINOBiAHI KOHTp3axomu. Taki
CHCTEMH BIKE JIOBEJIN CBOIO e(heKTHBHICTh y BusBIeHHI DDoS-arak i (immHroBux kammanii. 3actocyBaHHs HEHPOHHUX
MEpeX y MO€JHAHHI 3 METOJaMH IIOBEIIHKOBOI'O aHaNi3y JAa€ 3MOry (opMyBaTh aJalTHBHI CUCTEMH 3aXHCTY, SIKi
3/IaTHI HaBYaTHCs HAa OCHOBI HOBHX 3arpo3 i BAOCKOHaJroBaTu BiacHi moneuni. 11 BucTynae He nuime sk iHCTpyMEHT
pearyBaHHS, a i sK 3aci0 mpeBeHTHBHOTO3axMCTy. BrpoBamkenus LI Takox cmpuse onTuMizamii poOOTH HEHTPIB
Mositopurry Oesmeku (SOC), amke nependadae 3MEHIICHHS] HABAHTA)KEHHS Ha aHAJITHKIB, aBTOMATH3ALII0 PYTHHHUX
MPOIIECiB, IO A€ 3MOTY 30CEPENUTHCS Ha OUTBII CKIATHUX 1 KPUTHYHUX acrnekrax. BomHodac e(eKTHBHICTH
3acrocyBanHsa LI y cdepi xibepOesnekn eHEPreTHKHN 3aleKUTh Bl SKOCTI HABYAIBHUX NaHHUX, O0CATY iCTOPHYHOI
iH(opMaii mpo IHIUACHTH, a TAKOX BiJ] 3araJIbHOI TUPPOBOI 3piTOCTI KOMITAHil.

BaxiuBuMm acmekroM Takoxke Oesreka camux ainroputmiB LI, ockinbku BOHH MOXYTh OyTH 00’€KTOM aTak
(Hanpukiaa, MiAKUJAHHS HEKOPEKTHHX NaHUX Uil «oOMaHy» Mojeni). Y 3B’S3Ky 3 LM IIOCTAa€E HEOOXiTHICTH y
CTBOPEHHI HaJIMHUX Mpoueayp Baimijanii Mojesnel, NMepeBIpKU pe3yNbTaTiB IXHbOI POOOTH, a TaKOX PO3POOKH
CTaH/apTiB €THYHOro Ta Oe3meuHoro 3actocyBanHs LI B kputmuHO BaximBuX iH(pacTpykrypax. Oxpemo BapTo
MiKPEeCINTH, 110 eeKTUBHICTh MPOTHAIT Kibep3arpo3am i3 3actocyBanHsaM 111 B eHepreTnyHii ramysi 3Ha4HOIO MipOIO
3aJIeKHUTh BiJI MDKraay3eBOi CHIBIpalli, OOMiHy 3HaHHSAMH MDX JIep)KaBHHMH OpraHaMH, OllepaTopaMH €HeprocucTeM
imocradanbHUKaMu TexHoorin. @opMmyBaHHS enuHOI Kibepekocucremu, yskiit I BimirpaBatume poiib KIFOYOBOTO
IHCTPYMEHTY aHaNi3y Ta YIpaBIiHHA pU3UKaMH, € HEOOXiTHOIO YMOBOIO CTaJIOTO PO3BHUTKY CEKTOpY. BaxkimBy poib y
IIBOMY TaKOXX BiJirpae Mi>KHapOIHa CIIBIpAIlsd, 30KpeMa yJacTh y II00aJbHUX iHINIaTHBaX 3 0OMiHY iH(pOpMaIi€eo Ipo
Kibep3arpo3u, GopMyBaHHS CTaHAAPTiB OE3MeKH Ta MPOBEACHHS CHUIFHIX HaBYaHb. OKpiM Toro, BpoBamkeHHs LI B
CHCTEMH CHEPreTHYIHOI Oe3leku MOoTpedye iIHBECTHIIN Y JFOCHKUI KaIiTal —iAroToBKa (haxXiBIiB, SKi BOJOIIIOTH SK
3HaHHAMH y cepi CHEepreTUKH, TaK i HABUYKaMH POOOTH 3 cydacHUMH iHCTpyMmeHTaMu LI, € KpUTHYHUM YUHHHKOM
ycmixy. PO3BHTOK MDKIMCHMILTIHAPHMX OCBITHIX MNporpaMm, LEHTPIiB JociimkeHb 1 naboparopiii Il nHa 06asi
CHEPreTUYHUX YCTAHOB Ta YHIBEPCHTETIB € BXKIIUBOIO YaCTHHOIO cTparterii nudpoBoi Tpanchopmarrii ramysi.

BucHoBku. TakuMm 4MHOM, BUKOPHCTAHHS TEXHOJIOTIH MITYYHOTO IHTENEKTY B OOpOTHOI 3 Kibep3arpozamu B
EHepreTUyHiil Tamy3l BIAKpHBAE HOBI MOXJIMBOCTI Juisi 3a0e3leueHHs CTajoCTi, HaaidHOCTI Ta Oe3neku
eHepronocTadanus. YcminiHa interpaiis I moTpedye KOMIUICKCHOTO MiIXOAY, IO OXOIUTIOE SIK TEXHOJIOTIYHI, TaK 1
opraHizauiiiHi, NMPaBOBI Ta €TWUYHI acmeKkTH. Y MalOyTHbOMY MOXKHA OYIKYBaTH ITOJAJIBIIOTO BJIOCKOHAJICHHS
IHTETIEKTYaIbHUX CHCTeM Oe3IeKd, IXHBOI IHTerparmii 3 TEXHOJOTISIMH IHTEpHETy pedci, OJIOKUeHHy Ta KBaHTOBHX
004YHCIIeHb, MO AaCTh 3MOTY CTBOPUTH OULTBII CTIHKY 10 Kibep3arpo3 eHepreTWdHy iHQpacTpykTypy. Y MepCreKTHBI
caMe IUTYYHHH IHTENIEKT MOXKE CTaTH KJIIOYOBHM EIIEMCHTOM KOMIUIEKCHOI CHCTeMH Kibep3axHuCTy B €HEpreTHL,
3/1aTHOI HE JIMIIE pearyBaTH Ha aTakd, a i mependayaT ix i 3amodirati im.
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O. Ogir, V. Zubok, V. Artemchuk

ADVANCING STRESS TESTING METHODOLOGIES FOR HIGH-IMPACT LOW-
PROBABILITY EVENTS

Abstract.

The AGILE project introduction. The increasing frequency of disruptive natural, technological, and hybrid
disasters calls for new ways to manage systemic risks. Particularly, High-Impact Low-Probability (HILP) events pose
critical challenges for infrastructure resilience, where traditional risk management tools often fall short. The AGILE
project (stands for “AGnostic risk management for high Impact Low probability Events”)is the Horizon Europe project
funded by the European Commission and United Kingdom Research and Innovations (UKRI). The AGILE Consortium
(Agile, n.d.) is shaping a practical approach to disaster risk management through building a new kind of stress-testing
method and to design agnostic, flexible tools that can be adapted to different sectors for stress-testing and managing
such complex risks. The AGILE framework is depicted at fig.1.
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Figurel — The AGILE Project Concept

Within AGILE consortium, Ukraine is represented by Pukhov Institute for Modelling in Energy Engineering
(PIMEE), National Academy of Sciences of Ukraine entity. Amid ongoing war and hybrid threats, Ukraine offers a
unique environment to test the adaptability and relevance of stress-testing frameworks in real-world high-risk settings.

Tiered approach to resilience stress testing.In the context of disaster risk reduction, the assessment of the
resilience of critical infrastructure through stress testing is studied. The Agile project uses a multi-level approach to
stress testing, depicted in Fig. 2 (Linkov et al., 2022).
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Figure2 — Tiered approach to integrated risk and resilience stress testing for critical infrastructure

According to this approach, Tier 1 is a screening level assessment that identifies critical system functions and
analyzes changes in system connectivity in response to shocks and stressors. Tier 2 uses simplified system models to
understand and quantify the connections between different domains and their impact on critical system functions. Tier
3 uses advanced modeling techniques (e.g., network science and artificial intelligence) to further assess changes in
interconnected networks in response to random and targeted threats and attack scenarios (Linkov et al., 2018).
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Ukrainian case study description. PIMEE’s case study is dedicated to the digital resilience of Ukraine. It
contains an in-depth analysis of the current situation and best practices for maintaining, restoring and developing digital
infrastructure and digital services in the context of kinetic and cyber impacts that continue to be brought by russian
military aggression. It highlights technological, organizational and human challenges and threats. Stress testing will
focus on the cascading effects of the power industry on communication and information systems (CIS), which play a
crucial role in sustainable life of anybusiness, all types of electronic communications, mass media, public information
services etc. Through its national case study, PIMEE provides a testbed to explore how European methodologies can be
transferred and customized to Eastern European infrastructures under persistent crisis conditions. AGILE’s core
methodology starts from structured risk assessment frameworks with multilevel stress test levels (ST-1 to ST-3).
PIMEE works to adapt these tools to the constraints and realities of Ukraine’s infrastructure, where uncertainty,
resource scarcity, and external attacks are constant factors. For example, in Ukraine, national energy system and
electronic communications often operate under partial damage. Instead of assuming that critical infrastructure will
always remain fully functional, PIMEE focuses on how these systems behave and adapt when parts of them are
damaged or disrupted. Our goal is to understand how services can be maintained even partially during crises, and how
quickly they can recover. This perspective is crucial for refining stress test parameters and calibration against HILP
scenarios that are no longer hypothetical.

Preparations to the Tiers 1 and 2 testing. The essential part of tiered stress testing is a system description.
Stress test partners describe the system to be tested by answering three questions as follows.

Q1. To whom or what do we aim to enhance resilience and preparedness for HILPs?

Al. We aim to enhance the resilience of electronic communications, digital services, and supply chains of digital
services to subscribers in response to cascading failures originating from disruptions in the energy system caused by
HILP events

Q2. What is the heuristic definition of the system?

A2. The system can be heuristically defined as an interconnected network of energy-dependent digital
infrastructure, including telecommunications networks, cloud computing services, data centers, and digital service
providers, which collectively ensure the continuity of digital services to end-users. This system operates within a
broader socio-technical and regulatory environment that influences its resilience to cascading failures from energy
disruptions.

Q3. The primary objectives of this system’s functioning.

AZ3: the primary objectives are:

— Ensuring continuity of critical digital services (e.g., emergency communications, financial transactions, public
services) despite energy disruptions.

— Implementing redundancy and failover mechanisms to mitigate cascading effects.

— Enhancing coordination between energy providers, digital service operators, and regulatory bodies to improve
Crisis response.

— Developing adaptive recovery strategies that enable rapid restoration of services following disruptions.

— Strengthening cyber-physical resilience by integrating energy management solutions and backup power
infrastructures.

Further work and activities. An essential component of PIMEE’s work is facilitating local stakeholder
dialogue through workshops and scenario sessions. These aim to bridge the methodological innovations of AGILE with
the daily operational logic of Ukrainian infrastructure actors (Palma - Oliveira et al., 2017). PIMEE’s approach
involves early engagement of operators and decision-makers to co-define hypothetic HILP scenarios and validate stress-
test results. The results of the stress testing conducted by the Ukrainian PIMEE team within the AGILE project will be
included in the overall data set and methodological framework of the project, which forms the basis for strategic
recommendations in the field of risk management of HILP events. These results will contribute to strengthening the
capacities of stakeholders in risk management at the local, national and European levels, and will serve to adapt
European approaches to the conditions of countries that are in a state of possible risks.

As stated in the Grant Agreement (Grant Agreement Nel01121356, Section 1, pp. 8-9), “The project will
ultimately improve the strategic and operational risk management capacities and capabilities of DRM (Disaster Risk
Management) stakeholders on local, regional and national level and thus strengthen the societal resilience to new and
emerging risks in Europe and beyond.”
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for the tragedy of the anticommons. Risk Analysis, 38(3), 620-634.

40


https://www.project-agile.eu/consortium/
https://doi.org/10.1016/j.ijdrr.2022.103323
https://doi.org/10.1111/risa.12991

A.A. Cumonos, O.M. JTubau

ITPOBJIEMMU YIIPABJIIHHA PU3UKAMMU KIBEP3AXUCTY IHCDOPM:AI_[II‘/JIHI/IX TA
KEPYIOUUX CUCTEM ATOMHHUX EJIEKTPOCTAHLIN

AxTyanpHicTh 3abesrneueHHs Kibep3axucty iHpopmaniHux Ta kepyrounx cucteM (IKC) atomuux
enextpoctaniiii (AEC) npomoBxye Jeaani 301IbIryBaTUCS, OCKIUIBKY BinOyBaeThes tianoBa moaudikariis IKC AEC, i3
BIJITIOBIZTHUM 3POCTaHHSAM CKJIAJHOCTI MU(PPOBUX CHCTEM, 30UTBIICHHAM B3aeM03B’s13KiB Mik IKC 1 pisHuMU O10KaMu
AEC, a Tako aKTHUBHICTIO 3JIOBMHUCHHKIB, 34aTHHX BHKOPUCTATH CJIaOKi MiCIil SIK Y caMii iHQpacTpyKTypi, Tak i B
OpraHi3alifHUX IpoLecax.

Cepen TOJIOBHUX BHKJIHKIB, IKi HE IOBHOIO MipOI0 BpaxOBaHI YMHHUMH cTaHAapTaMu, 30kpema |IEC 62645:2019
[1], BapTo Bim3HAUMTH HHU3KY CIEHHU(IYHAX aCTIEKTIB YIIPABIIHHS PH3HKAMU KiGep3axucTy.

[epmur 3a Bee, cepiio3HOI0 NPOOIIEMOIO € CKJIAIHICTh BU3HAYEHHS HMOBIPHOCTI BUHHKHEHHSI MaJIOMMOBIpHHX, aJle
MOTEHIIIHO KPUTHYHHUX MOMIH, TaKUX SK MOPYIIECHHS HOPMAaJbHOTO BHKOHAHHsS (YHKIIH Oe3nexu, sike iHiIiioBaHe
KibepaTakoro. B koHTeKcTi 00'€KTIB aTOMHOI €HEpPreTHKH, HaBiTh OAWHWYHUN TaKWi IHIMIEHT MOXE MaTH CEepHO3HI
HACIIAKY IS siIepHOi Ta paniarniitHoi 6e3mexn. Hapasi BifcyTHI eMIipn4HI CTATHCTHYHI JaHi MO0 TaKUX 1HIWACHTIB,
10 BiATIOBIIHO 0OMEKY€ MOXKIMBICTh TX BpaxyBaHHS IIiJl 9ac OLIHKH PH3HKiB [2].

Takox OAHIEID 3 KIIOYOBUX TNPOOJEM € OOMEeXKeHe BpaxyBaHHS arperoBaHMX pPH3HKIB, IIOB’S3aHHUX i3
BukopuctanusM ofnakoBux IKC y pizux 6moxax AEC abo Ha pizHux Maiinanunkax AEC. IloreHuiliHa BUsBIeHA
BpaznuBicTh B ofHil Takii IKC Moxxe OyTH BukopucTana aisi kKomrpomerauii iHmux ananoriunux IKC. BiacyTtHicts
crnemudiyHUX MEXaHI3MIB OI[IHKM TaKHX CHTyallii MOXE MPU3BOJUTH A0 HEAOOLIHKH IMOTEHILIally MacIITaOHOTO
MOIIMPEHHsT Kibep3arpo3, OCKUIbKM KiOepaTaka MOXKE€ MaTW 3HAYHO WIMPIIWHA BIUIMB, HDK mepeabauanocs mig dac
OLIIHKU PU3MKIB. Y TaKUX BHUIAJKaX KPUTUYHHM € BpaxyBaHHS He JIMIIE iHIMBITyalbHOTO pU3UKY aisi okpemoi IKC, a
 KyMyJSTHBHOIO eeKTy, CHPHYMHEHOTO IIMPOKMM 3aCTOCYBAHHAM ONHOTHIIHUX pilleHb. J[0JaTKOBO yCKJIaIHIOE
OLIHKY arperoBaHuX pH3UKIB BuKopuctanHsd y ckmani IKC 3aspanerine po3poOnieHMX —3arajJbHONPOMHCIOBUX
H(ppPOBUX KOMIIOHEHTIB. BpaxoByrounm 0oOMeKEeHHH JOCTYI OO HOBHOIO CKJany AalapaTHOro Ta IPOTPaMHOTO
3a0e3neueHHs] TaKuX BHUPOOiB, HEMae MOXKIMBOCTI TOBHOIIHHO iMeHTH(IKYBaTH Ta OIIIHUTH BCi BPa3JIMBOCTI IMX
KOMIIOHCHTIB a00 IOTEHIIif{HI BEKTOPH aTaK, SKi MOXKYTh 3aiATH Ili KOMIIOHCHTH, III0 3HAYHO YCKIAIHIOE MMPOBEACHHS
OLIIHIOBaHHSI pU3HKiB [3].

KpiM TOro, Ham3BHYaiHO CKIaJHMM € aHali3 PHU3MKIB, TOB’S3aHUX i3 MDKCUCTEMHHMH B3a€MO3B’s3KaMH,
0COONIBO KOJNKM MOBa e Mpo Hempsmi (QyHKIioHambHI 3aiexxHocTi. KibepaTtakw, crpsMoBaHI Ha MEHII KPUTHYHI
(hyHKII{, MOXYTh Yepe3 JIaHITIOT B3a€MO3B’SI3KiB MaTH HETATHBHUI BIUIMB HA OCHOBHI (QYyHKIIi crcteM Oesmeku. Taka
CKJIIaTHICTD B3a€MOIIM 1 B3a€MO3B’S3KiB Hapasi He BiJOOpakeHa B ICHYIOUHMX IHCTPYMEHTaX aHaji3y PH3HKIB, IO
3HM)KY€E TOUHICTh OI[IHIOBAHHS Ta e)EKTUBHICTh pearyBaHHs Ha Kibep3arposu [2].

YupaBiaiHHS pU3UKaAMH JTOJATKOBO YCKIIAQJIHIOETHCS HEBH3HAYCHICTIO B OIIHINI XapaKTEPUCTHK MOTCHIIHHOTO
3JI0BMUCHUKA. 3a3BUYaii, aHai3 IPYHTYEThCS HAa HEMOBHHUX JAHMUX Ta €KCHEPTHUX OI[HKaX, SIKI HEe 3aBXIH MOXYThb
3a0€3Me4nTH JJOCTATHIO TOYHICTh JUIS MPUHHATTSI OOIPYHTOBAHUX pillleHb. BincyTHiCTh IOCTOBIpHOI iH(pOpMaii nmpo
MOTHBAI[II0, PECYPCH, PIBEHb TEXHIYHOI MIATOTOBKM Ta IHII MapaMeTpd IOTEHIIHHOTO 3JOBMHCHHMKA 3HUXKYE
e(eKTHBHICTb i TOCTOBIPHICTH OIHKH PU3HUKIB [4].

OxpeMoi yBarum moTpeOye NMHUTAHHSA BiICYTHOCTI YHI()IKOBAHOTO IPOIECY YIPaBIiHHSI PU3HKAMH, SKHH OH
BpPaxoOBYBaB TEXHIYHI, OpraHizaliifiHi Ta peryJisTopHi acnekTtu. HasBHI BiJMIHHOCTI Yy MiAXO0Jax A0 YIpPaBJIiHHS
pHU3HMKaMH, 110 3aCTOCOBYIOThCS y PI3HHMX KpaiHaX, CTBOPIOIOTH JIOJIATKOBI TPY/AHOIII. 30KpeMa, CKJIaJHO IHTerpyBaTH
CTaJi MPAKTHKK Ta Ji€BI MiJXOIHM 0 OL[IHKA PU3HUKIB, KOJIM JiI0Yi PEryJISTOPHI BUMOTH 3HAYHO BiAPi3HsIOTHCS. Pi3Hi
opraHizauii Ta KpaiHM NPONOHYIOTh aJbTEPHATHUBHI pimieHHs wmono oriHioBaHHs pu3ukiB IKC AEC i wactkoBoro
BUPIIICHHS BUIIE3a3HAYEHUX BUKJIMKIB:

—FCSRM/SCSRM (Facility and System Computer Security Risk Management) — po3po6iennii MixknapoHum
areHTCTBOM 3 aTOMHOI €Hepril MmiaxXij, kUil nepenadadae ABOCTYIICHEBY MOJICIb OLIHIOBAHHS PU3UKIB KiOEp3aXHCTy: Ha
piBHi Bchoro oO'ekra (FCSRM) ta oxpemux cucrem (SCSRM). Bin 3a0e3neuye KOMIDIEKCHHA PO3TIAL SIK
CTPATETriYHUX, TAK | TAKTUYHHUX PU3UKIB, OB’ SI3aHUX 3 Uy TIMBUMH LIH(PPOBUMHU aKTHBAMH [5].

—HAZCADS (Hazards and Consequences Analysis for Digital Systems) — meromuka, po3pobiaena EPRI
(Electric Power Research Institute), mo BHKOPHCTOBYE CHCTEMHO-TCOPETHYHHWI aHai3 MPOIECIB I BHUSBJICHHS
HeOe3MeYHnX KepyIoUrX Jiii i po3po0KH BiAMOBIIHUX 3aX0/iB Kibep3axucty [6].

—CIE (Cyber-Informed Engineering) — crpateris Minictepctsa enepretuku CILA, sika nependayae BKIIOUCHHS
MipKyBaHb KibepOe3neku B mpouec npoektyBanHs cucteM AEC Ha paHHIX cTafisx )UTTEBOro uuKiy [7].

—EBIOS (Expression des Besoins et Identification des Objectifs de Sécurité (¢pp.) — Expression of Needs and
Identification of Security Objectives) — metoauka, sika BUKOpUCTOBYEThCs y PpaHlii, opieHTOBaHa Ha HOpMaTi30BaHuUit
aHaii3 noTpe i Bu3HaueHHs Iiyiei Oe3nekn. BoHa 103BoJIsIE CTPYKTYpYBaTH NMpOLIEC YIPABIiHHS PU3UKAMH 1 BKIIOYA€e
IHCTPYMEHTH [UIsl CKJIaIaHHS JOKYMEHTAL] Ta MiJBHILEHHS 00i3HaHOCTI KopucTyBayis [8].

—HTRA (Harmonized Threat Risk Assessment) — kaHaachkuil MiAxim, mo 0a3yeThcs HA MOIYIBHOMY i
MacmTaboBaHOMY (GPEUMBOPKY AJIsl CTPATETIYHOTO W TAKTUYHOTO aHami3y. BiH MicTUTh HaOip mabaoHiB 1 TaOIUIE IS
CIIPOIICHHS OIIHKK pu3HKiB [9].
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Bucnosku
Edexrune ynpasninus pusukamu kioepsaxucrty IKC AEC € kpuTHYHO BaXJIIMBUM 4Yepe3 YCKIIaIHEHHS

(POBUX apXiTEKTyp, 3pOCTaHHS B3a€EMO3B’SI3KIB MK CHCTEMaMH Ta IIOCHIIEHHsS Kibep3arpos.

IcHyIOYl cTaHIapTH HE MOBHOIO MIpOI0 BPaxOBYIOTHh CIEIM(ivHI acIeKTH CTOCOBHO PH3HKIB KiOep3axwucry,

30KpeMa: arperoBaHi pU3MKH, MDXCUCTEMHI 3aJIe>)KHOCTI, BICYTHICTh MOBHOI 1H(opMalii npo nuppoBi KOMIOHEHTH Ta
HEBHM3HAUEHICTh L1010 MOTEHIIHHUX 3JTOBMHUCHHUKIB.

Jus migsumenss edextuBHOCTI ynpasminaa pusukamu [KC va AEC Vkpainn BaXJIMBO MTOI0JATH BHIIE3TaAaHi

BUKJIMKH, PO3POOHUTH HalliOHAJIbHI METOAMYHI PeKOMEHAaLiil (3 ypaxyBaHHIM MDKHAPOIHUX ITiIXOMiB/METOAMK) IIOI0
OIIIHIOBAaHHS Ta YTPAaBIiHHSA PH3UKAMHU KiOep3axucCTy, SKi OXOIUTFOBaTUMYTh TEXHIUHI, OpTraHi3aliifHi Ta peryisaTopHi
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C.®. I'onuap, M.1O. Komapos

axia 10 ONIHIOBAHHA KIBEPPE3UJIBEHTHOCTI I3 3ACTOCYBAHHSAM AHAJII3Y
PU3UKIB

Ha croronninmmHii [eHs He MOYKHA TapaHTYBATH IMOBHY 3aXHINCHICTh OyAb-gKO1 iHPOPMAaLiHHOI CHCTEMH, Y TOMY
guchi 00’ekra KpuTHdHOi iH(popMariiHOi iH(pacTpykTypu (mami — cuctemnm) [1]. Skmo pasimme MmeTtoro Oyio
3a0e3neueHHs KibepOe3neKu CHCTEMH, TO TOCTYIIOBO BOHAa TPaHC(HOPMYEThCS y 3a0e3neueHHs Kibeppe3HIbEHTHOCTI.
Sk 3a3Havaethcs B [2] kibepOesmeka 30CepeKeHa Ha 3MIIHCHHI CHUCTEMH, 00 3amo0irTh 3MEHINCHHIO 11
(yHKIIIOHATIBHOCTI, yBara TPHIUIIETBCS CTYNEHIO 3MEHIIEHHS (YHKIIOHAJIBHOCTI, a KiOeppe3uIbeHTHICTh
30cepe/PkeHa Ha BiJHOBIICHHI (PYHKLIOHAIBHOCTI CHCTEMH. BinHOBIEHHS Moxe OyTH NMOBHMM a00 4YacTKOBHM, Ta
nependavyae afanTalilo CUCTEMH, sKa MiJABUINUTH ii CTIMKICTh 0 MaWOyTHIX NECTPYKTHBHHX Iiif a0o, B JIESKHX
BUTIA/IKAX, MOKPAIuTh ii (QyHKIiOHANBHICTh. [lpW mpoMy, Ha TepmIMii TUIAaH BUXOAATH 3aJaui MiHiMizamii wacy
BITHOBJCHHS (YHKIIOHAJIHHOCTI CHCTEMH, 3a0e3MEeUyour 3aXHCT JKUTTEBO BAXIIMBHAX il KOMIIOHEHTIB, TOOTO,
3a0e3medeHHs KiOeppe3mTEeHTHOCTI iH(pOopMaIiitHuX cucTeM 00’ €KTiB KpUTHYHOI iHpOpMamiiHOl iHPPaCTPyKTypH, K
CTaHy KpUTHYHOI iHpOpMamiiHOI iHPPACTPYKTypH, 3a SKOTO 3a0e3NedyeThcs il CIPOMOXKHICTH HaAiHHO
(hyHKIIOHYBaTH Ta HaJjaBaTH OCHOBHI IIOCIIYTH B YMOBax Kibep3arpos [3].

BpaxoByroun BHUKITaJICHE BHUIE aKTYIBHOO 33/1a9CI0 SBISIETHCS OI[iHIOBAaHHA KiOeppE3MITbEHTHOCTI CUCTEM, IO
JlacTh 3MOTY OIIHUTH KiOeppe3WIHEHTHICTh, MOPIBHATH 3 JOMYCTHMHM 3HAueHHSM, 3pOOMTH BHMCHOBOK Ipo Ii
IIOCTATHICTb YA HEOOXIMHICTH MMiABUILEHHS TOLIO.

JlocmimKkeHHs TIOKa3yI0Th Pi3HI MiAX0IU 10 OI[IHIOBaHHSA Kibeppe3mwibeHTHOCTI. Tak, y [4] omucyeThes miaxin 10
OIIIHIOBAHHS KiOEPPE3WILEHTHOCTI, 30CEPCDKCHHMI HA 3aTHOCTI CHUCTEMH MPOTUCTOSATH UIiTKO BH3HAYCHUM 1
nepeadavdyBaHUM 3arpo3aM, TOOTO YHHUKHEHHI TECTPYKTUBHUX i, 1110 € YaCTHHOI TPAIUIIIIHOTO MPOIIECY yIPaBIiHHI
pu3MKaMH. Y LbOMY BHIAJKy OILIHIOETHCS WMOBIPHICTH BiJMOBH KOMIIOHEHTIB CHCTEMH Yy BIAIOBIAb Ha Pi3Hi cLeHapii
3arpo3 3 METOI0 3MIIIHEHHsS CHCTEeMH, 00 YHUKHYTH KiOepBTOprHeHHs. OJHAK, SK 3a3HAYarOTh aBTOPH [2, 4], e He
30BCIM KiOeppe3WIbEHTHICTh, OCKUIBKH KIIFOYOBUM HOHSATTSIM KiOCppEe3MIBEHTHOCTI € MPUUHATTS KiOEpPBTOPTHEHHS B
CHCTEMY, K IMOBIpHOT MOii, B pe3yNbTaTi 4Oro 3HWKYEThCS (DYHKLIOHATBHICTh ccTeMU. [Ipy IIboMy, OCHOBHA yBara
NPUIISIETECS 3TATHOCTI CHCTEMH BiJHOBJIIOBATHCS Ta aJalTyBaTHCS, a HEe NMPOCTO YHHWTH ommip Kibepartakam. Sk
3a3HavaroTh aBTOpH [2, 4], KiOeppe3WIbEHTHICTh XapaKTEepHU3ye Te, IO BigOyBaeThCs micis KibepaTaku Ta BUMAarae
TOTOBHOCTI 5K JI0 BiIOMHX, TaK i 10 HEBIIOMUX Kibep3arpos.

IMiaxig 10 OIiHIOBaHHS KiOCPPE3WIBEHTHOCTI, KU BKIIOYA€ aHANI3 PU3UKIB, SK IICHTPAIbHUH KOMIIOHCHT,
posrisiHyTo y [5]. Tlpu 1ipoMy, aHaii3 PHU3HUKIB 3aJCKUTh BiJ] XapaKTCPUCTHKH 3arpo3, BPas3IMBOCTEH 1 HACIIiAKIB
JECTPYKTUBHHMX [iifi Ui BH3HAUEHHS OYIKYBaHOI BTpAaTH KPHUTHUYHOI (YHKIIOHAIbHOCTI cuctemu. Y mnpodini
(YHKI[IOHAJIbHOCTI CUCTEMH PH3UK Y CHCTEMI IHTEPIPETYETHCS SIK 3arajibHe 3HWKEHHSI KpUTHYHOT (DYHKIIOHATBHOCTI, a
KiOepPE3WIBLEHTHICTh CHCTEMH OB’ sI3aHa 3 HAXHJIOM KPUBOT MOTJIMHAHHS Ta ()OPMOIO KPUBOI BiIHOBIICHHS, PHC. 1, 110
BKa3ye Ha YaCOBHM BIUTMB JECTPYKTHBHOI 1ii Ha cucteMy. [IyHKTHpHA JiHis CBIIYUTH PO TE, IO BUCOKOPE3MIBEHTHI
CHCTEMH MOXYTb aJanTyBaTHCS TaKMM YHHOM, IO (YHKIIOHAIBHICTH CHCTEMH MOXE IOKPALIUTHCS BIIHOCHO
MOYaTKOBOI (PYHKITIOHAIEHOCTI, IiJBUIIYIOYH KiOeppe3MIbEHTHICTh CHCTEMH IO MaOyTHIX JECTPYKTUBHUX Jil.

Consequence

Critical functionality

resilience

Time

PucyHok 1 — AHaJi3 pU3HKIB B CTPYKTYPI PE3HIBEHTHOCTI [5]
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AHani3 pU3MKIB KUIbKICHO BU3HAa4Yae WMOBIPHICTH TOTO, II0 CHCTEMA JOCSTHE HAHHMKYOI TOYKH KPUTHYHOTO
¢yHKIIOHATBHOTO TPOGUII0. YTIPaBIiHHS PU3UKAMH JIOIIOMAarae CHCTeMi MiJrOTYBaTHCS Ta CIUIaHYBaTH HECHPUSTINBI
noxii, Toxi K KiOeppe3mIbEHTHICTh IHTETpy€e 34aTHICTH CUCTEMM NOIJMHATH JECTPYKTHBHI Jii Ta BiJHOBIIOBATHCA
micis HUX, a noTiM agantyBaTucs (puc. 1). Kibeppe3suabeHTHICT He € 3aMIHOIO YNPaBJIiHHS PU3UKAMH, a SIBIISETHCS
JIOZIATKOBUM aTpHOYTOM, SIKMH BHKOPHUCTOBYE CTpaTeril ajanTtamii Ta rmoM’sKIIEHHS Ui MOKPALICHHS TpaJuliiHOTO
YIPaBJIiHHS PU3UKAMHU.

CxematndHi 300pakeHHS 3MiH y KPUTHYHUX (YHKISX 3 9acoM, pUC. 2, TOKa3yIOTh B3aEMOMII0 PU3UKY Ta
CTifiKOCTi B po0OTi cHCTeMH i Yyac AecTpyKTUBHOI Iii. Po3mip modaTkoBoro 30ypeHHs BimoOpaxae 3aralbHUIN PH3UK
JUI CHCTEMH, TOA1 K (popMa KPHBOI BiTHOBIICHHS BH3HAYA€THCS KiOeppe3mIbEHTHICTIO cucTeMu. [1noma mix kxpuBoro
BKa3ye Ha 3arajbHy (QYHKIIOHAJIBbHICTH cucTeMH. CHCTEeMH, SIKi CTHKAIOTBCSA 3 BHCOKMMH PH3UKAaMH 3 BHCOKOIO
CTIMKICTIO, TIPAITIOIOTH Kpare, HiX Ti, sSIKi CTUKAIOTHCS 3 MOMIOHUMH PH3HKaMH, aje 3 HU3BKOK CTiiKicTio. CHcTeMH 3
HHU3bKHM PU3UKOM, aJIe TAKOK HU3BKOIO CTIHKICTIO MOXYTb MPAIlOBAaTH TaKk camo, 200, MOXKJIMBO, TipIle, Hi’)K CHCTEMH 3
BUCOKUM PHU3UKOM 1 BUCOKOIO CTIHKICTIO.

\/ Low risk
High resilience

High risk
High resilience

Critical functionality

\ —~" Low risk
Low resilience

High risk
Low resilience

Critical functionality

Time Time

Pucynok 2 — CxemMaTHuHI 300pa)KeHHS B3a€MO/IIT pU3UKY Ta PE3MILEHTHOCTI [5]
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M.V. Prazian

CYBERSECURITY AND RESILIENCE: INTEGRATING HUMAN FACTORS INTO CRITICAL
SYSTEMS

Human errors [1] account for approximately 90% of cyber breaches, underscoring their significant impact on
organizational security. These mistakes stem from cognitive biases, heuristics, attitudes, and a lack of training among
end users, which create vulnerabilities that malicious actors can exploit. The ongoing war in Ukraine has provided
numerous lessons regarding human errors. Human factors are often out of focus; however,[2] industrial accident data
reveal that 60%-90% of incidents arise from human error. Researchers cite several high-profile disasters from the late
20th century, including the 1979 Three-Mile Island nuclear accident in the USA, the 1984 Bhopal disaster in India, the
1986 Chernobyl catastrophe in Ukraine, and the 1988 Piper Alpha explosion and fire in the North Sea.The human and
organizational elements [3]that contributed to the Challenger and Titanic incidents stem from failures in organizational
leadership.

Technical failure issues often lead to significant, albeit less severe, problems. Regarding severity, approximately
40% were linked to organizational factors, 40% to human factors, and 20% to technical factors. For near-miss events,
the severity percentages shifted to 22% for organizational technical characteristics, while human factors accounted for
55% [4]. How organizations handle errors and accidents depends on their culture. Ron Westrum [5] defines three
general categories of safety culture: pathological (power-oriented), bureaucratic (rule-oriented), and generative
(performance-oriented). Pathological organizations are characterized by significant amounts of fear and threat; they seek
out the ‘responsible’ for the problem and punish them accordingly. Accidents seldom result from the actions of a single
individual or group; instead, they arise from a complex interaction of various contributing factors [6]. Thus, ‘human
errors' should be explored further to identify better operational tools that prevent catastrophic failures [7]. A complex
error-prone system promotes open discussions about mistakes, leading to a shift from blameless reporting to learning
and analysis. This approach represents one of the modern organizational strategies [8]. Integrating human factors into
operational resilience modeling for critical infrastructure [9] involves considering frameworks, dynamic models, and
human error occurrence and propagation analyses. This study adopts a time- and process-centered approach to
maintenance, decision-making, and policy, viewed through the lens of human performance. The resilience of critical
systems due to human-machine interfaces has become more achievable and nuanced through the integration of the
prepare, absorb, recover, and adapt phases [10].

Two primary gaps include the diverse dynamics of human-systems modeling across various infrastructures and
countries, along with the challenges associated with developing modeling frameworks and collecting data. Exploring the
human factors taxonomy [11], along with critical systems such as 1SO 9241-210:2019, Ergonomics of human-system
interaction — Part 210[12], and NIST-like standards, appears to be a beneficial approach for applying these concepts to
underdeveloped critical systems. The "Lessons Learned” approach has a long and mature history[13] and is
recommended for maintaining and enhancing critical system resilience and recovery. As part of a formal approach, it
incorporates human factors, data, metrics, models, and human-machine systems for various critical infrastructure
scenarios. The 'Lessons Learned' method consists of two phases: Analysis and Implementation. For example, human-
centered guidance, as outlined in NASA's Human System Integration (HSI) [14] and the FAA's dynamic regulatory
system [15], can serve as valuable tools within the systems engineering framework.

Conclusions: To err is human. Thus, 'human errors' are not always dramatic but can have severe repercussions.
Minimizing mistakes should start at the organizational culture level and involve implementing systematic measures to
enhance preventability, reducing uncertainty regarding basic, complex, and intelligent failures. Unequal development
across different critical infrastructure components indicates both gaps and opportunities. The latter can arise from
transmitting and adapting the best ongoing and prospective tools for lagging sectors. Integrating human factors into
critical systems should include a comprehensive suite of psychological safety measures, operational tools, and
standards. The levels of adaptation and development of human factors vary across critical systems, including digital,
energy, transportation, aviation, industry, food, buildings, healthcare, finance, and education. This variation is supported
by the 'Lessons Learned' approach, 1SO standards, and NIST guidelines.
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USING THE ARTIFICIAL INTELLECTUAL TO REMOTE SENSING AND SPATIAL
INFORMATION PROCESSING FOR A PROTECTION OF CRITICAL ENERGY
INFRASTRUCTURE FACILITIES

Abstract: Methods for creating intelligent information systems for remote sensing and processing of spatial
information from a large area in the energy sector, which adapt to a complex radio frequency environment based on the
technology of the cognitive minimization method in a distributed sensor system based on a neurocomputer with a deep
learning function, which is reconfigured in real time, depending on the complexity of the input information, are
considered. A distributed system created according to this principle allows for remote capture of information about a
spatial object on the ground, interference, and provides the possibility of real-time reconfiguration of the receiving path,
reducing the impact of interference by using dynamic algorithms for digital signal processing that change during
operation. Typical machine learning models, such as regression models and tree-based algorithms, are used for training.
It is shown that they have a good compromise between prediction accuracy, ease of implementation, training, and
explanation. We adapt a more general definition of anomaly. [1]

Keywords: Smart-Handled Radar, LPI (Low Probability of Intercept) Radar, CFAR (Constant False Alarm
Rate), 10T (internet of things), artificial Intelligence, Deep learning, Signal processor, Signal-to-Noise Ratio (SNR),
adaptive antenna arrays with time modulation.

1. Introduction

Intelligent remote sensing systems for capturing and processing spatial information from a large area in the
energy sector require greater mobility, stealth, and sensitivity to ensure the reception of desired signals and the effective
reduction of unwanted ones, in which the sensor part or antenna systems play a crucial role. The correct combination of
antenna characteristics and signal processing allows for effective operation in the spatial, frequency, and time domains.

The main goal of intelligent information collection networks supported by a sensor network is the reliability of
obtaining reliable information in real time. Research into new sensor network technologies is aimed at developing
intelligent antennas with low loss, adaptive beamforming. Such intelligent antenna technology must take into account
the complexity of information collection sensors. In addition, antenna devices associated with sensor networks are
capable of receiving the external electromagnetic environment, thereby correctly reconfiguring the radiation
characteristics of the generated field.

Design of a sensor system for collecting and processing spatial information for the needs

of the energy industry.

The innovative idea of using time as an additional degree of freedom to control the antenna pattern is taken as a
basis. In fact, multi-antenna methods are considered for using spatial diversity, multiplexing and beamforming,
achieving a high level of reliability and throughput. The concept of time-modulated arrays (TMA) of multi-antenna
devices significantly simplifies the equipment. TMAs are electromagnetic systems with a radiation pattern that is
controlled by applying periodic pulses of variable width to individual elements. The nonlinear nature of the antenna
array operation leads to the appearance of radiation patterns at harmonic frequencies of such periodic pulses. Among
the latter, the formation of a harmonic radiation pattern of TMA is of particular importance due to the attractive
compromise between performance and equipment complexity. From this point of view, TMAs are sensors capable of
converting the spatial diversity of a communication channel into frequency diversity.

TMA:s, in their simplest configuration, are antenna arrays whose radiated power patterns are controlled by
periodically turning on and off the excitation of individual elements of the array. The hardware implementation of
TMAs is greatly simplified, since they can be implemented using switches, rather than the complex multiplication of
weighting factors, as in conventional arrays.

. rC switching signals
UsSB - _ control signals

— RF signals

C 1 Feeding Network ; | Antenna
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Figure 1 — TMA system including antenna array with switches, antenna controllers and adaptive algorithm
implementation node
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The spectrum of the time-modulated signal at the output of each time-modulated element E can also be obtained
from:

Yn =Sn * Mn (1)
where (*) denotes the convolution operator,

and Sn and Mn are sets of Fourier series coefficients of the received signal.

The first term in equation (1) is the diffraction factor at the fundamental mode frequency ( q =0; gq=0) fc fc,
which shows that we can tune the magnitude of the excitations exclusively by using the normalized pulse durations
&nén, and the second term in equation (1) shows the existence of side-lobe radiation (SB) at frequencies fc + qf,
0fc+qf0 (harmonics) on the other hand. By varying én&n and/or n on, we can also control the radiation pattern at each
side-lobe harmonic, in this case having the possibility to tune the magnitude and phase of the excitations
simultaneously. SR can either be minimized or, as explained in the following sections, used to advantage.
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Figure 2 — TMA configuration showing the four parts of the radiation pattern,
the direction of the desired and unwanted transmitter

Applying periodic pulses to different antennas results in the conversion of spatial diversity into frequency
diversity, and thus, a single RF input stage is sufficient to utilize such spatial diversity. Adaptation occurs both in the
transmit and receive paths. This occurs after measuring one of three parameters:

1. Signal-to-noise and interference ratio (SINR);
2. Bit error rate (BER);
3. RSSI (Received Signal Strength Indicator) input signal level.

Then we select the signal parameters required for the receiver. To ensure maximum quality, the SNR (signal-to-
noise ratio) level should be as high as possible, and the BER should be as low as possible.

Adaptation during RF scanning is ensured by:

* switching to optimal frequencies;

* changing the radiation power;

* switching of used antennas;

* automatic connection establishment (i.e. receiving the reflected signal);
* network organization capability;

* QoS measures the state of the sensing and receiving channels.

Cognitive radar networks (CRNSs) extend the capabilities of autonomous cognitive radar in the field by providing
the ability to observe targets from multiple perspectives to reduce the effect of stealth; allocate resources in space and
time; obtain the best tracking performance; and obtain more information from the scene. Recognition problems in CRNs
are often viewed through the lens of iterative learning tasks - the network implements one or more cognitive processes,
where each process first observes the environment, then selects operating parameters (from discrete or continuous
options) using the observation history and previous rewards, and then the cycle repeats. In addition, cognitive radar
networks are often implemented with flexible architectures and wide-bandwidth external interfaces, which allows the
addition of electronic auxiliary measures, such as passive signal estimation.

In addition to all these applications, tools have also been developed for more precise analysis of TMASs. In this
sense, and to assess some nonlinear aspects of TMA operation as radiating systems (e.g., the effect of mutual coupling
between elements), Masotti et al. The paper addresses the full-wave calculation of the radiated far field by properly
developing a multi-domain automated design platform.

Adaptive beamforming was first investigated from a practical and simplified point of view focusing on the
synthesis of harmonic patterns.

Multi-beam characteristics of TMAs have also been proposed for spatial multiplexing by Y. Yashchyshyn et al
[2]., although the performance with broadband signals has not been analyzed. Recent work has focused on the
development of TMA hardware, which is used for spatial filtering of signals and for interference suppression in the
millimeter range.
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Figure 3 — Block diagram illustrating a continuous-time version of the system under study, in which a linearly
modulated digital signal s(t) is first generated using an in-phase and quadrature modulator on the carrier fc, and then s(t)
is radiated through the TMA

Biomimetic methods have been used to construct radar systems based on neural network technologies, the
cognitive nature of which is their feature. That is, the external environment affects the operation of the radar and, in
turn, the radar forms a probing signal, taking into account environmental indicators [3].

A cognitive radar contains a global feedback channel that rapidly scans the environment electronically and uses
the capabilities of digital signal processing. The basic cognitive cycle begins with the illumination of the radar
environment by the transmitter. The radar information contains data about spatial targets. The receiver continuously
reads the radar environment, interacting with it to obtain the necessary information about the target and its interception.
This information is sent in the reverse direction from the receiver to the transmitter of the phased array cognitive radar
(PAR) with low probability of interception (LPI).

The effectiveness of the radar recognition system as a whole depends directly on the efficiency of the technical
means and its mathematical support - software-implemented algorithms for constructing descriptions of classes of
objects and phenomena in sign language. The obtained radar information is divided into groups of similar but not
identical phenomena. We create a radar image of the object against the background of distorted information in real
conditions. The characteristic property of the images is manifested in the fact that after getting acquainted with the finite
number of manifestations of the object, we learn about any number of its representatives. Also, when teaching a radar
neurocomputer (rebuilding multiprocessor) at different observation sites, the same objects are classified equally and
independently of each other. The objective nature of the basic property of the images allows us to model the recognition
process.

As a result of deep learning, the recognition system acquires the ability to respond with the same reactions to all
objects of the same image and different - to all objects of different images. It is very important that the learning process
be completed only by displaying a finite number of objects, without any “clues” [4].

The objects of training are radar objects, interference, radar specifications. It is also important that only the
objects themselves and their affiliation with the image are indicated in the learning process. The training is followed by
the process of recognizing new objects, which characterizes the actions of the already learned system. Automation of
these procedures is a problem of pattern recognition training.

The most comprehensible to us is the spatial-temporal interpretation of tasks. Hence the problem of learning
pattern recognition has received its geometric (spatial) and temporal (dynamic) interpretation. Any radar image
resulting from the observation of an object in the course of training or testing can be represented as a vector, and hence
as a point of some space.

If it is claimed that radar images can be uniquely assigned to one of two (or more) images, then it is claimed that
in some space there are two (or more) areas that have no common points, and the images shown are points from these
areas. Each such area can be assigned a name, that is, give a name to the corresponding image.

During deep training, points randomly selected from these areas are presented and information is given to which
area these points belong. No additional information about these areas, ie the location of their borders, is reported during
the training.

The purpose of the training is either to construct a surface that separates not only the points shown in the
learning process, but all other points belonging to these areas, or the construction of surfaces that limit these areas of
points so that each of them is only one point insult. That is, deep learning is about constructing such features from
image vectors that would be, for example, positive at all points of one and negative at points of another image.

Due to the fact that the areas do not have common points, there is always a whole lot of such separating
functions, and as a result of training one of them must be built. If the displayed images do not belong to two, but to a
larger number of images, then the task is to build on the points shown in the course of training, separating all the areas
corresponding to these images from each other. This problem can be solved, for example, by constructing a function
that takes over the points of each area the same value and the points over the different areas different.

A deep learning mechanism is used to build the CFAR function. First of all, we solve the problems of object

classification. Let there be some set of investigated objects {2 :{a)} , each of which is determined by the vector of its

values in the phase space of some m given signs:
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o, = X ={x,%x},....x- };

w, > x> ={x2,x2,...,x2};

We divide objects into homogeneous classes (their number can be specified or may be unknown), which we call
clusters, and methods for finding them - by cluster analysis. There is no training sample in this case, that is, it is

unknown to which classes the objects in the set belong €2 :{a)} We define patterns of structure of objects in

clusters. In particular, a "compactness hypothesis" can be used as a similar pattern, ie the requirement that objects
belonging to the  corresponding classes be located in a given  characteristic  space

X = {X1 y X yeny Xm}"compactly". This means that the "distance" between objects assigned to this class is no more

than specified.

Other requirements may be formulated in the automatic classification, namely, the generated classes in the sign
space must be spaced apart at certain distances. Essentially, with the help of a multidimensional function defined on an
arbitrary grid, we construct some sign or a generalized image of a class, by which one can uniquely determine the
belonging to one of two points of a point in the phase space of measurements of the values of some predefined features.

To separate the sets of points of two different visions, we use hyperplanes or their sets, but only if the sets of
points of the visions are so far apart in the phase space of the signs that a separating hyperplane can be constructed
between them. When this is not present, then we move on to a new signs space. As a rule, we are going to add new
signs to existing ones and to increase the dimension space of the signs space. In this case, to obtain a guarantee of
separation reliability, it is necessary to significantly add the number of training sample points.

The main task of training is not to keep all the available information about the object, but to minimize the
irrelevant, highlight the most informative and leave only the essential, that is, what can only be called information about
the object, not just a random set of data. Sets of image points can also be reliably separated in spaces with fewer
features when the surfaces of the sets are of rather complex configuration and do not intersect. For this case, we write an
algorithm for constructing a separating hypersurface in the form of a multidimensional function defined on an arbitrary
grid. But first, let's write an algorithm for determining a multidimensional function on an arbitrary grid, which we will
use to construct the function itself. To do this, we:

1) We set the points of the grid of ordinates in the multidimensional coordinate space - the number of these
points and the values of the coordinate vector of each point;

2) Determine the values of the parameters for all components: Green's function for solving the wave equation
from grid points plus elements of the polynomial kernel.[5]

Let some arbitrary grid of ordinates P be given in the form:

P=(P®,p® . pM)ythesystem of randomly arranged at R " different unique points is given in the form:
PX —(PM,.. ,PM)YeR", k=1N

Define as follows on the grid F_) a multidimensional function O'(P;ﬂ.;P), which at points of the grid takes

some already set values: I, I = l,_N :
c(P;4iPP)=r,i=1LN, @)
and has a simple look - as a sum of some functions:
[ N .
o(P;AiP)=>AG, (P-PO)+ v P*, @
i=1 ' la|sm-1

where P% = Pla1 : F’;‘2 Pna” P = (R,....R,). Pkak  k - coordinate in @, - degree,

Z - the sum of all possible combinations: when & = 0- is the free ratio,
la|<m-1
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When a =1 - this is a free coefficient + components in linear form Vo + ka Pk \

k=1

n n

at ¢ = 2-sumat o =1+ components at quadratic form Z kal PR irxa.,
k=1 1=1
(n+m-1)!
(total —————— components);
ni(m-21)!
2m-n
Gy, (x—P)= X =PI Injx—P|,n=2k
Ix=P|™ ", n=2k -1
Ix— P = > (x _pi)z]%, P=(P,R,...P)", X = (X, Xppeees X )
i=1

The continuity of Green's G, ,(x—P) functions requires that the condition M > N/ 2be satisfied. By

summarizing the variation theory of constructing multidimensional functions on a chaotic grid to simple algebraic
conditions, we can consider finding the coefficients of a multidimensional function as a solution of some system of
linear equations. To do this, we simply introduce a continuous linear indexing for the coefficients V' of formula (2).

Then we find the values of the coefficients ﬂ,i ,1 =1, N and v, ,| = 1,_.9 ,

n+m-21!
where @ = ern = g , by solving two algebraic conditions:
ni(m—1)!
n+m-21!
and, where $ = Crr]n = gto solve two algebraic conditions:
ni(m—1)!
1) coincidence of values of multidimensional -  function at given  points F_) D);

2) and the orthogonality of the polynomial kernel functions at each other at the same points.
In matrix form it has the following generalized form:

C-A=r,
where the matrix C has dimension(N + 9)x (N +9), or A=(A, A, e, Ay V31 Vsreen Vi),
F:(rl,rz,...,rN,0,0,...,0)* - vectors of dimension N + Jeach, * - is the sign of

transposition, P = (X, X,,..., X )", i =1, N .

For the system to have a solution, a condition is required N > 9.
Consider constructing a separating hypersurface in the form of a multidimensional function defined on an arbitrary grid.

Suppose two sets of m - measurable points X and Y with the number of points M and L respectively:
ol o2 oN
X ={x*%x%,...x"+Y={y.,¥ ...V }

where X' ={X,X5,....X. }. i=1,M, ¥V ={V;,Y5,.-, Y}, i=1 L.
We find a multidimensional function on an arbitrary grid that can sufficiently reliably divide sets of points

X andY | that is, divide into two intersecting regions by two sets in some multidimensional space of phase features,
which are initially represented as two arbitrary sets of multidimensional points. The automatic construction of such a
rule is the algorithm of machine learning. This is achieved by constructing a surface that separates not only the points
shown in the learning process, but also all other points belonging to these areas [6].

To construct a multidimensional function on an arbitrary grid, we define a grid P ofNn - dimensional points and

the values of the function in them I i= 1, N . Due to the fact that we have not determined the direction from which

to build the separating hypersurface, we have the opportunity to do so in the direction of each of the m coordinates. To
do this, we use the value of one of the m coordinates as the value of a multidimensional function, and we use all other
(m-1) coordinates as the values of points to determine the grid of ordinates with the dimension n = (m-1). With this
approach, there are only m options for constructing a multidimensional function on an arbitrary grid. In addition, it can
be built both from the side of the set X , checking for Y and vice versa. You can also try moving around the points of
one set, searching for the closest points of the other and finding some averages and already, on them to look for a
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hypersurface. In total, we have at least 2m + 1 options for constructing a multidimensional function of which we choose
the most acceptable.

Conclusions

As a result of the study of intelligent remote sensing systems and spatial information processing in energy,
results were obtained on the formalization of the antenna system as an information system. A historical excursion of
research in this field was made, which showed that all research aimed at improving the antenna system itself does not
meet modern requirements, which have low visibility, transience, and maneuverability. Therefore, we proposed to
introduce calculations into the process of information capture itself, which allows us to detect objects and classify them.
Issues of visibility, cognition, fault tolerance, and warranty are laid at the stage of forming the technical task.

TMA is developed for broadband signals [7]. It is proposed to form a beam using a preliminary Fourier
transform of periodic pulses in the frequency domain - this is a discrete spectrum with pulses that are multiples of the
time modulation frequency, the corresponding areas of which are 2 times larger than the corresponding coefficients of
the exponential Fourier series. Research on TMASs is aimed at studying their properties and formalizing qualitative and
quantitative characteristics depending on the antenna synthesis criteria [8].

1 G Stamatescu, R Entezari, K Romer, O Saukh. Deep and efficient impact models for edge characterization and control of
energy events. 2019 IEEE 25th International Conference on Parallel and Distributed Systems.
2. Y. Yashchyshyn, J. Marczewski, K. Derzakowski, J. Modelski, and P. Grabiec, “Development and investigation of an

antenna system with reconfigurable aperture,” IEEE Trans. Antennas Propag., vol.57, no. 1, pp. 2-8, Mar. 2009.

O Saukh. Embedded Sensing Systems: Design, Models, Algorithms, and Applications. Graz University of Technology.

Kosovets M., Tovstenko L.The practical aspect of using the artificial intellectual technology for building a multidimensional

function CFAR for smart-handled LPI Radar. Magazine "Programming Problems". ISSN 1727-4907. 2020. No. 2-3. Special

issue. Proceedings of the thirteenth international scientific-practical conference on PROGRAMMING. UkrPROG'2020.

September 16-17, 2020 Kyiv, Ukraine. Pages 202 - 212. http://www.pp.isofts.kiev.ua.

5. M Keller, J Beutel, O Saukh, L Thiele. Visualizing large sensor network data sets in space and time with vizzly. 37th Annual
IEEE Conference on Local Computer Networks-Workshops, 925-933.

6. D Hasenfratz, O Saukh, L Thiele. Model-driven accuracy bounds for noisy sensor readings. 2013 IEEE International
Conference on Distributed Computing in Sensor. Bottom of Form.

7. D. Masotti, A. Costanzo, MD Prete, and V. Rizzoli, “Time-modulation of linear arrays for real-time reconfigurable wireless
power transmission,” IEEE Trans. Microwave. Theory Techn., vol. 64, no. 2, pp. 331-342, Feb. 2016.

8. G. Bogdan and Y. Yashchyshyn, “Experimental study of signal reception by means of time-modulated antenna array,” in 21st
Int. Conf. Microwave. Radar Wireless Commun. (MIKON), Krakow, Poland, May 2016, pp. 1-4.

pw

52


https://scholar.google.com/citations?view_op=view_citation&hl=ja&user=f-MDKlYAAAAJ&cstart=20&pagesize=80&sortby=title&citation_for_view=f-MDKlYAAAAJ:pqnbT2bcN3wC
https://scholar.google.com/citations?view_op=view_citation&hl=ja&user=f-MDKlYAAAAJ&cstart=20&pagesize=80&sortby=title&citation_for_view=f-MDKlYAAAAJ:pqnbT2bcN3wC
https://scholar.google.com/citations?view_op=view_citation&hl=ja&user=f-MDKlYAAAAJ&cstart=20&pagesize=80&sortby=title&citation_for_view=f-MDKlYAAAAJ:cFHS6HbyZ2cC
http://www.pp.isofts.kiev.ua./
https://scholar.google.com/citations?view_op=view_citation&hl=ja&user=f-MDKlYAAAAJ&cstart=20&pagesize=80&sortby=title&citation_for_view=f-MDKlYAAAAJ:9ZlFYXVOiuMC

F. Korobeynikov

SYNERGISTIC PRINCIPLES
FOR BUILDINGA RESILIENT NATIONAL ENERGY SYSTEM

Risk analysis, a methodological approach that first appeared in the early 20th century, during a time of predictability
and linear thinking, is the foundation of the current paradigm for guaranteeing the security of national energy systems.
However, this paradigm is becoming dangerous as well as ineffective in the current environment of global crises, systemic
uncertainty and interdependence, and stochastic risks because it is deceptive and gives the appearance of control and security
in an environment where chaos, non-linearity, and threshold effects are prevalent. State energy system is not symply a
mechanism or a collection of related mechanisms. Like the state overall, the energy system is a complex, open, evolving,
nonlinear, and dissipative system whose behavior is dictated by the laws of self-organization and dynamic adaptation rather
than by the sum of its parts.

The works of Ilya Prigogine on the behaviour of non-equilibrium systems, research by scientists from the Santa Fe
Institute, such as Murray Gell-Mann, John Holland, Stuart Kauffman, as well as the works of Gregory Bateson and Herman
Haken, have convincingly shown that in such systems, resilience and survival cannot be ensured through strict control or
deliberate isolation of the system from fluctuations. On the contrary, isolation is harmful — it is extremely important to ensure
conditions for the manifestation of the internal properties of such systems: self-organisation, autopoiesis, and adaptability.
This requires a shift from a strategy of protection to adaptation engineering, from attempts to predict and prevent all risks to
the formation of systems capable of transforming themselves in conditions of uncertainty. This is the essence of the principles
of adaptive security.

According to the proposed methodology, the first step in building a resilient energy architecture for a state should be to
identify system invariants — fundamental ontological properties of the system, those characteristics that must be preserved to
maintain the identity and integrity of the system even under conditions of radical changes in the environment or its structure.
In the context of a nation state, the source of such invariants is its founding normative act — the Constitution.

"The human being, his or her life and health, honour and dignity, inviolability and security are recognised in Ukraine
as the highest social value" according to Article 3 of the Ukrainian Constitution. The context is further enhanced by Article
13, which states that "the land, its mineral wealth, atmosphere, water and other natural resources within the territory of
Ukraine... are objects of property rights of the Ukrainian people.” The ontological essence of the state as a system that exists
primarily to ensure the security and well-being of its citizens can and should be interpreted as being indicated and emphasized
by these provisions.

When it comes to a country's energy system, this means that people's access to electricity shouldn't be seen as a side
effect of the government's goals, market efficiency, or, say, tech optimisation, but as a constant system invariant — a critical
component that needs to be protected and preserved no matter what's going on outside or inside the country. This
understanding fundamentally changes the logic of energy system and security system design, shifting from optimisation for
state profit to an architecture capable of supporting basic functions that are important to citizens in times of stress, disruption
and transformation.

The next conceptual step in building a resilient energy system is to recognize the fundamental role of self-organization
and adaptation - processes that underlie the functioning of all complex nonlinear systems. According to Ilya Prigogine, open
dissipative systems in a state of disequilibrium have the ability to spontaneously organize new structures in response to
environmental fluctuations [1]. Research by Stuart Kauffman at the Santa Fe Institute has shown that the key mechanism of
resilience in complex adaptive systems is the ability to self-organize without external directive control [2]. A similar line of
thought was developed by Haken in his theory of synergetics, which views control parameters as triggers for structural
reorganizations occurring within the system [3].

These scientific concepts allow us to formulate a key management principle: the main function of the state in matters
of energy security in conditions of uncertainty is not directive control or an attempt to centralize all processes, but rather the
creation of conditions for the internal self-organization of the system. This means stimulating adaptation processes,
maintaining diversity of components, and developing flexibility and the ability to reorganize under pressure from external and
internal shocks. An energy system operating according to this logic approaches a state of autopoiesis - the ability not only to
maintain itself as a whole, but also to autonomously restructure and reproduce itself in response to changes in the environment
[4]. Thus, the task of public policy is not so much to build a system as to create conditions under which it can build itself.

The institutional framework required to guarantee adaptive energy security is already in place in modern states.
Correctly modifying the interactions of current structures based on a scientifically sound approach that can coordinate their
efforts into a single, emergent sustainability strategy is more important than developing new ones. The logic of hierarchical
management precludes such coordination, but the synergy principles found in complex systems theory make it possible. The
goal of the synergistic approach is to improve nonlinear effects like self-organization, adaptation, collective efficiency, and the
expansion of the system's reserve of sustainability by coordinating actions rather than adding them up.

A clear illustration of this is the mass purchase of backup power sources by Ukrainian citizens in 2022-2025: solar
panels, wind turbines, fuel and hybrid generators, and energy storage systems. These actions were an intuitive manifestation
of the autopoiesis of the socio-technical system, a reaction to the threat of blackouts. However, the lack of systematic state
support led to fragmented and inefficient use of the potential of these solutions. Wind energy was introduced in areas with low
wind speeds, and panels were installed without calculating the angle of insolation or conducting an energy audit.
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The solution lies in launching a National Energy Resilience Program, which should be led not by bureaucrats, but by
scientific and engineering communities: scientists, logisticians, designers, and engineers. The program should offer citizens
expert opinions on the effectiveness of specific technologies, professional installation and maintenance of energy systems adapted
to regional and local conditions. The mechanism should be synergistic: the state provides preferential loans, and citizens return
not money, but a portion (for example, 25%) of the energy generated to the general power grid. Thus, what happens is not simply
decentralization, but the formation of a horizontal energy network with a high level of adaptability, modularity, and resilience.

This approach can simultaneously solve the problems of social justice, energy security, and technological modernization
within the framework of a unified evolutionary logic of a self-organizing state.

At the initial stage, when the state does not yet have its own production base for highly efficient energy solutions,
intellectual technology transfer becomes an important element of the synergistic strategy. Instead of uncoordinated imports and
chaotic purchases, the state should centrally search for and acquire the most efficient models of energy plants -solar, wind, hybrid
- from countries that have already achieved technological maturity in these areas. Centralized wholesale procurement will not
only significantly reduce the cost of equipment for citizens, but also standardize technical components, simplifying logistics,
support, and training of technical personnel.

However, this should not simply involve using other countries' products and technologies, but rather the strategic adoption
of global best practices with a view to subsequently transitioning to a sovereign technological cycle. Using accumulated data,
engineering expertise, and statistics on the operation of installations in various climatic and infrastructural conditions, the state
should initiate the launch of its own production facilities. This will not only strengthen energy independence, but also give a
powerful impetus to the development of national science, engineering, and industry, increase employment, investment
attractiveness, and strengthen the country's geopolitical position as a bearer of technological sovereignty.

In the context of energy turbulence and global transformation of the energy landscape, the search for new prototypes,
technological solutions, and materials should become a matter of national strategy. To this end, it is advisable to leverage the
intellectual resources of the intelligence community, redirecting them toward global monitoring of scientific and technological
developments, start-ups, and laboratory initiatives related to the energy of the future. In this way, the energy resilience framework
will include not only engineers and logisticians, but also strategists, analysts, and intelligence officers - all those who are capable
of transforming the flow of global innovation into a resource for national survival and revival.

The widespread adoption of autonomous generation sources among the population - whether solar panels, wind turbines,
or hybrid microgrids - can not only ensure the resilience of the national energy system, but also create a strategic resource: a
structural surplus of electricity. However, it is not advisable to simply convert this surplus into exports. Energy exports are a
tactical measure. Real strategic transformation begins when surplus energy is used to increase added value within the country
itself.

One area of this transformation should be the creation of high-energy data centers. These centers could become the
foundation for neural networks, simulation models, platforms for decision-making in uncertain conditions, and the energy base
for sovereign Al architectures. The development of advanced IT infrastructure stimulates the development of science - special
attention should be paid to the construction of scientific and educational campuses where the intellectual capital of a new
generation is formed - an elite capable of integrating technical knowledge with the philosophy of complexity and the ethics of
development.

In this setup, energy resilience isn't just about getting "light and heat". It's the architectural framework for building a
knowledge economy, strengthening national sovereignty, and leading the way in smart thinking. A synergistic added value effect
arises when investments in the resilience of a single subsystem — energylead to exponential growth in the adaptive, technological,
and cultural potential of the entire state system.

But no system, no matter how innovative and scientifically sound, can work in real life without the right institutional
environment. Corruption and authoritarianism remain the main obstacles to building a truly adaptive and resilient energy
architecture. These phenomena are not merely social flaws, but stable dynamic structures with all the characteristics of complex
systems. In terms of non-equilibrium thermodynamics, they are dissipative formations that strive for local order - a reduction in
their own entropyby increasing the entropy of their environment. They perceive the state, its institutions, and, ultimately, civil
society as such an environment.

Similar to any intricate autopoietic system, corrupt and authoritarian systems frequently incorporate their own norms,
priorities, descriptive languages, and decision-making processes into the state's governing framework. They substitute their own
local cycles of power reproduction, rent extraction, and self-organization suppression for the objectives of society's survival and
advancement. The state consequently degenerates and loses its capacity for adaptation. By viewing this phenomenon through the
lens of complex systems theory, we are able to not only condemn corruption but also acknowledge it as a self-organizing entity
that preys on the negentropy of citizens, thereby weakening the resilience of a larger and more important system: the state. Thus,
combating corruption and authoritarianism is a systemic requirement for preserving entropic balance and guaranteeing the state's
long-term adaptability rather than a moral catchphrase. It is not a question of ideology, but of survival.

1. Prigogine, I., &Stengers, 1. (1984). Order out of chaos: Man's new dialogue with nature. Bantam Books.
2. Kauffman, S. A. (1993). The origins of order: Self-organization and selectionin evolution. Oxford University Press.
3. Haken, H. (1983). Synergetics: An introduction. Nonequilibrium phase transitionsand self-organization in physics, chemistry

and biology (3rd ed.). Springer.
4. Maturana, H. R., &Varela, F. J. (1980). Autopoiesis and cognition: The realization of the living. D. Reidel Publishing.
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C.C. llleBueHko

MOJIEJTIOBAHHSA CIIEHAPIIB KIFEPATAK B IHTEPAKTUBHHUX 3D-CEPEJIOBHIIAX SK
THCTPYMEHT NIJIBUIIEHHSA KIGEPCTIMKOCTI IEPCOHAJTY EHEPTETUYHUX MIJIIMTPUEMCTB

CydJacHa eHepreTMdHa raimy3b, SK KpPUTHYHA IHQPACTPyKTypa JAepkaBH, BCe dYacTilmie CcTae 00 €KTOM
minecnpsiMoBanux kibepatak [1]. CkmagHicTh TEXHOJOTIYHUX TMPOIECiB, BHUCOKHH CTYIiHb aBTOMATH3aIlii Ta
B3aeM0O3B’s30k cucteM yrpaBimiHHA (ACY TII) CTBOpIOIOTH YHCICHHI BEKTOpU JUIA TOTEHIIHHHUX KiGep3arpos.
Hacmigku Takmx atak MOXYyTb OyTH KaTtacTpOo(pidHUMH, MPHU3BOASIYH IO MACIITAOHHWX BIIKIIOYEHB, CKOHOMIYHHX
30MTKiB Ta HaBiTh TEXHOTCHHWMX aBapiii [2]. ¥ I1bOMy KOHTEKCTi, MiATOTOBKAa IIEPCOHATY, 3JaTHOTO E(PEKTHBHO
PO3Mi3HABATH, pearyBaTH Ta MPOTUAIATH Kibep3arpo3aM, HabyBae MepIIoYeproBOro 3HaYCHHsI.

TpanuuiliHi MeTOIM HaBYaHHS, TaKi SIK JIEKLil, IHCTPYKTaXi YW HaBiTh aHali3 TEOPETHYHHMX KEHCIB, 4acTo
BUSIBIISIIOTBCSI HEZIOCTATHIMU JUTsl (POPMYBAHHS CTIMKHMX MPAKTUYHUX HAaBUYOK [ B yMOBaxX peajbHOrO KiOEpIHIUICHTY
[3]. Bouu He [03BONSIOTH BigUyTH AWHAMIKY aTakH, BiNpalfOBaTH MOCIIJOBHICTh [iif B CTpecOBii cuTyamii Ta
no6aynuTH Oe3rmocepeHi HACTIAKY MPUHHATUX pilteHb. (s BupinieHHs wiel npoOieMu MpONOHY€EThCsS BUKOPUCTAHHS
inTepakTHBHEX 3D-cepemoBmi, fKi TO3BOJSAIOTH MOJECTIOBATH PEAJICTHYHI CIeHapii kibeparak Ta 3abe3rmedyBaTH
e(eKTHBHE HaBUYAHHS [TEPCOHATY B O€3MEYHOMY BipTyaabHOMY mpoctopi [4, 8].

KirouoBi acnexkTH Ta nmepeBaru Mo/jeJl0BaHHsI cueHapiiB kideparak y 3D-cepenoBumax:

1. IlinBumeHHst piBHA 3aHYypPEeHHS Ta HAOYHOCTI IS PO3yMiHHS 3arpos:
IarepaktuBHI 3D-cepenoBuIia MO3BOIAIOTH BiNTBOPHTH BIipTyallbHI KOMii peaslbsHOTO IMPOMUCIOBOTO OOJIaJHAHHS,
nyabTiB yrpasiaidas Ta intepdeticie ACY TII eneprermunmnx o0'extiB [5]. lle 3abesnedye 3HAYHO BHIIMI PiBECHBb
Bizyajizauii Ta 3aJlyd4eHOCT] MEpCOHAy TOPIBHSIHO 3 aOCTPAKTHUMM CXEMaMH YM TEKCTOBUMH ONMUCAMH. YYaCHUKH
HaBYaHHS MOXXYTh HAOYHO CHOCTEPIraTH 3a HETHUIIOBOIO MOBEIIHKOIO 3MOJIEILOBAHOTO 00JaJHAHHS, aHOMAaIbHUMHU
MOKa3aHHSMH NPUIAJIIB Y1 3MIHAMH B iHTepdeiicax CUCTEeM YNpaBIIiHHS, 10 MOXYTh OyTH 1HJUKaTOpaMu KibepaTakH.
Takuii miaxin crpusie Kpamomy pO3yMIHHIO MEXaHI3MIB aTak Ta iX MOTEHHIHHMX HACHiJKIB Ui TEXHOJOTIYHOTO
mporiecy.

2. Po3pobka Ta peasizanis crnenudiyHux cueHapiiB ki0epaTak st CHEePIreTUKH:
EdexTuBHICTh HaBYAHHS 3HAYHOIO MIpOIO 3aJIS)KMTh BiJ pelieBaHTHOCTI creHapiiB. CrieHapii, mo BimoOpakaroTh
crienudiky Kibep3arpo3 s eHepreTHIHOI Taiy3i, MOKYTh BKJITFOYATH:

o Mamninyasuis panuvu ta komangamum B ACY TII: MoaemoBaHHS aTak, CIOPSMOBaHUX Ha 3MiHY
YCTaHOBOK KOHTpOJIEpiB (HAmpHKIAJ, 3MiHa TapaMeTpiB poOOTH TeHepaTopa, TpaHchopmaropa, 3aXHCHHX pele),
(dampcudikamiro JaHWX 3 JATYUKIB (TeMIeparypa, THUCK, YacTOTa CTPyMy), IO MOXE MPH3BECTH JO IOPYIICHHS
pexuMiB poGoTh obnagHaHHS abo Horo aBapiiiHoro BigkmodeHHs [6]. Y 3D-cepemoBuiii Iie Bisyai3yeTbesi yepes
aHOMaJIbHY poOOTY BIpTyaJIbHOTO 00JIaIHAHHS, HEBIAMOBIIHICTh MOKa3aHb NPUJIAJIIB PEaJbHOMY CTaHy, CIIPalIOBAHHS
CUrHaJji3amii.

o Araku Ha BigMoBY B obcayropyBaHHi (DoS/DDoS): Imitamis atak, mo Opu3BOASTH 10 HEIOCTYITHOCTI
omnepaTopchkux craHiii, cepepiB ACY TII abo MepekeBUX NPHUCTPOiB. YUYACHUKM HaBUAHHS MArOTh HABUHUTHUCS
ineHTH(IKyBaTH TaKi aTakd Ta 3aCTOCOBYBAaTH NPOLEAYpPH JUls BiJIHOBICHHS (YHKIIOHYBaHHS a0 mepexoiy Ha
PE3epBHI CHCTEMH yIIPaBIIiHHS.

o Komnpomeranisi 00/1ikoBHX JaHUX Ta HeCAaHKIiOHOBaHMIT qocTym: ClieHapii, 0 BKIIFOYAIOTH CIEMEHTH
(himMHTY, BUKOPHCTAaHHS BUKPAICHUX OOJIKOBUX JaHUX /IS OTPUMAaHHA JOCTYIYy JO CHCTEM VIIPaBIiHHA, 3
MOJANTBIIIAM MOJICITFOBAHHSM JIiif 3TOBMUCHHKA Y BIpTyaTbHOMY CEepeIOBHIIIL.

0 ATaku Ha JIAHIOIOTH TMOCTAYaHHS MPOTrPAMHOTI0 Ta aNapaTHOro 3ade3medeHHs: MOICTIOBaHHS CUTYAIIiH,
ko mKigmuBe [13 moTparuise B cucTteMy depe3 OHOBICHHA a00 IHCTaAIiI0 HOBOTO OOJIAJHAHHS, 3 ITOJABIINM
BIJITIPAIFOBAHHSM JIiii 3 BUSBJICHHS Ta 130JIA1Ii1 3arpo3u.

3. ®opmyBaHHSI NPAKTHYHUX HABUYOK pearyBaHHs Ta NPUITHATTS pillleHb:

InrepakTuBHICTH 3D-TpeHaXKepiB 103BOJISIE HE MIPOCTO CIIOCTEPIraTH 3a CLEHAPieM, a i aKTUBHO OpaTH y4acTh y HbOMY
[7, 8]. Ilepconan Moxe BimmpaIbOByBaTH KOHKPETHI il

o InenTudikanis iHuuaeHTy: AHaNi3 JaHUX, pO3II3HABAHHS 03HAK KiOepaTaKH.

o IBoasuis 3arpo3u: BigkiaroueHHS CKOMIPOMETOBAHUX CETMEHTIB MEPEeXi, OJIOKYBaHHS Mi03PpLIHX 3'€JHAHB.

o CooBimenHs Ta komyHikanis: [IpaBuibHa nepenava indopmarii Mpo IHIKUACHT BiAMOBIIHAM CIyx)0am
(cmyx0a 6e3niexu, IT-nenapraMeHT, KEpiBHUIITBO).

o 3acrocyBaHHs IUIaHiB pearyBaHHsi: [lif 3ri/{HO i3 3aTBEpXKEHUMH THCTPYKIISIMH Ta MIPOTOKOJIAMH.

o 30ip nokasiB aust poscainyBanns: Dikcaris cTaHy cucTeM, 30€peKeHHS JIOTIB.

o Binnosaennst mpane3naTHocti: [lepeBeneHHs cucteM y Oe3NeuHHI PEKUM, BiZIHOBJICHHS 3 PE3EPBHUX
KOTi# (Y paMKax 3MOAEIbOBAaHOTO CIIEHAPil0).

Cucrema ¢ikcye 1ii KoprcTyBada, 4yac peakilii Ta HaJja€ 3BOPOTHHH 3B'S130K, 1110 JT03BOJISIE aHATI3yBAaTH MIOMUIKH
Ta 3aKpiIlIIOBATH MPABUIIbHI aITOPUTMH TOBE I HKH.

4. Be3neyHe Ta KOHTPOJbOBaHe HaBYaJIbHe cepefoBuine: OIHIEI0 3 KIIOYOBUX IEpeBar € MOXKIHBICTH
MO/ICITIOBAHHS HaifHeOe3MeyHImuX creHapiiB Kibeparak 6e3 OyAb-IKOTO PU3HKY [UIS PEaIbHUX €HEePTreTHIHHX 00'€KTIB
Ta TexHomoridHux mporeciB [2]. Ile m03Boisie TMPOBOAWTH HABYAHHS B yMOBaX, MaKCHMAaJIbHO HAaOIMKEHHX [0
peaybHUX, aJie 3 MOBHUM KOHTPOJIEM CHUTYyalii Ta MOXKJIMBICTIO 3yNWHKH, TIOBTOPEHHS 200 JIETaIbHOTO po30opy Oyab-
SIKOTO €TaIly CLIeHapiro.
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BucHoBkn:
3acrocyBaHHs iHTepakTHBHHX 3D-cepemoBWI UIS MOJICIIOBAHHS CICHApIiB KiOepaTak € MOTYKHHM Ta

CY4YacHMM IHCTPYMEHTOM JUIsl IIATOTOBKM IIEPCOHANTY €HEPreTHYHUX HiAnpueMcTB. Takuil miaxix a03BOJISIE 3HAYHO
MIBUIIUTY TPAKTUYHI HAaBUYKU CIIBPOOITHUKIB Y cdepi po3mi3HaBaHHS Kibep3arpo3 Ta e()eKTHBHOTO pearyBaHHsS Ha
HHX, 10, B CBOKO Yepry, CIpHUsie 3MIIHEHHIO 3araibHOi KibepcTiiikocTi kputiyHoi iHpacTpykTypH [4, 5]. Bisyamnizarisi,
IHTEPaKTUBHICTh Ta OE3MEYHICTh BIPTYAJIILHUX TPEHAKEpiB POOIATh IX HE3aMIHHUMH Ui (POPMYBaHHS KOMIIETEHIIIH,
HEOOXITHMX IS IPOTHIL Cy4acHHM Kibep3arpo3am B eHepretuii [8].

TTopanemi mocmiHKeHAS Oy IyTh CIIPAMOBaHI Ha PO3IIUPEHHS 0i0IIOTEKH TUTIOBUX Ta KACTOMI30BaHHX CIICHAPIiB

kibeparak, po3poOKy METOJONOTIH O00'€KTHMBHOI OINHKH pPIiBHA IiATOTOBIEHOCTI MEPCOHANY 3a pe3yJbTaTaMH
MIPOXOJ/KCHHS TPEHAXKIB, a TAaKOXK HA IHTETPAIlil0 MOXXIMBOCTEH JUII CHHXPOHI30BAaHOTO KOOIEPATHBHOTO HABYAHHS
(CKH) mis BinmpamroBaHHs KOMaHIHHAX il i 9ac MacTaOHUX KiOCPiHIIUICHTIB.

1.

2.

Bhamare D., Zolanvari M., Erbad A., Jain R., Khan K., Meskin N. Cybersecurity for industrial control systems: A survey.
Computers & Security. 2020. Vol. 89. P. 101677. DOI: 10.1016/j.cose.2019.101677.

Langer L., Skopik F., Smith P., Kammerstetter M. From old to new: Assessing cybersecurity risks for an evolving smart grid.
Computers & Security. 2016. Vol. 62. P. 165-176. DOI: 10.1016/j.cose.2016.07.008bjb.

YaminM., Katt B., Gkioulos V. Cyber ranges and security testbeds: Scenarios, functions, toolsand architecture. Computers &
Security, vol. 88, p. 101636, 2020. DOI: 10.1016/j.cose.2019.101636.

Veneruso, S. V., Ferro, L. S., Marrella, A., Mecella, M., & Catarci, T. (2020). CyberVR: An Interactive Learning Experience
in Virtual Reality for Cybersecurity-Related Issues. Proceedings of the 2020 International Conference on Advanced Visual
Interfaces (AVI '20), p.1-8. DOI: 10.1145/3399715.3399860.

Alshamrani, A., Myneni, S., Chowdhary, A., & Huang, D. A survey on advanced persistent threats: Techniques, solutions,
challenges, and research opportunities. IEEE Communications Surveys & Tutorials, 2019. Vol. 21(2), 1851-1877.
DOI:10.1109/COMST.2019.2891891.

He D., Chan S., Guizani M. Cyber security analysis and protection of wireless sensor networks for smart grid monitoring.
IEEE Wireless Communications. 2017. Vol. 24(6). P. 98-103. DOI: 10.1109/MWC.2017.1600283WC.

Khan, M. A., Merabet, A., Alkaabi, S., & Sayed, H. E. (2022). Game-based learning platform to enhance cybersecurity
education. Education and Information Technologies, 27, 5153-5177. DOI: 10.1007/s10639-021-10807-6.

epyenko C.C. InTepakTHBHI aBTOMaTH30BaHi AWCTAHIIIHI HABYAIBHO-TPEHYBAIbHI CHCTEMH SIK IHCTPYMEHT HMOKpAICHHS
Oe3neku eHepreTiky y mudposy enoxy. // VI Mixnapoana koHepeniis «[lepcrnekTnBy BIpoBaKEHHS 1HHOBAIIH Y aTOMHY
eHepreTHKy». 27 BepecHs 2024 poky.

56



P.I. IparyHuos

AJITOPUTM YITPABJIIHHA PUBUKAMMU KIBEPBE3IIEKN B YMOBAX 3HUILIIEHH
EHEPTETUYHOI IHOPACTPYKTYPU

INoBHOMacIITabHA pOCiiichbko-yKpaiHChKa BiliHa BHCYHyJa Oe3NpeleleHTHI BUKIMKU Il KibepOesrnekn KpUTHIHO
iHdpacTpykTypH. 3 oceHi 2022 poKy eHepreTudHa cucTeMa YKpaiHi 3a3Haia MacOBAHIX PAKETHUX YAapiB, SIKi PU3BOIIIIA 10
MacITabHUX OJIEKayTiB B PI3HHMX PETiOHAXNEWS.pNCip.gov.ua. 3HeCTPyMIICHHS KPUTHYHOI iH(PACTPYKTYpH CTBOPIOE HOBHIA
KIac pH3WKIB KibepOesmekn. [lim 9ac MOBroTpMBAIMX BiKIIOYEHb EIIEKTPOCHEPTii Pi3KO 3pOCTAlOTh PH3UKH BTPATH
nmocrymHocti IT-cmcrem, BimMoBH 3aco0iB KiOep3axuCTy, BTpaTH BHIWMOCTI (MOHITOPHHTY) MepeX 1 HaBiTh (Di3HUIHOTO
VIIKODKCHHS a00 3HWINEHHS MaHuX. BiifHa mpomeMoHCTpyBama, Mo KiOepCTIHKICTE KPUTHYHOI 1H(PACTPYKTYpH TIiCHO
3aJIOKUTh Bifl 1 eHeprocTifikocTi. Y IbOMY JOCHIJDKEHHI INPOIOHYETHCS aITOPUTM YIPaBIiHHA PU3MKaMUKiIOepOe3neKu
TOB’SI3aHUMH 3 IPOOJIEMATHKOI MAacCIITAOHHX BIAKIIOYEHb EJIEKTPOIOCTaYaHHA. AJITOPHTM BPaxoBY€ IMPAKTUYHUK JIOCBIJ
MacoBux OnekayTiB B Ykpaini 2022-2023 pp. i nependauae sk oprasizauiiHi, Tak i TeXHIYHI 3aX0au (pe3epBHE JKHBIICHHS,
ABTOHOMHI CHCTEMHM TOIIO) VISl MiATpUMaHHS Oe3nepepBHOCTI poOoTH. HaBeneHo NMpuKian 3aCTOCYyBaHHS alrOpUTMY IS
OpraHizariii, o UTFOCTPY€e epeKTHBHICTH 3aMPOIIOHOBAHUX 3aXO/IIB.

KimrouoBi pusuky kibepOesneku iz yac OeKayTiB BKIFOYAIOTh BTpaTy HocTynHocTi IT-cuctem, BigkimoueHHs 3aco0iB
Kibep3axucTy, BTpaTy BHUAMMOCTI IH(PACTPYKTypH, 3HHWINCHHS BOJATWIHFHOTO KOHTCHTY, MOPYIICHHS KOMYHIKAIUHd Ta
yrpaBmiHEs. [lepernideHi prBUKH MiATBEPIKYIOTECS pealbHuMHA iHmuneHTamu 2022-2024 pokiB Ta OUTBII paHHIX eIi30iB.
3okpema, B rpyaHi 2015 p. BHacminok kibepataku Ha [IpukaprarTsoOnerepro (ykpaiHChka eHeproKkoMItaHist) Oyio Ha 6 ToIuH
3HECTPYMJICHO PETioH 3 ~230 THCSYaMU CIIOKUBAYiB Ua.news, MoJiOHMI BUMANOK cTaBcs B Kuesi y 2016 [1]. ¥V 2022 p. mix
YacTIOBHOMAIITAOHOI POCIHCHKO-YKpaiHCHKOI BilffHH 3a)ikcOBaHO KOMOIHOBaHI Kibep-(pi3ndHi aTaku, i 9ac sIKHX pOCiHChKa
CTOpOHA 3[iICHIOBAJIa KiIOEpHETHYHI BTPYYaHHS B CHEPTOCUCTEMY CHHXPOHHO 3 pakeTHIMH yaapamu [2]. Lli iHmmaerTr noBenm,
110 PU3MKH JULs KibepOesnek i (iznuHoi Oe3mexkn KpuTH4HOI iH(pacTpykTypu noenHani. HeoOxinHe iHTErpoBaHe pillieHHS 3
YIIpaBITiHHS PU3MKaMH, sIKe Tiepeidauae HeCTaHAAPTHI JIs1 3BUYHOTO YNPABIIIHHS PU3UKAMU CLIEHApIl — JJOBIOTPUBAIMH OJIeKayT
y TIO€JHAHHI 3 KiOepaTako¥o — i IPOIIOHYE BiANOBIIHI KOHTPOJIi Oe3MeKH (KOHTP3aX0aH).

PosrisiHyTi KOHTp3axomu [y 3a0e3neyeH s Oe3nepepBHOT POOOTH BKIIFOYAIOTH PE3CPBHE CHEPrOXKUBIICHHS KPUTHYHHX
CHCTEM 3 BHKOPUCTAHHAM/M3EIbHUX a00 OCH3MHOBUX I'eHEpartopiB, a Takoxk pkepen OesnepebiitHoro sxusneHHs (UPS) Ta
aKyMYJISITOPHUX Oatapei T0CTaTHBOI MICTKOCTI, allbTepHATUBHHX JpKepes eHeprii Ha ocHoBi BJIE (BiIHOBIIOBaHMX JpKepedn),
3aXHCT Ta AyOITFOBaHHS KaHAJIB 3B’ 3Ky, JIOKANI30BaHi CHCTEMH ITIITPUMKHU poOoTH (Mikpomepexki)[3 ], opraHizamiitHi 3axomu|4].
KimrouoBUM pe3yibTaToM JaHOro Ipolecy MNepeadadacThesi JOCATHEHHS 0araTOpiBHEBOTO 3aXHCTY: KOXEH KPUTHYHHN
KOMITOHCHT CHCTEMH Mae pe3epByBaHHs. KiHeBa MeTa — 3a0e3neunTy KibepcTilkicTs (cyberresilience) iHdpacTpykTypu, T00TO
CIIPOMOKHICTD TIPOJOBKYBAaTH (PYHKITIOHYBAHHS 1 MIATPAMYBATH piBEHb TapaHTId Oe3MeKH HABITh M 9ac eKCTpeMaJbHHX
YMOBOJICKAYTY.

Ha ocHOBI aHati3y pH3HKIB Ta JOCTYIHHX KOHTP3aXxO/(iB 3aIPOIIOHOBAHO MOKPOKOBHH aJITOPUTM YIIPaBJIiHHS PU3UKaMU
KibepOe3neku isl CLeHapito 3HUINEHHS (3HECTPYMIICHHS) EHEPreTUYHOT iHPPACTPYKTYpH. AJITOPUTM MOEAHYE MATOTOBYI JIii
(mo HactaHHst GrekayTy), il M1 9ac KpU30BOI CHTYaIlil, Ta OCT-IHIMACHTHI 3ax0au B peskumi “Plan-Do-Check-Act”. B Ta6. 1
HaBOJIUTHCS CTPYKTYPOBAHHH OINC aJITOPUTMY.

Tabnuus 1 —Etanu anroputMy yrpaBiliHHSI PU3UKaMHU KiOepOe3neKH I1i1 4ac MacOBOTO BiKITFOUCHHS
€JIEKTPONIOCTAYaHHS

Eran Omnc
InenTudikaris Busnauennss IT-cucTeM KPHUTHYHO BXJIMBUX IS (DYHKI[IOHYBaHHS Ta
KPUTHIHUAX KiOepCTIMKOCTI Ta BHSBICHHS 3alIe)KHOCTI AKTHBIB BiJl CHEPrOKUBICHHS Ta
AKTHUBIB Ta 3B’s13Ky. Pe3ynbTaToM € KapTa 3aJie)KHOCTEH M0 BH3HAYa€ 3B’SI3KM 00’€KTa 3
3aJIe)KHOCTEH CHCTeMaMH pe3epBYBaHHA Ta 3a0e3neueHHs (GYHKIIOHYBaHHS (€HEeprO>KUBIICHHS,

3B’S130K, TOIO). [IJIs1 KOXKHOTO 3B’SI3Ky BU3HAYAETHCS METPUKA, KA XapaKTepU3ye
TPUBAJIICTH poOOTH JKepella B yMOBAX BiJICYTHOCTI €HEprornocradaHHsl.

AmHani3 pu3uKiB i | BUKOHYETBCS JUIi KOXKHOTO KPUTHYHOTO AaKTHUBY 3 YpaxyBaHHSIM pi3HHX
creHapiiB crueHapiiB Onekayty. CleHapHHH aHaji3 BKIIOYA€PAH)KOBAHI BIIKIIOYECHHS:
OnexayTy kopoTkouacHe (1o 1 rogunn), cepeane (1-24 romunn) i TpuBae (no0y i Gimbire)
BIZIKJIIOUEHHSI EJICKTPOIIOCTAYaHHS, BPaXOBYEThCS MOXIIHMBICTH OJHOYACHOT
kibepataku. [l KOXXHOTO CIEHApil0 OIIHIOETHCS HMOBIPHICTH Ha OCHOBI
ICTOpUYHMX JaHMX 1 MOTOYHOI OOCTAHOBKH Ta MOTESHINIMHI HACTIAKHU I aKTHBIB.
Pu3uk omiHIOETBCS K MTOOYTOK iIMOBIpPHOCTI Ha BIUIMB. 3HAYEHHS OLIHIOIOTHCS
excrieprHo abo Ha ocHoBi cratuctuku (CERT-UA ¢ikcyBaB y cepenHbomy
noHan 10 kiGeparak Ha 100y Ha Ykpainy y 2022 [1], YkpeHepro myo0iikye
rpadiky Ta MPOTHO3M BIAKIIOUEHb, IEpes]; OUIBIIICTIO MAacoBaHUX PaKETHO-
JPOHOBHX YJapiB 3a3JalieTifib HaJaeThCsl OMNOBIIIEHHS 3 OOKY IMOBITPSHHX CHII

[5D-
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TIponowxenns Tadmuii 1

Po3pobka
cTpaTerii Ta
IUTaHIB 3aXHUCTY

Ha ocHOBiI OIIIHKM pPH3UKIB TPUHAMAIOTHECSA PINICHHA IIOAO 1X MiHiMi3alii.
3aCTOCOBYIOTbCS ~ MIAXOAM  3MEHIIEHHS PHU3UKY [UIIXOM  BIIPOBAUKECHHS
KOHTp3axo/iB. PopMyeThCsl TIaH OE3MepepBHOCTI: BU3HAYAIOTHCS PECYPCH IS
PE3EpPBHOTO )KUBJICHHS, MPOLEYPH BBOAY iX Vy JIif0, BiANOBIJaJIbHI OCOOH.

BnpoanxeHns
MIPOTUPU3UKOBUX
3aX0/IiB

[IpakTryna peanizaris 00paHoi cTpaTerii. [HCTanAIis 001aJHAHHS, HANAIITOBAHHS
pe3epBHUX KaHAJiB 3B’SI3Ky TomI0. PeanizyloThCs opraHizauiiiHi 3aX01: TPEHIHIH
HepcoHaTy WoAo Xiif mpu OnekayTi, (opMyBaHHS IHCTPYKLIH 1 KOHTaKTiB.
CucteMu kibepOe3neKk HaJalTOBYIOThCS Ha poOOTY B YMOBax 1mepedoiB.

MoHiTopHHT Ta
pearyBaHHS [
qac iHIUICHTY

[Tig wac nificHorobnekayTy, abo0iiekayTy y O€IHAHHI3 KiOepaTakoro, OpraHi3amis
Iie 3a MArOTOBIEHMM IUTaHOM. OpraHi30BY€ThCSIONEPATHBHHUN, BHKOHYETHCS
OIIiHKA CHUTYaIii: SKi YaCTWHU CHCTEMHU 3HECTPYMJICHI, SIKi CHCTEeMH TepeHIIn Ha
pe3epBHE KHMBICHHA, $Ka TPHUBANICTh OYIKYEThCA. Y pas3i HAIBHOCTI O3HAK
KibepaTaky 3aIlyCKaeThCS IDIAH pearyBaHHA Ha KiOepinmmaeHnTt. Kpurtwdaao
B)KJIMBO 3a0€3M1EUYNTH MOHITOPHHT CTaHY CHCTEM Ha PE3€PBHOMY JKUBJICHHI.

BinHoBIIeHHS Ta
aHaJIi3 Mmicls

[Ticnst  BiTHOBJIGHHS OCHOBHOIO EJIEKTPOINIOCTa4yaHHS 1 crabimizamii cutyamii
HacTynae (asa BiIHOBJIEHHS, IO nepeadayae MOCTyoBe TTOBEPHEHHS 0 MITAaTHOT

IHIMJCHTY POOOTH. SKIIO Maya Micle Kideparaka — IPOBOAMTHCS PO3CITiLyBaHHS.
Vnockonanennst | Ilepexinm B pexum business-as-usual 3 ypaxyBaHHSAM OTpUMaHHX YpOKIB.
Ta miAroroska 1o | OpraHizallis OHOBIIIOE PETiCTP PH3MKIB: PH3MKH, IO MaTepiali3yBasUCs, MOXYTh
HACTYIHHUX 3MIHUTH CBOIO IMOBIPHICTh M BIUIMB y MailOyTHHOMY.

3arpo3

MartemaTu4Ha MOJeJIb PU3UKIB Ta 3aXUCHHUX 3aX01iB

Jlyist HaBeIGHOTO BHIILE MOETAITHOTO aJrOPUTMY 3aCTOCOBYETHCSI HACTYITHA MaTeMaTU4Ha MOJesb. [IpeacTaBuMo
iH(PaCTPYKTYpy KPMTHUYHOI CHCTEMH y BN opientoBanoro rpadpa G = (V,E), ne Bysnmu V — 11e KOMIOHEHTH
(axTHBH) cucTeMH, a OyTH E mO3HA9aroTh 3ale)KHOCTI MK HUMH Ta 3aJICXKHICTh Bill [UKEpeN eJICKTPOKHUBIICHHS abo
MepexeBoro 3’emHanHA. Hampukiman, By3on Datacenterl sanmexxuts Bix Byzna UPS (us myra o3mawae “KUBHTBCS Bif
UPS”), By3zon UPS 3anexuts Binm Generator ta PowerGrid, By3on Datacenter takox nos’si3anuii 3 By3mom Firewall
OTpPUMYE IOCTYI B iHTepHET 4epe3 (aepBout. J[asi KOKHOI Iyrd BH3HAYAETHCS KOC(DII[IEHT Baru, sIKMil BU3HAYAE dac
aBTOHOMHOTO ()YHKIIIOHYBaHHS 3a TPH IEPEPHBAHHI MAHOTO 3B’sI3Ky. Y TakoMy rpadi BimoOpakaroThCs TOUYKH
BiZIMOBH: sKIIO By3os PowerGrid Buxomuts 3 namy, TO KMBJICHHS MOXe OyTH KOMIeHCOBaHe By3imom Generator.
HanifHICTh CHCTEMH IIIOJI0 CIEKTPOKHUBICHHS MOXHA OIIHUTH Yepe3 TOHITTS 3B’ SI3HOCTI rpada: HeoOXiqHO, 100 s
KO>KHOTO KPUTHUYHOTO By3J1a iCHYBaB Xo4a 0 OJIMH IILJIIX JIO By3Ja-/pKepelia XKHBJICHHS 3 BArOBUM Koe(illieHTOM Oijblie
HyJ1s1 200 OUTBIIUM YM PIBHUM 32 I[IJIbOBE 3HaYCHHs MiHIMalbHOTO Yacy 0e3 BiiMoBU. BBeneMo 1BiiiKOBY 3MiHHY CTaHy
JUIsl KOKHOTO By3na: X; = 1, sikuro By3ou mpanesnartuuii, i X; = 0 y pasi BimMoBH (HApUKIIAA, BiICYTHE KHUBJICHHS).
Tomi uinb — 3a6e3neuduTd Xpgraeenrer — 1 HaBITh AKIO  Xpagwergrida = U, 3@ PaXyHOK WUIIXYy dYepe3 TeHeparop:
(opmanbHO, HasBHICTH pe3epBYy 03HAYAE, O Xparacenter = Xyps ANA (Xpowergria 07 Xgenarator)-

Posrasaemo HpOCTI/Iﬁ BUITAJJOK: CHCTEMaA Ma€ JBa He3aJIeXKH1 JOKEpeia JKUBJICHHA (OCHOBHe i pe3epBHe).

IMOBIpHICTEL BiZIMOBM OCHOBHOTO JuKepena (OJeKayT eeKTpoMepexki) — mosHaanmo Ppowergrid = P(Xpovergria = 0),
IMOBIpHICTh BiIMOBHM pe3epBHOTO TeHeparopa (HAmNpHKIaA, BiH MOXE HE 3allyCTHTHCS YU 3aKiHYUTHCS NajibHE) —
Pgen = P(Xgenerator = 0), JInst criparroassst pesepsy wi mozii MaroTh OyTH He3aneKHUMHM (Ha TPAKTHII Iie Maibke Tak:
BIZIMOBa EJIEKTPOMEpEXi HE BIUIMBAE HAa MEXaHIKy I'€HepaTopa, X04a MOXJIMBI HENpsiMi 3aJeKHOCTI SIK HecTaya
MaJbHOTO Yepe3 JIOTICTHKY I yac OJekayTy, aje NPHITyCTHMO He3alexHIcTb). Toxi iMOBIPHICTH IMOBHOI BTpaTh
SKUBJICHHSI JIJIsI KpUTUYIHOTO 06’ €Ty € (1):

P(PowerLoss) = P(Xgrid = 0 A Xgenerator = 0) = pgrid - pgen. P(Power Loss) = P(Xgig = 0 A Xgeperator = 0) =
Perid * Pgen. P(PowerLoss) = P(Xgrid = 0 A Xgenerator = 0) = pgrid - pgen

M

AHaJOTIYHO MOYKHA TPOMOJISITIOBATH HAJINHICTh 3B’ s13Ky. TakuM 9uHOM, rpadoBa MOJAEIH JT03BOJISIE KITBKICHO
OIIIHWUTH BHUTPAII BiJl TyOIrOBaHHS KOMIIOHEHTIB. Y TepMiHaX Teopii HaIiitHOCTI, peai30BaHO pe3epBYBaHHS 32 CXEMOIO
“n i3 m” (mampuknax, 1 i3 2 mkepen mae OyTw mpane3gaTHUM s (QyHKIIOHYBaHHsS cucteMu). Dopmyna ajs
iMOBipHOCTI 6€3BiAMOBHOI POOOTH TPH HASBHOCTI Pe3epBiB 331a€ThCs Uepe3 KOMOIHATOPHI HMOBIPHOCTI BiIMOB, aje B
MIPOCTOMY BHMAIKy | pe3epB came JOOYTOK IMOBIpHOCTEH BiIMOB Ja€ iIMOBIPHICTh 3arajbHOI BiIMOBH.

BucHoBknu

Ha ocHOBI aHaii3y pH3MKiB MacoBHX BiJIMOB €HEproIOCTayaHHS Ta MOJIMBUX KOHTP3aXOJiB 3alPOIIOHOBAHO
MOKPOKOBHH QJITOPUTM YHIpPaBIiHHA pU3UKaMU KiOepOesneku. ANTrOpUTM CHHUPAaEThCs HA MaTeMaTH4Hy MOJENb Ha
OCHOBI Teopii rpagis, 0 A03BOJISIE OLWIHUTH MTOKPUTTS IHPPACTPYKTYPH 3ac00aMHU pe3epBYBaHHS CIKTPOKUBICHHS Ta
3B’SI3Ky Ta X a/IeKBaTHICTh HASBHMM BHUMOTAM II0JIO ITOTOYHMX PHU3UKIB BTPATH €IEKTPOXKUBICHHS. JlaHa Monelb €
CIIPOIIEHOIO, O/IHaK, MOKE 3aCTOCOBYBATHCh HA MPAKTHII AJIsI IUTAHYBAHHS OpraHi3auliiHuX Ta iHQPAaCTPYKTYPHUX 3MiH
Tt 3abe3nedueHHs KibepcTifkocTi opraHizarii.
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B.C. IsxoBa, M.I. Ma3ypkeBuu

BUKOPUCTAHHAA 3AXOAIB COUNTER-OSINT JJI51 3AXHCTY NEPCOHAJILHOI
IH®OPMAILII B IM®POBOMY CEPEJIOBUIII

CporonHi, KOJIU IU(PPOBI TEXHOJOTIl CTalM HEBiI €MHOK YACTHHOK HAIIOTO JKUTTSA, MUTAHHSA OC3MCKU
0COOHMCTHX JITaHUX MOCTAE HaraJbHOIO MpobeMoro. YacTo HaBiTh HE YCBIIOMIIIOIOUH 1IbOTO, KOPUCTYBaul BUKJIAJal0Th Y
BIAKPUTHI JOCTYN BENUKY KUIbKICTh iH(opmanii mpo cebe: ¢otorpadii, HoMepu TenedoHIB, MicLe3HAXOIKESHHS,
eJIEKTPOHHI anpecH. JlocTaTHRO MaTh 0a30Bi TEXHIYHI HaBUYKH — 1 OyIb-XTO MOXe 3i0paTH HMOBHHMH LUQPOBUIi
MOPTpPET J0AMHM ab0 oprasizalii, Ipy oMY (OPMaNbEHO HE MOPYLIYIOUH 3aKOH.

Came HeoOI3HaHICTD 1 HeA0ae CTaBICHHS 10 KOH(IACHIIIMHOCTI CTBOPIOIOTH i7icalbHi YMOBH JJIT BUKOPUCTAHHS
MetoxiB Bimkpuroi po3Bimku — OSINT (Open Source Intelligence). Sk mpotuBary mpomy, 3’sBISETBCA HOTpeda y
KOHTP3aX0/1aX, SKi HOKIMKaHi 3MECHIIUTH TOCTYIHICTh IePCOHANBHUX AaHUX — Tak 3BaHuX Counter-OSINT mpakTHk.

ITig OSINT posymitoTs 30ip i1 aHam3 iHpOpPMAIIii 3 BIAKPUTHX JKEPEN: COMiaTbHAX MEPEXK, IyOTIdHIX PEECTPIB,
0a3 maHux, TOMeHiB, GopymiB, MeTagaHuX GoTO- Ta BifgeodaiiniB Tomo [1].

s indopmMaris He € CEKPETHOIO, IPOTe i1 00’ €qHAHHS T03BOJIsIE chOpMyBaTH HOBOJI IOBHY KapTHHY IIPO 0CO0Y
yn 00’ekt. OSINT akTUBHO 3acTOCOBYETBCS Yy cdepi >KypHaIiCTHKH, Oe3nekH, KibepOesnekH, AisIbHOCTI
MPaBOOXOPOHHUX OPTaHiB, a TAKOX Oi3HeCy.

Haii6inpim BiTOMUMHM IHCTpyMEHTaMH, SIKI BHKOPHCTOBYIOTbCS Al 1boro, € Maltego, SpiderFoot, Shodan
(momrykoBa cucreMa JIsl BUSIBICHHSI IPUCTPOiB y Mepexki), Recon-ng i theHarvester [2]. Bci BoHM MaroTh BiAKpUTHIA
JIOCTYTI 1 He IOTPEOYIOTh CIEIIAJIbHOTO O3B0y HA BUKOPHCTAHHSL.

Counter-OSINT — 1e He OAMH IHCTPYMEHT, a KOMIUIEKC JIiif, SIKi KOpUCTYBau abo OpraHizaiisi MOXe BXKUTH.
Hanpuknan, yHHKaldTe HaaMipHOI MYyONIYHOCTI B  COIIaNbHUX Mepexax: MpHXOByiTe iH(OpMaImifo mpo
MICIICe3HAXOKEHHS, 3aKpUBaiTe CIUCKH NIPY3iB, HE BUKOPHCTOBYHTE OAHI i Ti caMi (JOTO UM TICEBIOHIMH Ha Pi3HHUX
miaTpopmax.

EdexTrBHOIO MIPAKTUKOIO € CTBOPEHHS OKPEMHUX OOJIIKOBUX 3aIHCIB I poOOTH, OCOOUCTHX CHpaB i myOIiqHOT
akTUBHOCTI.CIOJTM K BIJIHOCUTBCS 1 BHUKOPUCTAHHS BipTyanbHUX MamuH, VPN-cepiciB, Opay3epiB i3 HMOCHICHUMH
HaJTAINTYBaHHSIMY KOH(DIIEHIIIHHOCTI, @ TAKOXK peTeIbHEe OUMIIECHHS METalaHuX y daiinax mepen myodikariero [1].

Bax/uBor CKIAJOBOI0 € il KOHTPOJb 3a JAOMCHHUMH IaHMMHU: BapTo mpuxoByBatm WHOIS-iH(popMmarito,
BUKOPHCTOBYBaTH Npokci abo crtoponHi peectparopu. Cepsicu, Ha kmrant, HavelBeenPwned um DeHashed
JIOTIOMOXYTh BHSIBUTH, Y Balllli JaHi BXe OyJM CKOMIIPOMETOBaHi. BapTo TakoX TNepiofMYHO NPOBOJUTH
camorepeBipky — BUKOPUCTOBYr0UH OSINT-iHCTpYMEHTH BIiIHOCHO BJIACHHX [aHMX, II00 MOCIIAMTH, SKI came
BIZIOMOCTI IOCTYITHI y BIZIKPUTHX JKepernax.

VY xopmopatuBHOMY cepenoumi 3axonu Counter-OSINT e me BaxmuBimmMu. KoMmaHisMm ciif peryispHO
TIepeBIipsITH, siKa iHGOPMAITiS PO HUX JOCTYITHA B MONTYKOBUX CepBical, aHANI3yBaTH PiBEHb BITKPHUTOCTI CTPYKTYPH,
rocaJi, CIry>k00BHX ajpec.

KopucHo 00MexuTH iHICKcamifo KOH(DIIEHIIHHOTO BMICTY Ta HMPOBOIWTH HaBYAHHS IPAIMiBHUKIB 3 HUPPOBOL
ririeHu. [3 po3BUTKOM TEXHOIIOTIH 3aXUCTy (HaNpHKIa1, MH(PyBaHHIM) 3MIHIOETBCS 1 caM MiIXiJ 10 poOOTH 3 JTaHUMHU
— aKIEeHT MePeXOoIUTh Bi 300py A0 MiHIMi3amii octymy [3].

He meHnm BaxxnuBuM HanpsimoM y npaktuii Counter-OSINT € poGora 3 BlacHUMH 3BUUKaMH KOPHCTyBaua: He
BapTO BUKOPHCTOBYBAaTH OJHAKOBI HIKHEWMH 4YM aBaTapy Ha Pi3HUX IUaT(hopmax, 0cOOIMBO SKIIO OJHH i3 aKayHTIB
NpUB’s3aHUH 70 0ocoOMCTHX aAaHuX. /Iyl HepeBipkH TOro, A€ BXKE BHUKOPHCTOBYETHCS Balll MCEBIOHIM abo iMm’s
KOPHUCTYBaya, JOIIHO CKOPUCTATUCS OHIalH-1HCTpyMeHTaMu Ha KitanT NameCheckr un WhatsMyName. 3a3znaueHi
IHCTPYMEHTH Jal0Th 3MOTY BHSIBUTH IIOB’s3aHI NMpoQisli Ta CBOEYACHO BXKMTH 3aXOJIB Ul 3MEHIICHHS LU(POBOro
CIiy.

OxkpeMO 3arpo30l0 MOXHA BB@XaTH, BHUKOPHCTaHHS COLUAJBHUX MEpEX NpaliBHUKaMU Jep>KaBHUX
MATIPHEMCTB, YCTAHOB OpTaHi3alliil 3 MeTOr0 IyoJiKkaIii sk podo4oi iHpopMarii Tak i BeJeHHS 0COOHCTHX MpodimiB[4,
c.166].

Sk npuknan, Honr-xyn JIi, Mapk Ce-Jlxyn, IMapk Bon-Xen B cBoemy mociimkenni «Military Information
Leak Response Technology through OSINT Information Analysis Using SNSes» 3a3Ha4aioTh, 110 B Pe3yJbTaTi
MPOBEIEHHS €KCIIEPUMEHTY 3 BUKOPUCTaHHAM ychoro 4oTupbox OSINT-cucrem, 3a NOIIYKOBHMH 3alIUTaMU 3 JIEB’ITH
KIIFOYOBHUX CJIB, SIKi TIOB’sI3aHi 3 BifiCbKOBOIO iH(OpMaIIi€o, a came: «BIHCHKOBA TAEMHUILD», «00OPOHO-TIPOMHCIOBI
nepeBarm», «0O0OPOHHI KOMITaHii», «OOOPOHHWN MOTEHIA», «MPOEKTH BIOCKOHAIEHHS», «OQilepH», «CHCTEMHU
030pO€HHS» Ta «OOOPOHHI MPOEKTH», BBEICHIMH aHTIIIHCHKOI0 MOBOIO, oTpuMann 100209 pe3ynbTaTiB BUKOPHCTaHHS
KITIOYOBHX CITIB B COIIaIbHUX Mepexkax [5, c. 4].

B Vkpaimi moxiOHI JOCTIMUKEHHS HE IPOBOMMINCH, IMPOTE BIAMOBIIHO IO 3BITIB OCHOBHHX CYO €KTIB
3abe3neueHHs1 KibepOesneky —coliaabHi MepeXki Ha MOCTiiHIH OCHOBI BUKOPHCTOBYIOTHCS 3I0BMUCHUKAMH IS 300Dy
iHpopMmanii Tpo 00’€KT araku, 30KpeMa sl HOMINPEHHS (IIIMHIOBUXIOCHIAHb, HIKI[UIMBOTO IPOTrPaMHOTO
3a0e3IeueH s, BUNHEHHS HECAaHKI[IOHOBAaHMX BTPy4YaHb B POOOTY €JIEKTPOHHO-OOYHMCIIOBAIBHOI TEXHIKH, TOIIO. [4,
c.167].

OTxe, y cBiTi, Ae iH(OpMalis Mpo HAC MOCTIHHO HAKONUYYETHCS, 31aTHICTh KOHTPOJIOBATH BJIACHY «LIU(PPOBY
TIHB» CTAa€ KPUTHYHO BaXJIMBOIO. [IOBHICTIO mpuxoBaTHCS B [HTEpHETI HEMOXKJIHMBO, NPOTE BIPOBAUKEHHS HAaBITH
6azoBux 3axoniB mpoTtuaii OSINT Moxe iCTOTHO 3HHM3WTH PU3UKH BHUTOKY ocoOmuctoi iHopmanii. lle He nmme
TEeXHIYHE MTUTAHHSA, a i cripaBa MUPPOBOT KyJIbTYpH.

60



Bazzell M. Open Source Intelligence Techniques: Resources for Searching and Analyzing Online Information. — 8th ed. —
2021. - 547 p.

Shodan, Recon-ng, theHarvester [Enextponni pecypcu]. —  Pexum  gocrymy:  https://www.shodan.io/,
https://github.com/lanmaster53/recon-ng, https://github.com/laramies/theHarvester.

Williams H.J., Blum I. Defining Second Generation Open Source Intelligence (OSINT) for the Defense Enterprise. — RAND
Corporation, 2021. — 74 p.

IsxoBa, B., & Omipcrkmii, 1. (2025). OSINT-TEXHOJIOI'II SIK 3AT'PO3A KIBEPBE3IIEL JIEPXKABM. Erexmponne
Gaxose Haykose eudanns «Kibepbesnexa: oceima, nayka, mexwikay, 3(27), 165-179. https://doi.org/10.28925/2663-
4023.2025.27.749.

Hwang, Y.-W., Lee, I.-Y., Kim, H., Lee, H., & Kim, D. (2022). Current Status and Security Trend of OSINT.Wireless
Communications and Mobile Computing, 2022, 1-14. https://doi.org/10.1155/2022/1290129.

61


https://github.com/laramies/theHarvester

1.0. Dubovkina

NEW ENERGY SAVING MODES OF PROCESSING
LIQUIDS

Understanding how liquid interact with each other is key to conception how structures arise and how their
properties arise from these[1].

Aquatic solutions were used for experimentation investigations. Aqua treatment and obtaining process was spent in
the condition of the physical influence.

Agriculture occupies 38% of the Earth’s surface and is the largest amount of land dedicated to a sole purpose[2].

Liquid nutrient solutions such as double distilled water, irrigation water for drip irrigation systems, and solutions
with fertilizes were used for processing. Spring barley “Myronivskyi 22” and vigorous triticale “Soncedar kharkivskyi”
were used for testing growing crops.

Rotary-pulsed apparatus of the cylindrical type with clearances 120x10% m was used. The method of testing
growing crops and method of optical microscopy were used.

For growing of spring barley ‘“Myronivskyi 22” such parameters were Selected: processing time — 30 s, processing
frequency 5, angular velocity — 315 s, impulses of pressure — 390 kPa.

For growing of vigorous triticale “Soncedar kharkivskyi” selected parameters were: processing time — 15 s,
processing frequency 1, angular velocity — 300 s, impulses of pressure — 370 kPa.

The effects of analytical computation and mathematical modeling, statistical experiment have given the possibility
to calculate basic design data of devices which influence on intensification of carrying out of obtaining processes for
aquatic mediums, and also processing for the purpose of change of physical and chemical parameters and structural
transformations. The research studies demonstrated the increasing of the pH of the water prepared for the technology on
the 15%.

The nature and velocity of many physical and chemical processes which take place in such water systems changes.

The potential of hydrogen can greatly verify the velocity of itinerary of chemical reactions. Throughout processing
of aquatic solutions and obtaining process in the conditions of linear speeds of the first rotor is 21,5 m/s and the second
rotor is 23,5 m/s. The pressure of shift of a stream for the first rotor is 215 Pa and for the second rotor is 235 Pa.

The speeds of shift of a stream for the first rotor is 2,0 x 10° s and for the second rotor is 2,5 x 10° s*. The speed of
rotary motion of the rotors is n = 50 sec™. Through researches the potential of hydrogen of the aquatic solutions prepared
on standard technology has raised on 15%. Employment the method of physical influence in technology of receiving of
mediums allows receiving the activated aquatic solutions with the certain physical properties and parameters, assured value
of a potential of hydrogen.

Carrying out of obtaining processes for mediums in continuous approach is giving the possibility to decrease
reduction-oxidation potential on 25-55%.

By the modelling processes, mathematical and numerical modelling was found that the value of the linear speeds of
a stream should be from 21.98 m/s to 22.13 m/s for the first rotor and from 23.58 m/s to 23.70 m/s for the second rotor.
The value of angular velocity was 314 s and the frequency of hydrodynamic oscillations was 3-10° Hz. The coaxial
clearance between first rotors, stator and second rotor was from 100 to 500 pm.

The value of shear rate was for the first rotor from 2.2-10%s to 0.44-10°s and for the second rotor from 2.4-10°s
to 0.47-10 5s. The value of shear stress for the first rotor was from 219.8 Pa to 44.26 Pa and for the second rotor from
235.5 Pa to 47.4 Pa. The pressure difference between the input and the output liquid solutions at the working volume
before and after treatment is AP = 50-10° Pa.

According to the results of the research, it was found that the alternating pressure pulses in the system are A P =
370-108 Pa near the outer surface of the inner rotor; A P = 240-10° Pa near the outer surface of the stator; A P =155-10%Pa
near the inner surface of the stator; A P = 190-10° Pa near the inner surface of the outer rotor.

The local pressure values in the zone of water and alcohol inlet and water-alcohol mixture outlet from the clearance
change: near the outer surface of the inner rotor from -50-10° Pa to +300-10° Pa; near the outer surface of the stator from -
150 to 100-10° Pa; near the inner surface of the stator from +40-10% Pa to -120-10° Pa; near the inner surface of the outer
rotor from + 100-10%Pa to -100-10° Pa.

It should be noted that the fluid flow in the RPA has a pulsating nature of movement; within one period the speed
reaches 0.52 m/s and sharply decreases to the minimum value of 0.18 m/s.

The results of the experimental researches is established that using of no reagent methods of physical influence is of
current interest and perspective for consciousness of control on physical and chemical parameters, properties and the
structural organization for the purpose of an intensification of obtaining process of the aquatic solutions mediums.

Analysis of experimental data showed the effectiveness of using alternating pressure impulses for processing liquid
nutrient solutions for hydroponic systems to increase the productivity of cultivated agricultural crops and the yield of green
biomass.

1. Welton T. (2018), lonic liquids: A brief history, Biophysical Reviews, 10(3), pp. 691-706,
https://doi.org/10.1007/s12551-018-0419-2.

2. Foley J.A., Ramankutty N., Brauman K. A. (2011), Solutions for a cultivated planet, Nature, 478(7369), pp. 337-342,
https://doi.org/10.1038/nature10452.
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A.B. boiiuenko, B.P. Cenuenko

BUKOPUCTAHHS III U1 IOBYJIOBU CIIEHAPIIB KIBEPATAK HA OB’EKTH
EHEPIT'ETUKHN

VY 3B’s3Ky 3 Oe3mepepBHOIO 30poitHOI arpeciero 3 0oky PD akTyanmsHuM mpoOiiemMa Oe3leKH SHePreTUYHOT
ramy3i HaOynma HaJ3BHYAHOI akTyaidbHOCTI. Bukopucranus mryuHoro intenekty (LI) mns reHepyBaHHS MOXKIMBHX
crieHapiiB kibepaTtak Moxke OyTH HOTYXHHM CIIOCOOOM MOJEINIOBAHHS 3arpo3, TECTYBaHHS 3aXHCTYy Ta MOKpAIIEHHS
CTaHy Oe3meKH 00’ €KTIB €HEPTeTHKH.

3aco0M MITYYHOro IHTEJEKTY BKIJIIOYAIOTh MAaIlMHHE HAaBYaHHS], ITMOOKE HaBYaHHS, 0OPOOKY NMPHPOAHOI MOBH
(NLP), renepatuBHI Mojeni, a TaKOXX IHCTPYMEHTH Ul aHaNi3y BEJMKUX JaHUX. LI TeXHOJOTii 37aTHI BUSBISTH
3aKOHOMIPHOCTI Y BEJIMKMX MacHBaxX IaHUX, IPOTHO3YBATH MOBEIIHKY CHUCTEM, aBTOMATH3YBaTH NPUHHSTTS pilleHb i
HaBiTh TEHEPYBAaTH HOBI CLEHApil Ha OCHOBI ICTOPMYHMX NPHUKIAAIB. Y TIO€AHAHHI 3 IMOTYXHOCTSIMH XMapHHX
004YHCIIeHB 1 TOCTYNHICTIO BIIKPUTOTO MporpaMHoro 3adesneuenns, 111 crae gepani qocTynHIMMM 71l IIMPOKOTO KOJIa
KOpPHUCTYBayiB.

VY coepi kibepOe3nexu, 30kpeMa B KOHTEKCTI eHepreTwdHHX cuctem, LI mMoxe 3acTocoByBaTHCh SIK LIS
3aXHMCTY, TaK 1 A MOJENIOBAaHHS IOTEHUIHHMX arak. Hampukian, moneni riIMOOKOTO HaBYAaHHS MOXYTh OYTH
HAaTpPEeHOBaHi JuIsl imiTalii MOBEIIHKM 3JI0BMHCHHKA, NMPOTHO3YyBaHHS BpasnuBux Touok y SCADA-cucremax, abo
CTBOpEHHs1 (IIIMHIOBUX TMOBimOMiIeHb 3a jgomomororo NLP. TenepatuBHi Mopenmi, momiOHI J0 THX, IO
BUKOPHCTOBYIOThCSI B T€HEPATUBHHUX MOJEJSX, MOXKYTh CTBOPIOBAaTH CLieHapii coliaibHOi iHXeHepii, a IHCTpPyMEHTH
po3mi3HaBaHHs MAOJIOHIB — 11eHTU(IKYBaTH ci1a0Ki MicIsl B JIOTIL JOCTYILY 10 KPUTHYHOT iHPPACTPYKTYpH.

Jis moOynoBH peanicTHYHUX clieHapiiB kibepaTak LI moske mMomenmroBaTH il aTakylo4HX TpyIl, 3aCHOBaHI Ha
ICTOPHYHUX JaHHX MNP0 IHIMICHTH, BHUKOPHCTOBYBATH aJrOPUTMH AarcHTHOTO MOJCNIOBAHHS [UISL CHMYJIALHi il
BHYTpIIIHIX YHM 30BHIMIHIX 3arpo3, a TaKOX JONOMAaraTH y CTBOPEHHI KOMIUIEKCHHX aTak Ha OCHOBI KOMOiHAIii
BEKTOPiB BTOPrHEeHHs. Taki cuMyJIsinii MOXyTb OyTH BUKOPUCTaHI JUIsl MATOTOBKYU MEPCOHANY, TECTyBaHHS HaJiHHOCTI
crcteM abo JUIsl BAOCKOHAJICHHS 3aXUCHUX CTPAaTeriid, CTBOPIOIOYH HU(POBI "MiCOYHMII", B SKUX MOJEIIOIOTHCS aTaKu
0e3 3arpo3u JJis peaqbHUX CUCTEM.

MMigcranmii tudpoBUX €IEKTPOMEPEK CTUKAIOTHCS 31 3HAYHUMH BPa3HMBOCTAMH B KibepOesmer depes iXHIO
3pOCTaOdy 3aJISKHICTh Bill B3a€MONOB'I3aHUX TeXHONOTiH. Lli cmadki MicIs HapaXXaroTh EIEKTPOMEPEKyTa MOXKYTh
NPU3BOANTH OO0 KackagHuX edekriB. OCHOBHI Bpa3nmWBOCTI NUQPOBUX MIACTAHIII — 1€ 3acTapiii MeToau
aBTeHTH(IKamii, He3zamm@ppoBaHi mpotokomn 3B'si3ky Takd sk GOOSE (GenericObjectOrientedSubstationEvent),
BincyTHicTe VPN-3'emHanHA 3 MepekaMu MiACTaHIINA, HeHaJe)KHe 30epiraHHs OONIKOBHX TaHHWX Ta OaraTto iHIOWX.
Meroau LI MOXKyTh TOIOMOI'TH aBTOMaTH3yBaTH CTBOPEHHS PEATICTUYHHX CLIEHAPIIB aTak, sKi JO3BOJSIOTH BUSIBIISITH
Bpa3NMBOCTI LU(POBHUX MIACTAHII, MPOTHO3YBaTH TAaKTHKY IIPOTHMBHUKA Ta CTBOPIOIOTh YMOBH JJIsI NPUHHATTS
HEOOXIHUX 3aXO[IB MO0 3aXHUCTy CHEPreTHYHUX OO0’ €KTIB. HA MOTCHI[iHI 300i, MaHIMy/sImii JaHUMH Ta
HECaHKIIIOHOBAHU1 KOHTPOJIb 3 OOKY 3JI0YHHIIIB.

Tak, y poboTi [3] Hamu OyiO 3ampOIOHOBAHO MIAXiA MO MOJENIIOBAHHS CIEHApiiB PO3BUTKY MOMIl y Tamysi
CHEPIreTHKHU 32 JIONOMOIOK 3HAHHA-OPIEHTOBAHOI TEXHOJOTII 3 BUKopuctanHsaM rpadoroi B/l Neodj. Ll texHomnoris
BKJIFOUYA€ 30KpeMa MexaHi3MHu (GopMyBaHHs rpadoBUX MoJenel 3 aaHux, mo Mictatbes B XML daiinax [5], i sxi y
HOJANIBIIOMY MOXYTh BUKOPUCTOBYBATHChH IUIsl HABYaHHs Mopeeit L1

Ha puc. 1 nokaszaHo 3reHepoBaHUi ClIEHAPii IPOHUKHEHHS y MEPEXY, JI0 SKOI MiIKII0YeHI HU(pPOBI MiACTAHI].
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Pucynox 1 — Cuenapiii kibeparaku Ha pecypcu Mepexi IEC 61850
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Jana miarpama qeMoHCTpye peanizauito araku "Man-in-the-Middle” (MITM) na npukiagHoMy piBHI B Mepexki
IEC 61850, opieHTOBaHY Ha peJeiiHI MPUCTPOI MiACTaHLINA y TUIOBOMY OOJAaCHOMY LIEHTpi. Y 3BHYAaHHOMY PEXHMIi
npuctpii peneitnoro 3axucry nincraHuii A (IED A) nepenae nosinomienuss GOOSE mnpo BusiBieHy aBapiio 10
npuctporo Ha miactanuii B (IED B), sikuii y BiAmoBiAb BUKOHYE BiAMOBiAHY Ait0 (HANPUKIAM, BiAKIIOUEHHS JiHIY).
3noBmucHUK (MITM), sikuit 3HaXOAUTBCS B MEPEkKi MK LIUMH NPUCTPOSIMH, MEPEXOILUIIOE CIPAaBKHE MOBIIOMIICHHS
Ipo aBapito i MiAMiHAE HOro 3MIHEHMM — HAaNpHKJIaJ, TaKuM, [0 CUTHAJI3y€e MpO BiJCYTHICTb HecHpaBHOCTEH. Y
pesynbrati IED B He crnpanpoBye, Xoua aBapiifHa cutyaris nificHo Mae Micre.OZHOYACHO aTaKyOUYHil MepexOoIuTioe
MMS-3ammutn SCADA-cucremu mo |ED B, mo6 nizHatucs crad JiHil, i miaMiHSAE€ BiONOBii, iMITYIOYH HOpMAIbHY
pobory. Lle mo3BoIIsIE€ floMy MPUXOBATH CIPABXKHIHA CTaH CHCTEMH BiJl ONIEpaTOPiB €HEPrOMEpexKi.

Ie#t mpuknam NEeMOHCTPYE AOIIIBHICTH BUKOpHCTaHHI 3aco0iB IIII mis momenroBaHHsS clieHapiiB aTak Ha
KPUTHYHY 1HPACTPyKTypy, OCKUIBKH TPAAWIIHHI CHCTEMHU 3aXHCTy, HE 3AaTHI PO3II3HATH HiIMIHY IOBIIOMJIEHb Ha
NPUKJIAJIHOMY pIBHI, KOJHM aTaka MAacKyeTbCs IIiJl JIETITUMHY KOMYHIKallilo. 3JIOBMHUCHHK, Hil0YM HEIOMITHO B
pearbHOMY Haci, MOXK€ 3MIHIOBATH aBapiliHI CHTHAJNM Ta BiJIOBiJII CHCTEMH, IO MPU3BOJIUTH 10 HEBHUIMMUX, aje
NOTEHUIHO KaracTpodiyHMX HacHiAkiB s eHeprocuctemu. LI, aHami3yrounm nNOBeAiHKOBI aHOMaiii, 4acoBi
3aKOHOMIPHOCTI Ta KOHTEKCT ITOBIIOMIICHb, MOKE BUSBUTH O3HAKH BTPYYaHHS, Ki HE (DIKCYIOTbCA TPaTUIiHHUMHU
3aco0aMu, THM caMHM 3a0e3MeUyI0un MPOAKTUBHUKN PIBEHBb 3aXHCTy KPUTHYIHOI iHPpaCcTpyKTypH.

Opranizauii, 010 BIIPOBaKYIOTh BUSBIICHHS 3arpo3 Ha OCHOBI IITYYHOTO IHTENIEKTY, MOBLIOMIISIOTH MPoS53%
NPUCKOPEHHSI pearyBaHHs Ha HOBI MOJENI aTak, Xo4ya MOJCPHI3allisl 3acTapilluX CHCTEM 3aJMIIAEThCS CKIIAJHOIO
npobyiemoro. TakuM 4YMHOM, KOMIUIEKCHMH aHaii3 KibepOes3lneku crae HEBiJ'€MHOIO YAacTHHOIO 3a0e3ledeHHs
CTabIIBHOCTI CHEPrOCHCTEM Y IU(PPOBY CIIOXY.
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J.I1. Cinbko, K.JI. Cinbko

BUPIIHNEHHSA ITPOBJIEMU PO3MIPHOCTI Y 3AJAYI IPOT'HO3YBAHHA ITPOBJIEMUT
PO3HIEIIVIEHHSA KIIACTEPA

AHoTanis

B Te3ax posrmsmaeThcs TpoTHO3YBaHHS mpobnmemu posmervieHHs kmactepa (ITPK). OcnoBna yBara
NPUAUIIETHCS BUKJIMKAM, MOB’S3aHUM 13 3MIHHOIO PO3MIPHICTIO KJIACTEpiB, IO YCKJIAJHIOE 10Jady JAHUX Ha BXIiJ
MOJICTISIM MAIIMHHOTO HaByaHHs. [IpoaHamizoBaHO cydacHi MeTonu yHidikauii cTpykTyp rpadiB, 30KpeMa TEXHIKH
padding i mackyBanHs. OKpeMO pO3IVISTHYTO CHEKTpajbHI MiAXOAM JBOBHMipHe neperBopeHHs Jlammaca ta rpadose
neperBopeHHs1 Pyp’e. PoboTa minkpeciioe nepeBark Ta 0OMEKEHHS! KOXKHOTO 3 METOAIB Ta OKPECIIOE€ HANPSIMKH JUIS
No0Y/I0BH PO3MiPHO-YHIBEPCATBHUX MOJIETICH.

Beryn

VY cydacHi# apXiTeKTypi pO3NOAUICHUX iHPOPMAIIiHHIX CHCTEM Maiike HEMOXKIMBO 0OiHTHCS 0e3 3acTOCyBaHHS
MiKpocepBicHOTO Tmiaxony. BomgHowac MikpocepBiCHa apXiTeKTypa CYIPOBOIKYETBbCS pPHU3UKAMH, 30KpeMa
BUHUKHECHHSIM TIpoOieMH po3merieHHs kiactepa (nami [TPK) kpuTruyHOTO CTaHy KIaCTEPHHUX CHUCTEM, CIIPHIHMHEHOTO
iX posmonmitoM Ha i30/IbOBaHI YaCTWHH, B aHTJIOMOBHIN JiTepaTypi me sBumie Bimome sk splitbrainproblem [1]. B
KOHTEKCTI MITITapHHX 3arpo3 B YKpaiHi [2] Ta mpoOiieM 3i CBITIOM Ta 3B’s3KOM y CBITi [3] mane muTtaHHsA HaOyBae
HA/I3BHYAHOT aKTyallbHOCTI.

VY nonepenniii po6oTi [4] OyJ0 3aIpONOHOBAHO BHKOPHCTAHHS METOJIB Ta aJrOPUTMIB MAIIMHHOTO HABYAHHS
quist porHodyBanHsi [IPK. PosrnsiHyTo MeTon 3a0es3nedeHHs KOHCHCTEHTHOCTI B KiacTepax 3 PEIUTKAL€l0 THITY
singleleader [5], 3a sxoro ojxHa 3 HOJl BUKOHY€E (YHKII Jiiepa, a y BUIAIKy PO3IIJICHHS KiacTepa pelira Horo 4acTuH
OPIEHTYIOTBCS Ha PIllIeHHS Li€l HOMM. 3aJIMINAEThCA aKTyaJIbHOIO 3a7iada CTBOPEHHS pO3MipHO-yHiBEpCaILHOT MOJIeli,
ska 0 MorJia MpuilMaTH KJIAcTepu pi3HOro po3mipy Ta mporHosysartH iimoBipHicTs ITPK. Ilpoananizyemo migxoau 3
BIAKPUTHX JKEPEIL.

BukJiag ocHOBHOro Marepiany

Y pobori [6] mpencraBneHHs KiacTepy BinOyBaeTbcs y (opMi MaTpHUIll CyMiDKHOCTI Ta HMPOTOHYETHCS ITiIXi[T
MICPETBOPCHHSL BXITHWX MAaHUX 3MIHHOI PO3MIPHOCTI A0 (hikcoBaHOTO (opMATy MHUIAXOM IOMOBHEHHS MATPHII
CreniaJbHAMHU 3HAYCHHSMH, IO SIBHO IMO3HAYAIOTh BiACYTHICTH HOA. Takuii MeTon mo3BoJsi€ yHiI(IKyBaTH BXiIHI IaHI
JUI MOZIETi MAIlIMHHOTO HaBYAHHS, HE BTPA4alodyM iH(GOPMAIIO PO MOYATKOBY CTPYKTYpYy Kiactepa. 30Kpema, mpu
00poOI11i KiacTepiB MEHIIUX 32 MaKCUMaIbHUKA po3Mip (20 HOZ), BIACYTHI €JIEMEHTH 3aMOBHIOIOTHCS MapKepoM -1, mo
JIa€ 3MOT'Y MOJICJI PO3PI3HATH peabHi 3B s3KH Ta TeXHIUYHE J0NOoBHeHHs. KpiMm Toro, mependadyeHe KOMyBaHHS THUIIB
HOJI Y BUTJISIL LIJIMX YKCENT, MOYMHAIOYHM 3 2, JO3BOJISIE MOJICIi BPaXOBYBATH POJIb KOKHOT HOJIM B 3arajibHii CTPYKTYPI.
Taka ¢opma npencrasneHns 3abesnedye crany po3MipHicTb (21x20) i m1o3Bossie BUPIUTH MpoOiIeMy M0JaBaMoiMO
indopmariii. Lleit metox Takox Bimomuii sik padding.

Onnak mpocre 3actocyBaHHs padding Mo)ke NPHU3BECTH A0 CHOTBOPEHHS HAaBYAJIBHOTO MPOLECY, OCKIIBKH
MOJIEJTb TMOTEHIIIHHO cIipuiMaTHMe JTOJIaHi IIEMEHTH SIK PEJICBaHTHI 03HAKH. J{JIs BUPIMICHHS i€l 3a/1a9i JOIIBHIM €
BUKOPHUCTaHHS MacKyBaHHA. Lleif Meron BKmowae moOyIOBM JIONMOMDKHOI Mackd, IO BKa3ye, SKi €JIEMEHTH €
pearsHUMH, a sIKi 3amoBHIOBauaMu. [Ipo0OieMoro € Te, 10 He BCi, HaBiTh Cy4acHI MOJEINI, MATPUMYIOTh MacKyBaHHS.
[oBHiCTIO 1151 MOXKJIMBICTb peai3oBaHa y HEHpoMepexkax Ta Juile yacTkoBo y Metozi CatBoost.

B iHmioMy HampsMKy HepCIIEKTHBHOTO BHPIIICHHS POOIIEM i3 3MIHHOKO PO3MIPHICTIO Yy Tpe3eHTallii KilacTepHol
CTPYKTYpH, SIK JEMOHCTpye [7], 3aCTOCOBYIOTH ABOBHMIipHE JlarutacoBe IEpETBOPEHHS 10 MATPHIll CyMiDKHOCTI
BianmoBigHoro rpada. Ileit mixxin no3Boiisie BiIOOpa3sHTH CTPYKTYPY CHUCTEMH SIK TOYKY Yy BEKTOpi (ikcoBaHOT
PO3MIPHOCTI, HE3aJEeXKHO BiJ] TOr0, CKUJIBKH €JIEMEHTIB MaloTh cucreMa. JlaruiacoBe NEpeTBOPEHHS BPaxoBYE
TOIOJIOTIYHI 0COONMMBOCTI rpada, BKIOYAOYM 3B S3HICTh, JIOKAIbHI B3a€MO3B’SI3KM BEpIIMH Ta CIEKTPAJIbHI
BJIACTHMBOCTI, sIKI ICTOTHI Ui ONHMCY BHYTPIIIHBbOI OpraHizauii CTpyKTypu. MOKHa Tako)X BBECTH JEsKi riobaibHi
napaMeTpH, Taki SIK IariH YHCIO BEpPIIMH YM LIUIBHICTh 3B’S3KIB, SIKI JI03BOJISITH CHHTE3yBaTH YHi(ikoBaHe
MPE/ICTABIICHHS, SIKE MOXKHO OyZie IOAaTH BXiJTHUM MapaMeTpoM JIsl MoJieNied MAaIlIMHHOTO HaBYaHHSI.

[HmM  IMOBIpHHMM  pIIICHHSM € BHKOPHCTaHHA TpadoBux meperBopeHs @Dyp’e [8], mo MOAerOMOTH
B32€EMO3B’SI3KHM BcepequHi knacrepy. ITix UM miaxoaom rpad TpakTyIOTh SIK CUTHAI, IIO 3a3/aJeTib BU3HAYECHUH Ha
MHOXXHHI BY3IiB, a CIIEKTpaJibHE NMEPETBOPEHHS IiJITacCOBYEThCA 10 TpadoBoro omeparopa. OTpuMaHi CHEKTpajbHi
KOe(DIIiEHTH OMHUCYIOTh YaCTOTHI KOMIIOHEHTH CHI'HANY, IO JIeKaTh B OCHOBI MaciuTa0iB Bapiamiil y ctpykrypi rpada.
Taka ¢yHKIiS BigOyBaeThCS y NPOCTOPOBOMY UM CIEKTPAlbHOMY NpeAcTaBieHHI. BubOpaBmm meBHy ¢ikcoBaHy
KUTbKICTh HM3bKOYAaCTOTHUX KOMITOHEHT, MOKHA CTBOPUTH BEKTOP O3HAK (hiKCOBAHOI JOBKWHHU, IO HE 3aJICKUTh BiJl
MOYaTKOBOT KiNBKOCTI By3miB y Tpadi. ['ooBHOIO Mpo6ieMoro € Te, MO Yac BiJl Yacy IIi BEKTOPH MOXYTh OyTH
KOMIUIEKCHHMH.

BucnoBoxk

VY miif poboTi mpoaHamizoBaHO MIAXOAW Ui BUPIMICHHSA HpoOIEeMH PO3MIPHOCTI MaTpHIi CYMIXHOCTI, IIO
BUKOPHCTOBYETHCS JUIs iporHo3ysaHHs [IPK B MikpocepBiCHHX CTPYKTypax.

Cepen npoaHaIi30BaHMX pillleHb OKPEMY yBary MpUAIJIEHO IiJX0JaM Ha OCHOBI MaTpHIli CyMDXXHOCTI, 30KpemMa
meronaM padding i MacKyBaHHS, IO JJO3BOJISIOTH YHH(IKYBaTH rpady 3 pi3HOIO KUIBKICTIO HOJ. XodYa Taka 3B’s3Ka
Moxe OyTum nyxe epeKTHBHOIO BOHAa Ma€ KIIOYOBY MpoOieMy. BurbiicTs Mopaenell MalIMHHOTO HaBYaHHS He
HiATPUMYIOTb MacKyBaHHs, TOMY BUKOPHUCTaHHS TEXHOJIOTIi MOXe OyTH JyKe JIIMITOBaHUM.
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Takoxx OyJI0O pO3IIISTHYTO CIEKTpajibHI METOAM, 30KpeMa JBOBHMipHe meperBopeHHs Jlarutaca ta rpadose

MEPETBOPCHHA <1>yp’e, SIK1 JO3BOJIAIOTH nepeﬁTn A0 CIICKTPAJIbHOTO IMPOCTOPY, 3a6e3nequ0qH BCKTOP O3HAaK cranoi
JOBXWHH, IO BaAXJIWBO AJIs1 MOJCIIOBAaHHA pI/I3I/IKiB IIPK. HpOTe CIICKTPAJIbHC TPEACTABJIICHHA MOXKC BKIHOYATH
KOMILIEKCHI KOMIIOHCHTH, 10 YCKJIaJHIO€ TOAAJIbIIIEC BUKOPUCTAHHSA Y Tpa[[HHiﬁHHX MOICIAX, OpiGHTOBaHI/IX Ha HiﬁCHi
3Ha4YCHHA.

HillcyMOByIOLII/I, L[OIliJ'H)He BUKOPHUCTAHHS KOYKHOT'O 3 OITUCAHUX MeTOZ[iB MOXKEC OAOIIOMOI'TH BI/IpiHII/ITI/I np06neMy

po3MipHOCTI KiacTepa. BapTro BpaxoByBaTH OCOONMBOCTI METOAY Ta HOTO CYMICHHICTH 3 OOpaHHM airOpUTMOM
MaIIMHHOTO HaBYaHHA. [lomampmn HOCHiMKEHHS MaloTh OyTH CIPSAMOBaHI HA YIOCKOHAJICHHS CTPYKTYPH PO3MipHO-
YHIBepcabHOI MOJIEN, sika O 3HM3MIa HMOBIPHICTh 30MTKIB y Bunagky BuHukHeHHS [TPK.
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A.P. Cnobonsiz, O.®. BytkeBuy

EKCINEPUMEHTAJIbHO-MO/IEJIBHI TOCJIIKEHHS TUCIIETYEPU3 AL
HABAHTAKEHb AT'PEI'OBAHUX MIKPOMEPEX /UIS NIIABUIIEHHS PE3UJIBEHTHOCTI
JOKAJIBHUX EHEPTOCUCTEM

HeonMmiHHOIO yMOBOIO TiIBHINEHHS HANIHHOCTI €IIEKTpO3a0e3MeUeHHsT CIIOKMBadiB B YKpaiHi € CyTTeBe
30UIBIICHAS B CTPYKTYpi reHepyrounx mnotyxHocteii OEC YkpalHnm 4acTKu po3ocepeKeHUX Kepel TeHepyBaHHS
(PAI), 30kpema BiTHOBIIOBAaHUX JyKepen eHeprii. Ilopsn 3 migBUIeHHAM HaiHHOCTI eHepro3ade3nevyeHHs CII0KHBaviB
3aBIskd BHKOpHcTanHiO PIII Ta cTBOpeHHi0 Mikpomepexk (B [1] Mikpomepexka TpakTyeThCs SIK gopmda, pizHOGUO
deyeHmpanizosanoi enepeocucmemu) QyHKIIIOHYBaHHS JIOKATBHUX €HEPTOCHCTEM 3 MIKPOMEPEXKAaMH Pi3HOTO CTYIICHS
arperarii mepenbadae TakoXX MiABHUIIEHHS e()EKTHBHOCTI BHUKOPHCTaHHS CHEPTETHYHHX PECypCiB Ta 3abe3redeHHsS
OinpIoi raHy4ykocTi ympasninas [2]. TyT BapTo MiAKPECIWUTH OAHY BJIACTHUBICTH TaKOl CKIIAJHOI CHCTEMH, SKOKO €
JIOKAJIbHA €HEProCHCTEMa 3 arperoBaHUMH MIKpOMEpeXaMH: 32 HOPMaJbHHX YMOB (HE IOB’S3aHMX 3 BHHHUKHECHHSIM
aBapiif) eeKTHBHUI pexuM (YHKIIIOHYBAaHHSI KOXKHOI 13 MIKpOMEPEkK CIPHATUME JIOCSTHEHHIO e()EKTHBHOTO PEXUMY
(ymMoBHOTO ONTHMYMY) (DYHKIIOHYBaHHS JIOKaJIbHOI eHeprocucteMH (111 BIACTHBICTh HE € XapaKTEPHOIO JUISl CKIIaIHUX
CHCTEM, OCKUIBKH HE Y3TOJDKYETHCS 3 NMPUHIMIOM eMEp/UKEHTHOCTI — apyruM npuHuun B.P. Emi6i), ane y pasi
BUHUKHEHHS aBapiiHMX (MicisaBapiiHUX) pPEXHUMIB 3aBAaHHS 3a0e3NEYCHHS PE3MIBEHTHOCTI  JIOKAIbHOL
CHEPrOCUCTEMH 3 arperoBaHMMH MiKpOMepekaMy Mae OyTH JOMiHAHTHUM, MaTH BHIIUH MPIOPUTET HiX 3a0e3MeyeHHS
e(eKTHBHOTO PEXUMY (YHKIIOHYBAaHHS KOXHOI i3 MikpoMmepek. Pi3sHOMaHITHI BHMOTH O apXiTeKTypH, (QYHKITiH
CHUCTEM MOHITOPHHTY Ta YIIPaBIiHHSI MiKpOMEpe:KaMH, IO peawi3amii (yHKUiH, HEOOXiNHUX U1 3a0e3meucHHS
MEpEXKEBUX IIOCIYT, A0 AUCIEeTYepU3alil HABAaHTAKECHb (3 OTPUMAHHAM e(EeKTy, BiIMOBIIHOIO CaMOPETYIIOBaHHIO
HaBaHTAXXCHB) U CTAO1i3aIlil YaCTOTH Ta HAIIPYTH MIKpOMepek 3MIHHOTO CTpyMy Ta 0araro iHIIOTO, 30KpeMa JesKi
pexoMeHpaIii Ta crenudikamii — Bce e MICTHTHCS Y BIAMOBIMHUX CTaHOapTaX, IO CTOCYIOThCS Mikpomepex. He
JIMBJISIYUCH HA TEBHHUI NMPOTpec B LIApUHI PO3BUTKY MIKpoMepek B YKpaiHi Ta MPUHHATTS JEKIIbKOX TrapMOHI30BaHHX 3
MDKHApOJIHUMH HalllOHAJIBHUX CTaHIAPTIB 100 MIKpOMEpEX Ta iXHiX €JIEMEHTIB, L€ 3aJHMIIAEThCSl 3HAUHA KiJIbKICTh
MUTaHb, SKi MOTPEOYIOTh MOJANBIINAX MOCTIIKCHb Ta OMpPAIfOBaHb, 30KpeMa 1 THX, 1[0 CTOCYIOTHCS JUCICTYCPU3AIlil
HAaBaHTAXXCHb arperoBaHUX MIKPOMEpEX Ta KepOBaHOI'O BUKOPHCTAHHS EHEPropecypciB TaKHX MIKPOMEpPEX s
3a0e3MeueHHs] Pe3WIIEHTHOCTI JIOKAIbHUX EHEProCUCTEM y pa3l BUHUKHEHHS aBapii. Hmkue cTHCIO HaBeJeHO
Pe3yJbTaTH JOCIIIKEHb, 0 CTOCYIOTHCS AUCIETYEepU3allii HAaBaHTAXKEHb arperoBaHoi MiKpOMEpexi.

Juns mpoBenenns nocuimkenp B cepemounli MATLAB Simulink Oymo cTBopeHO MOIeNns arperoBaHoi
MIKpOMepexXi TepuTopianbHOI TpoMaad, Mo 0a3yeTbes Ha (parMeHTI peanbHOI PO3MOIITFHOI MEpeXi, IO MiCTHUTh
paiioHHy enexTpuuHy miactanuito 110/35/10 kB. Cymaphna notysxHicts coHstunux enekrpocranuii (CEC) arperosanoi
MikpoMepexi ctaHoBuTh 16 MBT, a yctaHoBOK 30epiranus enekrpoeHeprii (Y3E) — 500 kBt 3 cymapHoro emHicTiO 1
MBrTrToa. 3aranpHuii BHUIsL Takoi Mikpomepexi (i3 «OJ0YHMM» 300paKeHHSIM il €JeMEeHTIB, KOXXKHUH 3 SIKHX
BPaXOBYETHCS CBOEIO «PO3TOPHYTOIO» MOJIEIUIIO) ITOKa3aHO Ha puC. 1.
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Pucynox 1 — «bioune» 300pakeHHsI MOJIeNIi arperoBaHOT MiKpoMepesKi

VYci cnoxuBaui TEpUTOpiaNbHOI TpoMagd (arperoBaHoi MIKpOMEpEXKi), 3aJIe)KHO Bl TNPIOPUTETHOCTI
eJIEKTpO3abe3neueHH s, 3rPYNOBaHo y BUIIIAAI KiacTepiB. PopMyBaHHs KJIacTEpiB MOYMHAETHCS 3 PIBHS e1eMEeHMAPHUX
MikpoMepex. KibKicTh KilacTepiB 3aJISKUTD BiJl 0COOIMBOCTEH CHOXKMBAUIB EJIEKTPOEHEPTil B aCHEKTi IXHFOTO BILUIUBY
Ha JKUTTS (CKOpillle Ha PE3WILEHTHICTH) TEPUTOPIAIBLHOT TPOMaAN Ta «UYTJIMBOCTI» IO IMEpPEepB €IEKTPOIOCTadyaHHs.
Hanpuknan, kmacrep Nel — 1e croxwBadi KpUTHYHOI 1HOPACTPYKTYypH TepUTOpPiaidbHOI rpomanu (MEeIudHi 3aKiIaaH,
BOJIOKaHAJ, CHCTEMH 3B’SA3Ky Ta iH.); kimactep Ne 2 — MpiopHTEeTHI CHOXKHBadi, ajié MEHII BPas3JMBi 70 MEpepB
eJIeKTpOXKHUBIIeHHS; KitacTep Ne 3 — moOyTOBI CIIOKHMBAYi Ta CIIOKHUBAYi, «CTiIHKi» 10 TIepeOOiB 3 €NEKTPOKUBICHHAM. Y
JTAHOMY JIOCTi/DKeHHI OyJI0 BHKOHAHO IOJIN YCiX CIIOKMBA4iB Ha 2 KJIACTEPH Ta BHKOPHCTAaHO PETPOCHEKTHBHI JaHi
II0JI0 ENEKTPUYHUX PEXKUMIB JIOKAIbHOT eHeprocucteMu. [10TyKHICTh 3MMOBOTO Ta JIITHHOIO MaKCHUMyMIB CyMapHOTo
@JIeKTPOCTIOKMBAHHS CTaHOBMIA BignoBigHO 1692 MBT Ta 1354 MBT. 3 ypaxyBaHHAM BiIMIHHOCTEH METEOYMOB Ta
3a3HaYCHHX PEXHUMIB JJOCHIPKEHHS 0yJI0 BUKOHAHO SIK JUIsl 3MMOBOT'0, TaK 1 JIITHHOT'O CIIEHAPIiB.
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Iix wac peamizamii QyHKuii gucneryepusanii HaBaHTaXXEHb arperoBaHUX MIKpOMEpeXX Oylo IpocTo
BUKOPHCTAHO IBOPIBHEBY apXiTEKTYpy CHCTEMH KEpyBaHHS, TOMY OJHHMM 13 INUTaHb, IO MOTPeOye I0AATKOBOTO
JIOCJIIJPKEHHS CTOCYETBCSI IOLUIBHOCTI BUKOPUCTAHHS TaKoi JBOPIBHEBOT apXiTEKTYpH CHCTEMH KEpPYyBaHHS MPOLIECAMHU
CJICKTPOXKMBJICHHS CIIOKMBAYiB 32 OyAb-SIKOi KIJIBKOCTI ereMeHmapHux MIKpOMEpEX, arperoBaHuX B JIOKaJbHY
eHeprocucremy. Ilepimii piBeHb ABOPIBHEBOI CHCTEMH YTBOPIOIOTH CHCTEMH KEPYBAaHHS eleMeHmAapHuX MIKPOMEPEK,
BOHM [IIOTh HE3QJE)KHO 33 HOPMAJIbHUX PEXKUMIB, BHXOASYM 3 YMOB JOCATHEHHS MAaKCUMyMYy e(EeKTHBHOCTI
(hyHKIIOHYBaHHS «BJIAacHOI» MikpoMmepexi. CucreMi kepyBaHHS JPYTOTO PiBHS HATA€THCS JIUIIE BiAMOBiIHA «3BITHAY
iH(pOopMalig MOA0 NOTOYHOTO CTaHY enemeHmapHoi MikpoMmepexi (3apsany Y3E, HOTYXHOCTI BIaCHOTO T€HepyBaHHS,
MOTY>KHOCTI CIIO)KMBaHHS KOXHUM i3 KiacTepiB). Y pa3i BUHHKHEHHS i30JIbOBAHOTO pPEXHMMY (BHACIIOK aBapii)
KepyBaHHS EPEXOIUTh IO CUCTEMH Apyroro piBHA. CaMe OO BUIIAIKY CTOCYETBCS Pe3YJIbTAaTH JOCIIIKEHb.

3aBmaHHA TOJATAE, HacaMIepeld, y 3a0e3MedcHHI eNeKTPOKUBICHHS CIIOKMBAYiB KPUTHYHOI 1HPPACTPYKTypH
(xmacrep Nel), a pemrTn — 3ajexHO Bi yMOB. Y pa3i Jediuury enekrpoeHeprii croxwuadi kiaactepy Ne 2
BUMHKaIOThCsA, a Y3E mepexoauTs y pexxuM po3psay Ao craHy 3apsay Ha piBai 10% SOC (State of Charge) Bin
MakcumanbHoro. J{is 36epexenns pecypcy Y3E Ta yHUKHEHHS MIMOOKOTO PO3psily CHCTEMa KepyBaHHS BCTAaHOBIIIOE
rpannyHi 3HaueHHs1 SOC (10-90%). [TouarkoBuit SOC BcraHoBiieHO Ha piBHI 45% U1 3UMOBOTO cleHapito Ta 35%
JUISL TITHBOTO. Y Tepiou npodiuTy cucTeMa KepyBaHHs CIIPSIMOBY€E HaJIMIIKOBY eHepriro Bix P mist 3apsmkanHs
V3E (no piBas 90%), micis 4oro HaJJIMIIOK €JIeKTPOCHEPrii BAKOPUCTOBYETHCS AJIsl KHUBJICHHS CIIOKUBAYIB KIacTepy
Ne 2. o6GoBi rpadiku, oTpuMaHi BHACIHIZOK MOJCTIOBAaHHSA i30JbOBAHOTO PEXHMY arperoBaHOi MiKpOMepexi 3a
3UMOBHM Ta JIITHIM CIIEHAPisIMU HaBEeICHO Ha pucC. 2.

Sotonsh rpaci (1) Boticuu rpain (1)

Y3E S0C (%) . YIE SOC W)

PucyHok 2 — Pe3ysbTaTi MOJCIIOBaHHS 130JIbOBAHOTO PEXKHMY arperoBaHOi MiKpOMEpeKi:
@) 3UMOBHH CLIeHapili; 6) JiTHIH cleHapiit

PesynpraT MopnemoBaHHSA (puUC. 2a) AEMOHCTPYIOTh, IO B YMOBaX MAaKCHMAJIbHOTO HAaBaHTAXKECHHS
JOCTIJKyBaHa CHCTeMa 37aTHa 3a0e3rmeqnT Oe3mnepediifHe eHepromocTadyanHs KPUTHIHOT iHQPACTPYKTYPH MPOTATOM
001 B 13071p0BaHOMY peXnMi. Brcoka coHsYHa aKTHBHICTH J03BOMMIN BUKopHcTaTh renepainiro CEC y npomikkax 3
08:00 mo 10:00 Ta 3 11:00 mo 16:00. ITix yac nepexoy 10 Apyroi 00U i30JILOBAHOTO PEKUMY POOOTH, BPaXOBYIOUU
3Ha4HUi po3psan Y3E HanpukiHii Nepuoro IHs, iCHy€ BUCOKa IMOBIpHICTh BHHUKHEHHsI eiluTy eaeKTpoeHeprii s
JKMBJICHHSI CHIOKMBauiB Kiactepy Nel, oco0nMBO 32 yMOB MEHII CIIPUSITIMBOT ITOTO/H.

PesynbraTel MOJICITFOBAHHS 32 JIITHIM ClieHapieM (pHc. 260) CBII4aTh, [0 CUCTEMa 37]aTHA 3a0€3MeYUTH YKUBJICHHS
crioxxuBauiB knacrepy Nel mpotsirom o061 HaBiTh 32 yMOB nouyatkoBoro 3apsay Y3E Ha piBai 30%. Bucoka consuna
aKTUBHICTh, XapaKTepHa JUIA JIITHROTO Iepiody, cupusuta crabimeHiN renepanii CEC, mo 3a0e3neumino KUBICHHS
Mikpomepexi 3 05:00 go 20:00.

IIpoTsirom CBITIIOBOTO JHS 3a0€3IEUYETHCS CIEKTPOKUBIICHHS YCiX CIIOKHBadiB B MOBHOMY 00csi3i. BewipHiit
nepiof 3HWKEHHA MOTYXHOCTI TeHepalil NPH3BOAWUTH JIO MOCTYIOBOTO IIEPEXOAY IO pPEXHMY 3a0e3NedeHHs
CIOXWBAYIB KPUTHYHOI iH(GPACTPyKTypH 3a paxyHOK enekrpoeHeprii Y3E. Hampukiani nobm piserr SOC VY3E
CTaHOBUTH 78%, IO CBIAUUTDH NMPO 30€pEkEHHs TOCTaTHHOTO 3amacy eJIeKTPOEHeprii /il 3a0e3NeueHHs] CIOXXHUBAadiB
kiactepy Nel y pa3i moBTOpPEHHS 130JIbOBAHOTO PEKMMY HACTYITHOT TOOH.

BucHoBku

Pe3ynbTaT BHMKOHAaHHMX JIOCHTI/DKEHb CBiJYaTh MPO MOXIJIMBICTh BUKOPHCTAaHHS JIBOPIBHEBOI apXiTEKTypH
CHCTEeMH KEpyBaHHS PEKUMaMH arperoBaHuX MIKpPOMEpeX 3 CHUTYaTHBHHM (3aJIe)KHO BiJi HOPMAIBHOTO 4H
130JIbOBAHOTO PEKUMY POOOTH) pO3NOAiITOM (HYHKIIH MK PIBHIMH CHCTEMH.

IIpaxTryna peamizamis GpyHKIiH AuceTYepu3aliii HaBaHTAaXEHb arperoBaHUX MIKpOMepex moTpedye HasBHOCTI
cy4acHOi iH(pOPMAIiHHO-KOMYHIKAI[IHHOI CHUCTEMH Ta MHOXHWHH TEJEKEPOBaHMX KOMYTAliHHUX MPHUCTPOIB, IO
3a0e3Ieuyr0Th BUMKHEHHS/YBIMKHEHHSI €IEKTPOKHBIICHHS CIIOXKHMBAYiB Pi3HUX KIIaCTEPiB.

CHpOMO’KHICTh arperoBaHUX MIKpOMEpEX IiJBHILYBaTH PE3HIBEHTHICTH JIOKAILHUX €HEPrOCHUCTEM 3aJIC)KUThH
BiJl XapaKTEpUCTUK KOMIIOHEHTIB MiKpoMepex, Hacamiiepes Bit Y3E, BU3HAUCHHS SIKMX € OKPEMOIO ONTHMI3aliiHOI0
3a7a4ero.

1. IEC TR 62898-4 Technical report. Microgrids — Part 4: Use cases. Edition 1.0 2023-04.

2. "IEEE Guide for Distributed Energy Resources Management Systems (DERMS) Functional Specification," in IEEE Std
2030.11-2021. doi: https://10.1109/IEEESTD.2021.9447316
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CTAHJAPTU TA INTYYHUM IHTEJEKT JJIsI KIBEPBE3IIEKHU

Xoua mrygnnit imrenexkr (III) mpomonye cyTreBi MokmmBocti st kiGepbesmeku, I BomHOUac reHepye
ClieHapii, B SKUX HOr0 MOKHAa BHKOPHCTOBYBATH /IS IOJNAHHS BiIOMHUX 3axofiB Oe3neku [1]. YMOBH Takux cieHapiiB
4acTO BKJIIOYAIOTh BUTOHYEHI MPOIENYPH, AKi EKCIUIyaTyIOTh BIAcTWBI Bpa3nmmBocTi cammx cuctem LII. Moxna
BKa3aTH KiJbKa KIOYOBUX obOnactei, ne 11l Moxe mMOTEHIHO 00XOAWUTH 3axomu KibepOesmeku: 1) HECTIPHUSATIMBI
arakm; 2) excruryatartist (exploiting) BpaSHI/IBOCTeI/I monem HII; 3) posmmpeni 3a gomomororo LI meronn artaku; 4)
00OMekeHHsI B po0acTHOCTI Ta nosicHroBanocti 11

1) Ataku 3 yHUKHEHHSIM BKJIIOYAIOTh HEIIOMITHE MaHIITyTIOBAaHHS BXITHUMHU JQHUMH, IO HAAXOISTh Y CHCTEMY
6e3nexy Ha ocHoBi IIII. 3MiHM BHAcHiOK IIMX aTak HEYacTO CHPUHMATHMYThCS 3BHYAWHOIO JIOJUHOIO, aje MOXYTh
npu3BoANTH 10 Toro, mio LI HeBipHO KmacudikyBaTHMe MIKIIMBAN KOHTEHT K Oe3neunuil. [Ipuxmamm: Moaudikamis
MIKCEeJIB Y 300pa)KeHHI 3a J0MoMOororo 310BMucHOro [13, mo0 yHuKaTH BUsBJIEHHs aHTHBipycoM Ha ocHosi LII; neska
3MiHa CIIiB y (DIMIMHTOBOMY €IIEKTPOHHOMY JIUCTi, 1100 00X0oanTH craM-(isTp Ha ocHOBI 1111.

ATaxu 3 OTPyEHHSIM BKJIIOYAIOTh BBEJCHHS 3JIOBMUCHIX a00 MaHIITyJIbOBAaHUX AaHUX Y HABYAIIbHUM HAOip MaHMX
mozeni Oesneku LI. 3 wacom 1ie cioTBOprOBaTHME HaBYaHHS MOJEINI, IPU3BOJSYM 0 HEBIPHUX Kilacudikaliili Helo 4u
PO3BUTKY i ymepemkeHb, sIKi MOXYTh €KCIUTyaTyBaTHCS HAlaJHUKAaMHM, IIOB’S3aHUMHU 3 TAKUMH 3JIOBMHCHHKAMH 4H
Mmasinyisropamu. [ToaiGHi mpouecu crioctepiraiucs i cocrepiratlotThes B iHpopManiiftHuX Ta ribpuaHux BiitHax (IpoTH
Ykpaian), 30kpeMa y KacKaJHOMY IOIIUPEHHI OaHKIBCPKHAX TMaHIK i (piHAHCOBMX CHEKYJAMid 3 METOI0 NOHMKEHHSI
PHHKOBOT BapTOCTi aKTHMBIB CYNEpHHKA, Y 3JIOBXKHMBAHHI I1HCAaHAEpCHKOIO iH(pOpMAIi€0, MEPCOHAILHUMHU JaHUMHU,
CIIy>KOOBHM CTaHOBHIIIEM, PHUHKOBOIO BJIaJI010, PETYIIATOPHUMH J1a3iBKaMHu [2].

[Mpuknax: iH’eKmis Oemo 3MIiHEHMX JaHHX MepexeBoro Tpadiky B CHUCTEMY BUSIBICHHS BTOPTHEHb (arak)
(Intrusion Detection System (IDS)) na ocuosi Il mpu3BoguTume, Bpeuwrri-pemnt, mo toro, IDS mpomyckarume
CIPaBXHi aTaKH, CX0XKi Ha TOTePe/IHbO oTpyeHi naHi (BUKpUBIICHY iHpopMarito) [3].

2) B arakax iHBepcil MoJeNi 3JOBMHCHHKH HaMararoThCs PEKOHCTPYIOBATH Yy TJIHBY (KOH(bmeHmI/IHy)
1Hq)opMau110 Big camoi mozemi LI, anamizyrouu i Buxomu Ta HOBemHKy y BIINOBiAb Ha pi3Hi BXimHI nani. Lle
MOTEHIIITHO MOXe PO3KPUBATH JIeTall PO HABYAIbHI AaHI YM BHYTPIIIHI ITapaMeTPH MOAEI.

B arakax kpanmibkkd MoJelli 3JIOBMHUCHUKM HaMaraloThCs BIITBOpIOBaTH IponpierapHy wmozens 11,
crocTepiraroun 3a ii mepen0OadeHHSMH Ha BENHKIM KUTBKOCTI 3amuTiB. ITicis CTBOpPEHHS MOCTaTHHO TOYHOI KOMIl
3JI0BMUCHUKH MOXYTb aHaJli3yBaTH ii cylabki cropoHu (ckaximo, mpoBoautd SWOT-ananmiz) ta po3pobustu
inecnpsiMoBaHi ataxu [4].

Y Oeknop-aTakax 3JI0BMHCHHUKM MOXYTh HaBMHCHO BBOJWTH (3allpOB3/XKyBaTH) IPUXOBaHI Bpa3IMBOCTI
(6exmopu (backdoors; 3aani Bxoan)) y moneni HII mix yac ix naBuanus. Li Oexnopu (3aKOHCEPBOBAHI areHTH) MOXKYTh
aKTHBYBATHUCS CHelU(pIYHIMH, YaCTO HENPUMITHUMHU CUTHaJIaMH (3 BUKOPUCTAHHSAM MOOYTOBOI TEXHIKH UM 3BHYAHHUX
IHANBITyaTbHAX MIPHUCTPOIB), JO3BOJIIIOYH HAIIaTHIKaM OOXOIUTH HOPMAaTHBHI (QYHKIIi Oe3IeKn MOJerTi.

3) 11 MokHa BUKOPHCTOBYBATH JIUTsl aBTOMATH3AIli1 Ta epCOHATI3allil aTak COIaNnbHOT iHKEHepil, 10 MiICHUITIOE
iX BINIMB Ta YCKJIAQJHIOE X CBO€JacHe BHUABICHHA. Lli arakm BKIIOYArOTh CKJIAJaHHS JOCHTH IIUJIECIIPIMOBAHHMX
(IIMHIOBUX EJIEKTPOHHHUX JIMCTIB, CTBOPEHHS pealicTHYHMX JuneikiB Juiss BumaBaHHs ceOe 3a iHIIY 0COO0y
(impersonation), aBTOMaTH3alil0 CHIKYBaHHSA 3 JXEepPTBaMH (OCOOJIMBO KOJM IHTEPECH JKEPTBU 3BOIATHCS MO
HaWnpoCTilNX), (OpMyBaHHs acoliajgbHOi (HaAMIPHO PHM3MKOBAHOI) YM BIKTUMHOI IOBEAIHKM 00’€KTa PO3pOOKH.
puxman: I moxe anamizyBaTu comianbHi Menia Ta npodeciiiai mpodini mimeoBoi ocodbu (00’e€kTa po3poOKH), MO0
CTBOPIOBATH JIOCTATHHO IMEPCOHATI30BaHUN (IIIMHTOBUN €JIEKTPOHHUM JIMCT, L0 MEPEeKOHJIMBO IMITY€e JOBIpEHOTO
KOJIETY YU CEpBic, SKUil 0coba HewacTo nepesipsie [5].

3noBMHUCHUKE MOXYTh iHTerpysaru LI y 3moBmucHe I13, mo6 migBuinyBaTd HOro CHPOMOXKHICTH YHHKATH
MepEeBIPOK 1 37aTHICTH mpucTocoByBatucs. Take I13 Ha ocHoBi 1111 MOXe BUBYATH MOBEIIHKY IIILOBOI 0COOU (CHCTEMM)
Ta 3aCO0M 3aXHCTY KibepOe3neKH, JO3BOIITIOUN MOAN(IKaIlil Y CBOEMY KOJI UM Aii, 00 YHUKATH CBOTO BHSIBICHHS.

Komu IIII BukopucTOBYeTbCsS Uit €(QEKTHUBHINIOrO CKaHyBaHHS Mepex 1 cucreM, igeHTH(dikamil Ta
ABTOMATH30BaHOI eKCIUTyarallii Bpa3JMBOCTEH, aBTOMATH3aIl MPOIEeciB PO3BiaKK (FeCONNaissance), To MIBHIAKOCTI Ta
MaciTabu aTak MOXYTh iCTOTHO MPUCKOproBaTHCS [6].

Ockinbku  MmogmemsiM LI, ocobmuBo MomensM TIMOOKOTO HaBYaHHS, I1HOAI BaXXKO Yy3arajlbHIOBATH
(YCBIZOMITIOBAaTH) HOBI YM HEBIIOMI THITM aTakK, JaHi SKHAX BIAPI3HSIOTHCS BiJ HABYAIBHHX MaHHUX LUX MOJCICH, TO
HanaJHUKH MOXYTh EKCIUTyaTyBaThW Taki oOMexeHHs B pobacTtHocTi Ta mosicHioBanocti LI murmixom po3poOku
HOBITHIX MeToiB arak [7].

4) Te, wo aeski mogeni LI 3a CBOEO IPUPOIOIO € KIOPHUMH CKPHHBKAMI», YCKIAJHIOE PO3yMIiHHS, YOMY BOHH
MpUIMAaOTh Ti YW iHIII pimenHs. Taka ooMmexxeHa mosicHioBanicTh I i Takuit Opak MPO30POCTI MOKE MEPEIIKOIKATH
BUSIBJICHHIO aTak MPOTHBHUKA H aHaNi3y HEOUiKyBaHOI ITOBEIIHKH.

CrerianpHa Tema «MaminHHe HaBYaHHA Ha JaHux cynepruka» (Adversarial Machine Learning)
30CePEKYEThCS Ha p03yMiHHi Ta BIpOTiJTHOMY BHIIPABJICHHI BUILE3a3HAYEHUX BpasnuBocteii y cucremax LI AkTHBHO
BEIYThCs JOCII/DKEHHS i pO3poOKH Gibin pobacTHix Moneneid LI, pesHIbeHTHHX BiTHOCHO HECTIPUATIMBHX aTak, Ta
METO/IiB BUSBIICHHS 1 3aXHCTy Bix K16ep3arpo3 PO3UIMPEHHX Ha ocHogi I. 11i MeToaun 3axucTy BKIIOYAOTh HaBYaJIbHI
JaHi cynepHuka (1106 BiacHi moneini LI Bumimics po3mizHaBaTH JaHi, CTPYKTYPH 1 PUKIIAIH CYIIEPHUKIB), OUUIICHHS
(sanitization) BximHUX JaHWX, BUSIBICHHS aHOMAJIiid, MPOLEIYPU MOSCHIOBAHOCTI AJIS KPAIIOro PO3YyMIHHS NPUHHATTS
pimens Ha ocHoBi IHI. Ockinpku LI mpogoBikye iHTErpyBaTHCS B 3aC00H 3aXHCTy KibepOe3neKku, To BaXKJINBO OpaTH 10
yBarm TakoXX NoTeHmian s3nosxuBanHsa I 3 Goky pi3H0MaHiTHHx 370BMHUCHHKIB. Tomy CYTTEBO PO3BUBATH
MPOAKTHBHHH Ta aJaNTHBHHMA MiIXiz, AKuil BpaxoBye Burpami Ta Butparu (pusmki) LI 3 MeTO0 MATPUMKH CHITBHOI
no3uLii 6e3mexu J0OPOCOBICHOr0 rPOMa/SIHHHA, CYCITUIBCTBA 1 IepkaBHy B Linomy [8].
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3actocynku LI mns 3axucty I13 1 cranmapti kibepOe3neku IeHepyloTh pajlle NPOLYKTH-IOIOBHIOBAYl, HIX
NPOJIYKTH-3aMIHHUKH: TaKi 3aCTOCYHKH € JIOJATKOBUMH CyTTEBUMH KOMIIOHEHTaMH e()eKTHBHOI Ta pobacTHOI cTparerii
3axucry 113, Topkarounch pi3HUX acIEKTiB OE3NEKH 3i CBOIMHU IepeBaraMu Ta HeloJlikaMH. MeTa 1oisirae y CTBOpEHHI
3acasHN4oro (ppeiMBOPKY HaMKpalux INpaKTUK, CTpaTerii Ta METOMIB JJsl YNpPaBIiHHS 1 3MEHIICHHS DPU3UKIB
KibepOe3neku. 3ragaHi NpPOJYKTH 3a0e3NeUyI0Th CTPYKTYpOBaHHUH MiIXia 10 Oe3eKH Mo BCiil opraHizaliii, BKIIOYarouu
po3pooky I13.

[lepeBaraMu CTaHIApTIB € MPOAKTHBHE YIPABIIHHA pH3WKaMH. Hampukian, crangapta ISO/IEC 27001
(«Information technology — Security technigues — Information security management systems — Requirements»; Bigomi
Bepcii 2005, 2013, 2022 pp.) i NIST CSF (CyberSecurity Framework) (ompumonaroetsest 3 2014 p.) momomararoTh
OpraHizamlisM CHCTEMATHIHO iAeHTHU(IKyBaTH, OIIHIOBATH Ta 3MEHIIYBATH PH3HKH IO TOTO, SK IIi PU3UKH MOXYTh
CTaBaTH MpeIMEeTaMH eKCIUTyaTarlii (31oBMucHIKamu) B 113.

Hotpumanns crangaptie GDPR (General Data Protection Regulation; perymoBanus €C, sike OMPUITIOIHIOETHCS
32016 p.), HIPAA (Health Insurance Portability and Accountability Act; 3akon CLIA, mpuitastuit y 1996 p.) [9] Ta
PCI DSS (Payment Card Industry Data Security Standard; ompmirogntoetsess 3 2004 p.) Yacto € IOPUIUYHOIO YU
HOPMaTHBHOIO BHMOTOIO, 1[0 TapaHTye 0a30BHI piBeHb Oe3neku (0a30BHI pPiBEHb SKOCTI MPOAYKTY) Ta AOIOMarae
YHUKATH ITpadis.

HacraHoBu 3 HaWKpamuxX MpPakTHK KOAMUQIKYIOTh KOJEKTUBHI 3HAHHS Ta JOCBiJ, MPOIIOHYIOUH IEpeBipeHi
MeToau Oe3MevYHruX MpakTHUK po3podku I3, KOHTpOIIO IOCTYmMy, 3aXHCTy HaHWX Ta pearyBaHHA Ha IHIWICHTH.
BrpoBamkeHHs cTaHmaptiB crupuse (HOpMYBAaHHIO OpraHi3aliifHOl KyJapTypu Oe3rekd B KOMaHII PO3pPOOHHKIB i B
opradizanii B minomy. [Ipukman: 19 sepecus 2024 p. HamioHansHUN KOOpPIWHANIWHUN HEHTp KibepOesnekn NmpuitHIB
pimieHHs 0OMEXHUTH BUKOpHcTaHHA Telegram B opraHax Jep>kaBHOI BIaJM, BifICBKOBHX ()OPMYBaHHSIX, Ha 00’€KTax
KpUTHYIHOI iHPpacTpykTypn YKpainu; moaiOHi pimeHast B €C cTamy BaKIHBUMH I CyCiTHIX 3 YKpaiHOIO JepxKaB.

CraHmapTH 4acTo BKJIIOYAIOTh MEXaHI3MH ayIHMTy Ta HPOLECH IMEPEeBIpKM MEHEIDKMEHTY, SKi CTBOPIOIOThH
(hpeiiMBOpK JUIsS 3arajbHOr0 BIOCKOHAJCHHS 1 CTUMYJIIOIOTH MOCTiHHE TMOMIMIICHHS MPakTUK Oe3meku. BomHouac
CTaH/IapTH MaloTh OOMEXECHHS 4epe3 CBill CTATUUHUIA XapakTep, 1HOJI BiACTarOYM Bij JaHMmadTy 3arpo3, Mo MIBUIKO
PO3rOpPTAETHCS, 1 HE BIAIOUUCH 10 e(hEKTUBHOI MPOTHIIT HOBUM 200 YCKIaHCHUM aTaKaM.

EdexruBHe BripoBaKeHHS Ta MiATPUMaHHS BIANOBIAHOCTI CTaHAapTaM MOXKEe OyTH CKIaIHUM, TPYAOMICTKHM i
PECYPCOMICTKAM MPOIECOM, MOTPeOYIOYHM Bif OpraHizamii J0CBiy BHKOHAHHS HOBaTOPChKHX mpoekTiB [10].
CraHJapTd HaJalOTh KEpiBHI MNPUHOMIHN, aje He € 0Oe3nocepeAHiMH TEXHIYHUMH pILIGHHSIMH: CTaHIapTH
Oe3nocepeHbO He 3aIPOBAKYIOTh 3aCO0H TEXHIYHOTO KOHTPOIIIO Oe3neku B camomy 113,

Peaizanis 3acrocynkie LI ms 3axucty [13 03Ha4ae BUKOPUCTaHHS MAIIMHHOTO HABYAHHS Ta IHIIMX METOMIB
HII s mokpalleHHs BUSBJICHHS 3arpo3, aBTOMaTH3allii pearyBaHHsS Ta HaJaHHS OUIBII NTUHAMIYHHUX 1 aJallTHBHHX
3axoniB Oe3meku A [13. LI Moxe aHamizyBaTH BeNnKi 0OCATH JaHUX y PEXKUMI peallbHOTO Yacy, Moo ineHTu(IKyBaTh
aHoMautii, IabJIOHN Ta 03HAKU 3JI0BMHCHOI AisTFHOCTI (30KpeMa HOBIiTHI Ta BUTOHYCHI aTaKH), SIKi TPaTUIiiHI CHCTEMH
Ha OCHOBI PaBHJI MOXYTb HPOIYCKaTH.

OxpeMHM MUTaHHSM € MOXJIMBICTh PO3POOKH 4K BIOCKOHAJIEHHS CTaHJapTiB KidepOesneku 3a gonomoroto HII,
SKAH JEMOHCTpY€E CBOT NepeBaru y konudikaiii HalliOHAIBHUX 1 MDKHAPOAHUX PETYJIIOBaHb, 1[0 PEaryloTh Ha Cy4acHi
BUKIIUKH.
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O.A. Creocikos, O.I1. HapexHnii

MOJEJI TA METOJIA 3BAXUCTY CUCTEM JIM®EPEHIIAJIBHOI KOPEKIII BIJT
KIBEPATAK

I'mo6GanbHi HaBiraniizi cynmyTHukoBi cucteMu (GNSS) 3a ocTaHHI POKM NEPETBOPHIINCS HA OJMH 13 KIFOUOBUX
€JIEMEHTIB y 0araThOX KPUTHYHO BaXKJIMBUX Tally3siX - BiJ] CHEPreTUKM # TEJICKOMYHIKaIlii 1O 3ai3HUYHOTO
TPaHCIIOPTY, BOJIOIIOCTaYaHHs, EKOHOMIKH, (piHaHCIB, JIOTICTUKH, 000POHHOT c(hepH Ta CiILCHKOro rocronapcTea. BoHu
3a0e3MeuyroTh He JIMIIEe TOYHE BU3HAUYEHHS KOOPAWHAT, a H CHHXPOHI3alilo yacy, 1o € pyHIaMEeHTOM JJIsl CTabiIbHOT
Ta edexTuBHOI podorm 1wmx cucreM. OnHak i3 nenanmi rmbmoro iHterpamielo GNSS y KHTTEBO BaXKIHMBY
iHpPACTPYKTYypy 3pocTae i piBeHb KiGep3arpo3. Taki 3arpo3m MOXYTh CEpPHO3HO BIUTMHYTH Ha KOH(iIEHIIHHICTS,
IUTICHICTD 1 JOCTYNHICTh SIK HaBIraIliifHUX JaHWX, TaK 1 CHTHAIIB TOYHOT'O Yacy, IMIO CBOEIO YEPrOI0 CTBOPIOE CYTTEBI
PU3UKH K U OTIepaiiHUX MPOIECiB, TaK 1 I OE3MEKH B HIJIOMY.

3rigno i3 3akonoMm Ykpainum "[Ipo kputnuny iHppacTpykTypy" Ne 1882-IX Bim 15 mucromama 2021 poky, mo
MepeTiKy KPUTUIHO BAXKINBUX c(ep BKIOUCHO, 30KpeMa, «15) KocMiuHy MisIbHICTH, KOCMIUHI TEXHOJIOTIT Ta MOCTYTH»
[1]. e 6e3nocepennso crocyerhest GNSS, amke rmo0anbHi HaBiramiiHi CyIyTHUKOBI CHCTEMH € KIFOYOBHM EIEMEHTOM
KOCMIYHUX TEXHOJIOTIH 1 3a0e3NeuyloTh HaJlaHHS JKUTTEBO BAXIUBHX IOCIYT, IIO MAaIOTh CYTTEBE 3HAYCHHS JUIS
HaIllOHAJILHOI 0€3MEKH, EKOHOMIKH Ta COI[iaabHOT CTA01ILHOCTI.

OcHoOBHUIT iepenik crnokuBaviB TexHonorii GNSS Brirouae aBTOMOOLUTHHI HaBIramiiHi CHCTEMH, CMapTHOHU Ta
TUIAHIIETH, JIOTICTUYHI Ta TPAHCIIOPTHI KOMIIaHil, OBITPSHY Ta MOPCHKY HaBiramito, Typu3M 1 aKTHBHUH BiAIIOYMHOK,
CUIBCbKE TOCIIOJApCTBO, HAYKOBI JIOCIIJDKEHHS, aBapiiHO-PATYBaJIbHI CIIy>KOW, CHOPTCMEHIB Ta (iTHec-nporpamy,
0aHKIBCHKHH CEKTOP, Oi3HEC-KOPIOpaLil Ta CITy>KOU JTOCTaBKH.

Kibep3zarposu, cnpsimoBani Ha GNSS, MOXyTh NPHU3BOAWTH 0 CIIOTBOPEHHS CHTHAJIB, IEPEXOIUICHHS
HaBiTalifHUX JaHWUX 200 IMOBHOI BTPATH Opi€HTAIlii KOPUCTYBAYiB, III0 CTAHOBHUTH CEpHO3HY HeOe3IeKy A CTa0lIbHOT
pobotu kpuTH4HOI iHpacTpykrypu. [lopymeHHS CHHXpOHi3amii 4acy B cHcTeMaX, sKi mokiajmaroTees Ha GNSS,
3laTHE CHOPUYMHUATH MacmTaOHi 3001 B CHEPreTHYHHX Mepekax, TEIICKOMYHIKAIlifHHX cucTeMax, (piHaHCOBOMY
CEKTOpi, a TaKOX y cdepi aBiamiifHOT Ta MOPCHKOI HaBirarii.

TpaHCHOPTHI CHCTEMH, CHEPreTHKa, aepPOIOPTH Ta MOPCHKI IOPTH AENall CTAIOTh O0'€KTaMH IIiABHINEHOTO
PH3HKY, OCKUIBKH iXHE (DYHKIIOHYBaHHS 3HAYHOIO MIpPOIO 3aJCKHTh BiJ TOYHHMX 1 JocToBipHHX manHux GPS [2].
BpaxoBytoun 1e, kibeparaku Ha GPS MOXyTh MaTH 3HAYHI HACHIIKU JJS CYCHUIBHOI OC3MEKH Ta CKOHOMIYHOT
crabinpHOCTI Kpainu [3]. V 3B'13Ky 3 1iuM, 3a0e3neueHns 3axucty GPS 3a/ie)KHUX CUCTEM CTa€ Ha3BUYAHO BaKIMBUM
JUISL TATPUMKHN (pyHKIIOHYBaHHS IUX KPUTUYHO BOXIMBUX cep Ta 3a0e3neueHHs Hal[loHaIbHOT Oe3MeKu.

OcHoBHi 3arpo3u Ha GNSS:

- I'myurinns curnanis (GPS jamming) [3]: 3actocyBanus mepeuiko noTyxHicTio monan —80 dBm moBHicTiO
OIIOKy€ HaBiramiro, MOPCHKUH TPAHCIIOPT, aBTOTPAHCIIOPT Ta 1HIII TaTy3i.

- Cnyoinr curnainis (GPS spoofing): migmina curaaiis 3 MeTO0 €30pieHTALlT 200 /IS MIAXPANCHKHX CXEM.

- Kibeparaku na Hazemny iHdppactpykrypy GNSS [4,5], Taki sk DDoS-araku, Artaku THIy 'JTIOJHHA
nocepenuni” (MitM), ®immar, SQL-in'ekmii, Ataku 3 nepenoBHeHHs Oydepa, llkinmuse [13 (MamBape), ATaku Ha
VPN-iadpactpykrypy, ATaku Ha nmpotokoiu nepexadi (Hanpukinan, NTRIP), Ta inmri kiGepaTaxi.

3anponoHOBaHI MOJIEINi Ta METOIH 3aXHCTY:

- Inrerpamis GNSS 3 iHepuiansHumu Hagiramiiaumu cucremamu (IHC) uepes ¢inmerp Kanmana [6] s
MepeBipKU JIOCTOBIpHOCTI NaHuX. Ll komOiHamis J03BOJIsIE BUSIBISTH Ta IMPOTUAIATH arakaM THIy cnygiHry Ta
TITyIIiHHS;

- Mouitopunr criBBigHoueHHst curaan/mym (SNR): curnan >10 dB-Hz Bume HopMu — MOXe CBIIYHTH NPO
criydinr-ataky;

- Asrenrtudikauis GNSS Ha piBHi curnany Galileo CAS (E6-C) [7], 3aBasiku oMy uepe3 MepeBipKy OTPUMAHHX
HaBITal[ifHUX CUTHAJIB, MOKHA ITiIBUIIUTH 3aXUCT Bif ciyQiHry Ta iHmuX BUAIB atak Ha cuctemMu GNSS;

- CrBopeHHs kiOep3axuimieHoi iH(popmatiitHo-komyHikaniitHoi cuctemu (IKC) 3 migrpumkoro TLS 1.3, VPN
(WireGuard), IDS/IPS, cermenTanii Mepex Ta 3aXUIIEHOT0 BeOcepBepa;

- BrpoBajkeHHS Ta BUKOPHCTaHHS HaliOHAJTBHHUX IMOCTKBAaHTOBHX craHmapTiB: «Kammuay (JCTY 7624:2014),
«Cxensa», «Bepmunay, «Kynunay.

- 3acrocyBanHs kBaHTOBOTO rereparopa (QRNG) mis rerepamnii KpUITOKITIOUIB.

OTxe, CTpIMKE 3pOCTaHHS BHKOPHUCTaHHS TIIOOANBHMX HaBiramifHux cymyTHuKoBuX cucteM (GNSS)
CYTIPOBOIKYETHCS BiAMOBIAHUM 301JIBIIEHHSIM KUTBKOCTI Ta CKJIAaIHOCTI Kibep3arpos, sKi 34aTHI MOPYIIUTH CTaOiNbHY
poOOTY KpUTHUHOT iHOPACTPYKTYPH Ta CTBOPUTH CEpHO3HI pH3WKHW i Oe3nekm HaceneHHs. OcoOnmBy HeOe3mneKy
CTaHOBUTH TMOSIBa BHUCOKOTEXHOJIOTIYHOI'O HEJeralibHOr0 OO0NaJHaHHs, [I0 3HAYHO PO3IIUPIOE MOXKIHUBOCTI
3JI0BMHCHHKIB 1100 peamizanii arak. Cepex HaimommpeHIimmx 3arpo3 — miaMiHa curHaiiB (GPS spoofing), ix
rirymrieas (GPS jamming), a Takox cripoOM HECaHKIIIOHOBAHOT'O JOCTYITY 10 iH(GOpMAaLifHO-KOMYHIKallifHUX CHCTEM
(IKC) aBTOHOMHEX cucTeM audepeHniansHoi kopekil (Autonomous DGNSS). [ToxiOHI aTaky CYTTEBO YCKIIATHIOIOTH
(YHKIIIOHYBaHHSI TaKMX Tajy3ei, sIKk aBTOMOOUILHMH TPaHCHOPT, JOTICTHKA, arpOIIPOMHUCIIOBHI KOMILIEKC, MalnH i
Besimkuii  Oiznec. lle, y cBowo depry, akTyanidye notpeOy B CHCTEMHOMY MocuieHHI Kibep3zaxucty GNSS-

IHPPACTPYKTYPH.
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VY miii poOOoTi NMpeACTaBIEHO OCHOBHI MIAXOAW J0 PO3POOKH MOJENEH 3aXHCTy Ta METOMAIB NPOTHAIl TaKUM

Kibeparakam, 30KpeMa HOCHJICHHs KiDepOe3leKn X CHUCTEM Y MOCTKBAHTOBY €py 3aBJUIKH IPOIO3ULIi 3aCTOCYBaHHS
MOCTKBaHTOBUX KpUNTOrpadiuHUX CTAaHAAPTIB Ta KBAHTOBOTO reHeparopa Bunaakosux uncei (QRNG).

3anpornoHOBaHi METOM CIPSIMOBaHI Ha 3a0e3Me4eHHs HaliHHOCTI, IIUIICHOCTI Ta JJOCTYITHOCT] TJaHUX KPUTHUYHOT

iHppactpykrypu GNSS. Tlomanpun JIociipkeHHs mependavdaloTh NpaKTHYHE BIPOBAPKEHHS 1 Bepudikalito
3alpOIOHOBAHUX 3acCO0IB 3aXHCTy B peaJbHUX yMOBAaX 3 METOI OI[HKM iX €(EeKTHBHOCTI NPOTH JAWHAMIYHO
3MIHIOBaHUX Kibep3arpos.
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C.B. Kynuk, A.B. [JaBuaiok

OI'JIAA L IPOI'PAMHOTI'O 3ABE3NNEYEHHS 3 BAKOPUCTAHHSAM IITYYHOI'O IHTEJIEKTY
Y NIPOLHECAX MIT'PAIIIL JAHUX

YV Mipy po3BUTKY TEXHOJIOTiH mITydHOTO iHTENeKTY (mami - ) 3pocTae KiIbKiCTh IHCTPYMEHTIB Mirpamii JaHux,
AKi BKJIIOYAIOTh aJITOPUTMH MAaIIMHHOTO HAaBYaHHS, IPOTHO3YBaHHS PH3HKIB Ta aJallTUBHOTO pearyBaHHA. 3 OISy Ha
e METOI0 JIaHOT'0 JOCITIIKEHHS €aHali3 CY4YaCHOTOIIPOrPaMHOT0 3abe3neueHHs
(mami -I13) 3 LI, mwo peamisye KIFOYOBI (YHKIIT — MOHITOPHUHT, MPOTHO3YBAHHS PHU3UKIB, ONTHMI3allil0 PIllICHb i
aJlanTamiio — SKi € KPUTUYHO BAXIMBHMH IIiJ| 4ac MpoLeciB Mirpamii naHuxX. 3AiCHEHO aHaii3 (YHKI[IOHAJIBHUX
KOMITOHEHTIB cy4acHoro II3, mo BuxopucroBye LI mis aBromarm3zamii Ta migBHIIEHHS €(QEKTHBHOCTI KIFOYOBUX
eTariB mirpaiii — 30kpema npodinroBaHHs, TpaHC(hOPMAIlii, aganTarii, KOHTPOJIO WIJICHOCTI Ta BUSBJICHHS aHOMAIIIH.
[Toxa3anoBapianTi BukopucTanHsa mozaeiner 111, mo K0o3BONAIOTH peani3yBaTH BHCOKOTOYHI i MacmTaboBaHi crieHapii
00poOKwM, amanTarii Ta MepeHeceHHs JaHUX MIX JDKepelaMy MOYaTKOBUX JaHUX W MiJIbOBUMHU cucTeMami. [IpoBeneno
MOPIBHAUTBHUH orisiz BinnosinHoro 13, oxapakrepruzoBaHo icHytodi I1II-komMnoHeHTH Ta THIIOBI anroputMu. OTpuMaHi
pe3yIbTaTH MOXKYTh OyTH MOKJIAICHI B OCHOBY MOJAIBINOI PO3POOKH METOAMK ouiHKK QyHKIioHansHOCTI 1T y cdepi
3aXUINEHOI Mirpamii JaHuX.

Mirpartiist JaHUX y MEXax reTepPOreHHOI IHQPACTPYKTYPH CYIPOBOIKYETHCSI 3HAUHIMHU BUKIMKAMH 3 TOYKH 30PY
HaJiitHOCTI, Oe3meKku, BiIMOBIIHOCTI HOpMaTHBaM Ta 3a0e3nedeHHs Oe3mepepBHOCTI OizHec-mpoueciB. TpamuminHi
MIIXO0/IM YacTo He 3J1aTHI ONEpaTHBHO pearyBaTu Ha 3MiHY YMOB iHQpacTpyKTypH 4 Kibep3arpo3. Y 1bOMY KOHTEKCTI
texHouorii 111 BUCTymaroTh ik IHCTPYMEHT JJIs1 KOHTPOJIIO SIKOCTI JJAHUX, CKOPOYEHHS MPOCTOIB 1 00pOOKM CKIIaTHUX
TpaHcdopmaliil y pexxuMi pearbHOro 4acy.

[IImoske BimirpaBaTu KJIIOYOBY POJIb Y MiZBHIIEHHI €(eKTHBHOCTI MPOLECIB Mirpauii naHuX, 3a0e3nedyyrodn
aBTOMAaTH30BaHe Npo(dinoBaHHA i ounIeHHs iH(opMalii, 0 BKIIIOYAE BUSBJICHHS NyOJIiKaTiB, 3alI0BHEHHS TIPOITYCKIB
1 BUMPABJICHHsI TIOMUIIOK y HA0Opax JaHHUX 3a JOMOMOTOI0 METOIB Kiactepu3aliii (Hanpukian, K-Means [1], DBSCAN
[2]) Ta Mozenelt iMOBIpHICHOTO BUCHOBKY: B KOHTEKCTI Mirparii JaHuX, I[i MOJeEIi JA03BOJSIOTHPOOUTH MPUITYIICHHS
Mpo BiACyTHI ab0 CymepewInBi 3alyCH, OWIHIOBATH BIUIMB 3MIHM CXeMH 0a3W JaHWX Ha i1 IUTICHICT Ta BHSBISATH
MOTEeHIIiiTHI 3001 B poLieci Ha OCHOBI icTOpUYHKX 11aboHIB [3].

3a momomoror III mMoxe OyTH peani3oBaHO IHTENEKTyalbHE BiMOOpa)KeHHS Ta TpaHC(OpMAIliss CTPYKTYpH
JAHUX, IO CYTTEBO 3MCEHIIye MOTpeOy B PYYHOMY BTPYYaHHI HPH 3ICTABICHHI CXEM 1 IOJIB MK MOYaTKOBUMH
JUKEpeJlaMH JTAaHWXTa LUIbOBUMH CHCTEMaMH, 30KpeMa 3aBJsIKH aJlrOpUTMaM IIIMOOKOTO HaBYaHHS, sIK-0T Sequence-to-
Sequence (Seq2Seq) moaeni ta tpanchopmepu (Hanpukian, TS abo BERT mis 3agau ceMaHTHuHOTO 3icTaBieHHs) [4].

[MapanenpHuil aHasmi3 JOTTYHUX 1 QYHKIIIOHATBHUX 3aJ€KHOCTCH y CTPYKTYPOBAaHHX JaHUX 3a0e3MeUyeThCs 3a
nJornomororo rpadopux HerpouHux Mepex (GraphNeuralNetworks, GNNS), siki JeMOHCTPYIOTh 3[aTHICTh MOJICITIOBATH
B32€EMO3B’SI3KM MK CYTHOCTSMH B THYYKid Ta ajmantuBHid ¢opwmi. 3rigHo 3 mociimkeHHsM [5], GNN peanisye
KOHIICMIIifo arperamii iH(opmarii Big cycimHiX By3idiB rpada, JO3BOISIIOYN 30epiraTd CTPYKTYPHHH KOHTEKCT Ta
MiATPUMYBATH LTICHICTH 3B’S3KiB MiX 00’€KTaMH y Tporeci TpaHcdopmamii abo mepeHocy nanuX. Lle ocoOmmBo
Ba)XXITUBO TIPH POOOTi 3 TETEPOreHHUMH CTPYKTYpaMH NaHWX, J€ TPaTulliifHi MOJAeNi He 3[aTHI BpaXyBaTH 3MiHHICTh
KUTBKOCTI CYCiZiB 9M TomoJoriuHi ocobmuBocti. GNN 103BOJNSAIOTH peanizoByBaTH (YHKIO iHAYKTUBHOTO HABYAHHS
Ha HOBHX TpadoBUX CTPYKTypaxX, IO MiABHUINYE iXHIO MPUAATHICTD 0 33Ja4 Mirpamii JaHUX MiX Pi3HUMH CHCTEMaMH,
HEe BHMAaral4u pY4YHOTO KOAYBaHHS 3ayexHocTed. CTpyKTypa Takmx Mojesieil BKiIO4Yae B cebe KOMIIOHEHTH, SIKi
MOEHYIOTH JIOKAJIbHY arperaiito, HeJliHIHY TpaHC)OPMAIIiF0 Ta MOMIIUBICTh TJIHMOOKOI OaraTopiBHEBOT perpe3eHTallil,
10 MiITBEP/PKEHO Ha MPAKTHUII B 3a1a4ax KJIacU(piKaIlil, MpOrHo3yBaHHS Ta CEMAHTUYHOTO 3iCTaBICHHS. TakuM YHHOM,
Bukopuctanist GNN y nporiecax mirparii 1aHUX J03BOJIsI€ 3a0€3Me4nNTH 30epeKeHHS JIOTTYHOT CTPYKTYPH, BUSBICHHS
aHOMaJTii 3B’S3KiB Ta MIJABHIICHHS SKOCTI BIIMOBIZHOCTI MDK MOYaTKOBUMH JDKEpEaMH [JaHHX Ta IiJIbOBUMH
CHCTEMaMH.

Ha 3aBepuiaiabHOMY piBHI ITpolieCy Mirparii 1aHuX Moke OyTH BIIPOBAJKEHO MEXaHi3MH IOCTIHHOTO KOHTPOIIIO
BIJIMIOBITHOCTI TONITHKAM Oe3MeKu Ta Oi3HeC-BIMOTaM, IO PEATi3yeThCS 3a JOTOMOTOK aIrOPUTMIB BHSBICHHS
aHoOMaNmid y pexmMmi peanpbHOro 4acy. [lo HalieQeKTHBHIIIMX BiTHOCATHCS METONH, 3aCHOBaHI Ha TIIHOOKHX
aBTOeHKozepax, kiacudikaropax XGBoost, a Ttakox i3omauiiinnx nepes (IsolationForest). 3okpema, amroputm
IsolationForest, Ha BixMiHy BiJ TpaguuiiHUX MiAXOMIB, HE CTBOPIOE MPOQLIF HOPMATBHUX JaHUX, a CHeLiali3yeThesl Ha
301l aHOMaJIbHUX 3pasKiB, 110, SIK MOKa3aHO y poOoTi [6], mae 3Mory gocsiraTh BUCOKOI TOYHOCTI IPH HHU3BKOMY
HaBaHTAXXCHHI HA ITaM’STh Ta i3 NiHIHHOIO OOYMCITIOBATIFHOIO CKIIAQJHICTIO. 3aBISKHA OCOOIMBOCTI 130JIFOBATH «PiAKiCHI
Ta BIIMiHHI» JaHi TOONM3y KOPEHs JiepeBa, el Mmiaxia epeKTHBHO CIPABIETHCS 31 CKIaIHIMH BUIIaJKaMH B YMOBax
BEIMKUX OOCSTIB Ta BHCOKOi PO3MIPHOCTI JaHUX. MexaHi3M KOpOTIIMX CEpeiHiX NUIAXIB y JepeBi I03BOJIIE
(dhopmyBaTH iHTETpaNbHY OIIIHKY aHOMAJBHOCTI, IO MOXE OyTH BHKOPHUCTAHA SIK CHUTHAN JUIsl 3allyCKy MeXaHi3MiB
pearyBaHHs Ha MOTEHITIHI 3arpO3M MUTICHOCTI 200 BUTOKY JIaHUX ITiJ] 4ac iX MepeMilleHHsI.

3actocyBanHs Takux Meromosorii I ciipusie moOymoBi caMoHaIaroKyBaHUX, aJaNTUBHUX CUCTEM, SIKi 37aTHI
JIO CaMOCTIHHOTO HaBUYAHHS Ha HOBHUX ITaTEpHAX MOBEAIHKH JJaHUX 0€3 3aTyueHHs eKCIIEPTIiB Ha KO)KHOMY eTali.

3 ypaxyBaHHSM TOTO, III0 Ha CHOTOJIHI BXXE PO3POOJIEHO HU3KY NTPOTPaMHMX PIIlIeHb, SIKi IHTErpyIOTh TEXHOJIOTIi
I putst migBuieHHS e(heKTUBHOCTI MPOIECiB Mirpamii JaHUX, HOIUTFHO 3MIHCHUTH Y3aralbHCHAN OTIISI Ha MPUKIAi
takux [I3, mo peani3yroTh KIOYOBI (PYHKI[IOHANEHI KOMIOHEHTH BiJIOBIMHO IO CYYaCHHX BHMOT CTIiHKOCTI,
a/IalITUBHOCTI T2 KOHTPOJIIO.
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Tabmung 1 — O [13, mo Bukopucrosye LI ayis mirparii qanux

113 ITpu3HayeHHs

AnropurMu

Datafold [7]

ABTOMAaTHYHA
nepeBipka SKOCTI Iij
yac Mirparii

Mopeni rauMOOKOro HaBYaHHS, Taki SK 3TOPTKOBI
HeliponHi Mepexi (CNN), s aHamizy CTPYKTYypHHX
3MiH y 0a3ax nanux [§8]

QASourceDataMigrationTool [9] | TectyBanus Ta | AnropuT™MH Kiacudikauii Ta BUSBJICHHS aHOMANIH,
BIJIIOBIIHICTE npu | Taki sk IsolationForest.
Mirpariii
AlibabaCloud Al Migrations [10] | Ontumi3anis mporuecy | AIrOpUTMH KilacTepu3allii Ta MPOTHO3YBAaHHS st
Mirpariii BUSBJICHHS 3aJI)KHOCTEH 1 omTUMi3amii mporecy
Mirparii.
KNIME [11] AmnaiTuka i | Higrpumye anropuT™u Kiacudikaiiii, KiacTepusaii

TpaHchopMallis JTaHUX
ITlinroroBka Ta amHaimi3
JAHUX

Ta perpecii Juist aHaji3y Ta Tpancopmarii 1aHuX.
igTpumye ITAPOKHIA CIEKTp ANTOPUTMIB,
BKITIOYAIOYM JIepeBa pilleHb, HEWPOHHI Mepexi Ta
METOJIM KJIacTepu3allii.

RapidMiner [12]

Ha crorommi B Vkpaini BpoBamkerss LI y poGoti nata-rieHTpiB mepeOyBae Ha MOYaTKOBOMY eTarti. Xoua JIesKi XMapHi
npoBaiiziepy no4nHaroTh iHTerpyBatd 111 it onTumizalii eHeprocrioXKMBaHHS Ta MOHITOPHHIY, LIMPOKE BHKOPUCTAHHS L€
TEXHOJIOTII 111e He cTaso mormmpeHnM sieutiieM. Briposamxennst 11 B ykpaiHchbkux neHTpax 00poOku qanux [13] € oOMexeHnM yepe3
PI3HOMAHITHICTh IH)KEHEpHOI IH(PPACTPyKTYpH Ta HEOOXIHICTh 3HAYHMX IHBECTHIH. BITbIICT CHCTEM MOHITOPHHIY JIMIIE
TOBIIOMISIFOTh TIPO HEOOXITHICTh BTPYYaHHsI, ajle He aBTOMATH3YFOTh IPOLIECH PearyBaHHsI MOBHICTFO. JlesKi yKpaiHChKi aTa-1eHTPU
MOYMHAIOTH BukopucToByBat LI s orrumizariii eHeprocroXMBaHHS Ta MOHITOpUHTY cucTeM. Hampuknan [14], xommaHis
SchneiderElectric mpornonye pitieHHst st onTuMizarii iHpacTpyKTypu Aata-lieHTpiB 3a nornomororo 1111, mo 103Bosisie 3MEHITUTA
BIUTIB HA HABKOJIMIITHE CEPEIOBHIIIC TA ITiIBUIIINTH €HeProe(heKTHBHICTb.

Irrerparis I B mpormecy Mirpariii JaHIX CTBOPEOE TIEPEIyMOBH i1l (DOPMYBAHHST HOBOI apXITEKTypH YIPABIIHHS CTIHKICTIO
H(pOPMAIIITHIX TTIOTOKIB B YMOBAX BHCOKHMX PH3WKIB. Ha OCHOBI Takoro ormsimy cydacHoro 113 MoykHa BHOKPEMHTH YOTHpPH 0a30Bi
(hyHKi, 1110 HUM peati3yoThCsL, a caMe MOHITOPHHT, TIPOTHO3YBAHHS PH3HKIB, OIITHMI3AITiS PIllleHb Ta aJaITallis 10 3MiH, peatizarisl
sKuX 13 3acTocyBaHHsM 1L 3a0e3nedye 3pocTaHEs PIiBHS TOYHOCTI, IMBUKOAIT Ta aBTOHOMHOCTI B YIIPABIIHHI TPOIIECAMH MITpalii.
Kosxna 3 mix (yHKiiH y)ke 3HAXOAUTH MPAKTHYHE 3aCTOCYBAHHS Y CIICIIATI30BAHNX IHCTPYMEHTAX, III0 BUKOPHCTOBYIOTH AITOPUTMHU
MaIlIMHHOTO HaBYaHHsI, ITMOOKI HEMPOHHI MEPEXKi Ta METO/IM BHSIBIICHHS aHOMAJTIH.

I cTae BOXKTMBOIO CKIANIOBOIO OC3MedHOi, ¢)EKTHBHOI Ta aJalTUBHOI MIrpallii JaHHX, OCOONHBO Il 00’ €KTIBKPUTHYHOT
iH(pacTpyKTypH. I3 3pOCTaHHSM CKIIaIHOCTI Ta MAcIITa0IB MIrpaLiifHUX CLIEHApIiB, IHTEIIEKTyabHi CHCTEMH CTat0Th HEOOXITHICTIO.
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MOPIBHSUIBHUI AHAJII3 METOIB BUBHAYEHHA ®YHKIUIOHAJIBHUX TPOPLIIB
3AXHUCTY IHOOPMAILII B ABTOMATHU30BAHUX CUCTEMAX

VY pamKax HOPMATHBHHX JOKYMCHTIB TexHiyHoro 3axwcty iHpopmarii (HI T3I), mpodine 3axuineHOCTI € KIFOYOBHM
CJICMCHTOM JUTS BCTAHOBJICHHS BMMOI' Ta XapaKTCPUCTHK OE3ICKH, sIKi TIOBMHHI OyTH BHKOHAHI iH()OPMAIIHOI CHCTEMOIO abo
OKPEMHM TEXHIYHAM 3aC000M TSt 3a0e3MeueHHs e(heKTHBHOIO 3axucTy iHdopMariil. 1le cBoepimHmii cTaHmapT, IO OKPECIFOE HalIp
(hyHKIIiH Ta 3aXO0/TiB, SIKi TAPAHTYIOTh 3aXKCT TAHUX Bill HECAHKIIOHOBAHOTO IOCTYITY, MOH(IKAITT UM BUTOKY.

BaxxyBuM acrekToM € Te, 110 cTaHAapTHI (pyHKIIOHATBHI TPOQUTI CTBOPIOIOTHCS HA OCHOBI aKTYaJIBHUX BUMOT JI0 3aXHCTY
KOHKpETHOI iH(opMaIlii Bif BiTOMIX 3arpo3. BoHM BKITFOYAroTh Ti ()YHKIIIOHATIEHI MOMITMBOCTI Ta TIOCITYTH, SIKi 3aTHI HEHTpaTi3yBaTH
Il 3arpo3l Ta 3a0e3MEYrTH BiIOBINHICTH CTAaHZApTAM 3axucTy. Po3poOka Takwx mpo(imiB JO3BOJNSE CTBOPUTH e(PeKTUBHY
APXITEKTypy 3aXHCTY, 5IKa € aJAITTOBAHOIO JI0 aKTyaIbHIX PUBHKIB.

KimogoBiM MOMEHTOM € Te, IO U1 CTAaHOAPTHUX (DYHKIIOHAIGHUX TPO(UTB 3aXWINEHOCTI HE BHMAraeThcsi po3poOKa
OKpeMOi MOJITHKY OE3IeKH Ui TOATKOBHX PIBHIB TapaHTIl, X04a HASBHICTH X €IEMEHTIB MOYKe OyTH JOIUTHHOIO 32 HEOOXiTHOCTI.
TomiTnka Ge3rekw, IO CYMPOBOIKYE CHCTEMY, sIKa pealli3ye CTAaHIAPTHHI Ipodib, 3a3BHUYAll «yCIIAIKOBYETBCSD 3 ICHYIOUMX
HOPMaTHBHHUX JIOKyMEHTIB, 110 perIaMEeHTYI0Th 0OpoOKy iH(opMaltii B aBToMaTH30BaHKX crcteMax. Lle o3Hauae, 1o of1vH 1 Toit ke
npodisb 3aXUIIEHOCTI MOke OyTH 3aCTOCOBAHMIA SIK JUTS OIMCY BHMOT JIO 3aXHcCTy iH(opMarii B onepamiiHuX cucTeMax, Tak i B
crcTeMax yrpaeiiaas 0azamu gauaux (CYB/I), xoua criermdika nomTrky Oe3reku Ta 00’ €KTH 3aXKUCTY MOXKYTh JICIIO BIPI3HATHCS.

V 1150My KOHTEKCTI BXKJIMBOIO € POJIb METO/IIB BU3HAYCHHS (DYHKITIOHATLHIX MPO(MLTIB 3aXKCTY, OCKUTBKA BOHU JIAFOTh 3MOT'Y
CHCTEMHO IN/IXOOUTH JO 3a0e3reyeHHs] Oe3MeKd aBTOMATH30BAHMX CHUCTEM. 3aBISKM IMM METOJaM, OpraHi3aiii MOXyTb
CTaHJAPTU3YBATH X0/ JI0 3aXKCTY, BPAXOBYFOUYM PI3HOMAHITHI 3arpO3H 1 3a0€3MeUyr0Ur HAICKHY HAHHICTE CUCTEMH. 30KpeMa,
i METOIM JIO3BOJBSIFOTh TOYHO BI3HAUMTH, SIKi caMe (PYHKITIOHANBHI XapaKTepHUCTUKU TIOBHHHI OyTH BOYIOBaHI B CHCTEMY I
e(peKTHBHOTO 3aXICTy BiJl HECAHKIIOHOBAHOTO JIOCTYIIY, IO B CBOKO HYepry 3a0e3retdye BiTIOBIIHICTE BUIMOTaM 3aKOHONABCTBA Ta
cTaHnapTiB Oe3reku. Jlani mpoaHari3yemo 11l MeTOJIHL.

Crarnaptauii Meton, npenctasnenwit y HJT T3I 2.5-004-99, mpocTwii 1 3pyvHuMI 3aBISKI TOTOBAM IIA0JIOHAM Ta MOYKITHBOCTI
YTOYHEHHs BHOOpY 3a mpr3HadeHHsM AC. [IpoTe € HemomiKu: CKIAJHICTh aHAT3y OE3MeKH Ta BIICYTHICTH YiTKOTO 3B’SI3KY MK
3arpo3aMH Ta 3ax0Jamu 3axucty [1].

AB. JlennmH 3amporioHyBaB JBa METOAM Uil aHAm3y (YHKIIOHATGHHX MPO(LUTIE OE3MeKH: METON TMEpPEBIPKU
HECYIIEPEYHOCTEH Ta METOJI TIOOY/IOBY TaKCOHOMIT (pyHKIIIH Oe3reku. MeToj1 TIepeBipKY HeCYTepeUHOCTEH IIBUIKHUIA 1 MPOCTHH, e
noTpedye BUCOKOKBATI(hIKOBAaHMX (haxiBIIiB /yIsi TOUHOI OLHKK Oe3neku [2] . MeToa TakCOHOMIT TO3BOJISiE BU3HAYUTH i€PApXIr0 Ta
CIIBBITHOIICHHSI PIiBHIB 3aXKCTY 1 € KOPUCHUM JIISl CHCTEMHOT'O aHATI3y BHMOT JI0 OC3IEKH, alle BUMArae 3HaYHKX pecypcis i yacy [1].

Merton maperoornrumaibhnx OIT3 [3] nos3Bosnsie oOpard pillicHHs, sKi 3a0€3MeuyroTh HAWKPAIMi PIBCHb 3aXUCTY MPU
ONTHMATIGHUX BUTpatax. Hemomikn mMeromy — motpeba y BUCOKIM KBami(ikarli ekcrepTiB 1 Bemmkwii dac Ha Br3HaueHHS DII3.
Ieperarn — MoxomBICTh TpadivHoTO NpezcTaieHns DI13.

YV pobori [4] 3amporoHOBaHO BIOCKOHAICHWH MeToy| aBToMarizanii BiHadeHHs PII3 B ITC, mo mo3Bormste mBAIKO i
e(eKTHBHO MPOBOIUTH aHATi3 TIPU CePETHROMY PiBHI KBATI(hIKaIlii eKkcrepTa.

MeTton Bu3HaYCHHS (PYHKIIOHATIBHOTO Mpodimro 3axucty aBToMarm3oBaHoi cuctemu (BOIT3AC)[S], skuit Gasyerbes Ha
TIPHHIIAIT ONITAMATTBHOCTI bervana Ta BIMipy MaTeMAaTHYHOTO OYiKYBAHHS YCITIITHOI TPOTHII OKpeMoi ()YHKIIIOHAITBHOI TIOCTYTH
Oe3rekH, JO3BOMSIOTh y (hOpMaTbHOMY BUITBIIL chOpMyBaTH HEOOXiTHMI HaOIp BENMYMH YIS peasti3aliii rmpouecy BUOOpY pIBHS
3aXHCTY.

Tabnuus 1 — Pe3ynbTaTut AOCTIHKEHHS

=2 [4a]
z £ 2 £ = = =
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~ = s = A S B o =
OI13 = o 5 & A=) - TE 8 g
< Q= o= S = =
g Z = ZE 3 38 55
= 3) o < 7 g
a m [aalgy-> =) m
CraHgapTHHIA METOJ BUCOKHUH + + BHCOKI cepesiHs
Mertox nepeBipku
HECYTePEYHOCTI Ta BHCOKHIA - + BHCOKI BHCOKa -
ITOBHOTH
Meron no0OymoBu . .
A YII BHCOKUHU - + BUCOK1 BHCOKa -
TaKCOHOMIl
Merton napeto- . :
BHCOKHIA - + BHCOKI BHCOKa -
ontuManpHux OI13
Y nockoHajmeHu i
METO/] BUBHAYEHHS
OI13 By3mis ITC . .
HEBHUCOKI + + cepenHi cepenHs -
JepeBa
ineHTudikaTopis
JIIP
Meton BOIIZAC HEBUCOKI + + HU3bKI cepenHs +
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VYV Tabm 1 MpeaACTaBJICHO 3B€L[eHPIﬁ aHai3 MeTOﬂiB 3a KIIOYOBUMMU IapaMEeTpaMu, 30KpeMa: BUTpaTaMy,

MOXIIMBICTIO 3aCTOCYBaHHS SK CTaHIAPTHUX, TAaK 1 HeCTaHAAPTHUX (GopM mpexacraBineHHs 3HaHb (PII3), piBHeM
kBani¢ikanii excriepra, criocoboM BUpaKeHHsS iH(pOpMaIii Ta YaCOBUMH BHUTpaTaMi, IO OyJM PO3IIISTHYTI B MeXax
JJAHOTO JOCTIPKESHHS.

OynkuionansHuii npodine 3axuinenocti (PI13) Bixirpae KIOYOBY poib y po3poOli Ta BIPOBAPKEHHI 3ac00iB

iHpopManiiHOi Oe3mekn, OCKIJIbKH caMe BiH BH3HAa4a€ BUMOTH JI0 3aXHCTy aBTOMAaTHM30BaHUX CUCTeM. ICHye Kilbka
METOAIB Horo moOyIoBH, KOKEH 13 SIKMX Ma€ CBOi MepeBard Ta HeJONiKd. TpaaumiiHi MeToan 3a0e3medyloTh BUCOKY
TOYHICTB, allé TOTPeOYIOTh 3HAYHUX pecypciB 1 BHCOKOI KBamiikamii ekcrepTiB, TOAI SK YAOCKOHAJEHI Ta
onrTuMizariiHi maxoau, 30kpema Metox BOII3AC, mo3BoNSMI0OTh 3MEHIIUTH BUTPATH Yacy ¥ pecypciB mpu 30epekeHH1
JIOCTaTHBOTO PiBHS HAIIMHOCTI, TOMY paliOHAaIbHHAN BHOIp METOIy 3aJIe)KHUTh BiJl KOHKPETHIUX BUMOT 1O 3aXHIIEHOCTI,
HasBHUX PECYPCiB 1 MATOTOBKH (axiBIIiB.
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BUKOPUCTAHHS MATEMATHYHOT'O MOJIEJTIOBAHHS /151 ONTUMI3ALIIT
30BHIIIHHOTOEJEKTPOMATHITHOT O BIUIVBY ITPH 3BAPIOBAHI B BOJTHOMY
CEPE/IOBHIL]I

3BapHi IIBM CY4YacHHMX IiJIBOJHUX METaJOKOHCTPYKLIM BIAMOBIAAaJbHOIO NPU3HAYEHHS 4YacTo 3a PpiBHEM
MEXaHIYHUX BJIACTUBOCTEH HE MOBUHHI MMOCTYNATUCS IBaM, BUKOHAHMM Ha Cylni. ¥ ToW e yac (hi3MKO-XIMi4HI Ta
METaJypriffHi TMpoIecH NpH 3BapIOBaHHI MiJ BOAOIO MPOTIKAIOTh B BAXKUX, EKCTPEMAIBFHIX yMOBaX, II0 0OYMOBIIOE
CKJIaTHICTb OTPUMaHHS SAKICHUX 3'€JHAHB.

IomepenHi mocmian 3 BUKOPHCTAHHSIM CHEIaIbHOTO CKJIAIy MOPOIIKOBOTO JAPOTY MiATBEPAWIH e(peKTHBHICTH
[IBOTO HAmpsMy. AJle YyTIHMBICTH TEXHOJOTii JO XIMIYHOTO CKJIAny CTajli Ta HaBiThb HE3HAYHUX BiIXWIEHb YMOB
3BaplOBaHHSA (COJIOHA UM TIpiCHAa BOAA, ii TeMmmeparypa, TIuOMHA 3BapiOBaHHS Ta iHIIE) BHKIUKAIOTh HEOOXiTHICTH
cnemiaJbHAX AOCHiIKeHb. lIpn mopymieHHI HOpMalbHOTO Tepediry mporecy 3BapiOBaHHS MOJMJIIMBI BHHHUKHEHHS
pi3HHMX nAedekTiB y OymoBi IBa, SIKI 3HWKYIOTh MEXaHIYHI BJIACTHUBOCTI IIBa Ta 3'€JHAHHS 3arajoM, OCOOJIMBO iX
MILHICTB.

Lei#t mpouec mpoTikae TUM CHIbHILIE, IO OUIBIIMK TiApOCTaTUYHMK THUCK. 3MiHA YMOB 3BaplOBaHHS iCTOTHO
3MIHIOE CTPYKTYPY 3BapHOro 3’eaHaHHs. [Ipy MOKpOMy 3BaplOBaHHI IiJi BOJOK HABKOJHIIHE CEPEJOBUIIEC YHMHUTH
MOJBINHMI e()eKT Ha MEXaHIUHI BIACTHBOCTI METally 3BapHHUX 3’€IHAHb. 3 OJHOTO OOKY, Yy Pe3yJbTaTi MPHUCKOPECHOTO
OXOJIO/IKEHHSI MIIIHICTh 3BapHUX 3’€HAHb 3pPOCTAE, 3 IHIIOTO OOKY, 3HIKYETHCS X MIACTUYHICTB.

YCyHEeHHS IbOTO HENOJIKY MOXKJIMBO METATypriiHUM IUIIXOM, a caMe JIETYBaHHSAM METaly IIBiB A
oJlep>KaHHA HEeoOXiJHOT MIKPOCTPYKTypH. OJHNM 13 OCHOBHHX BIUTMBIB BOJHOTO CEPEIOBHINA — II€ T'a30HACHUYCHHS
BOJHEM 1 KHCHEM 3BaplOBaJbHOI BaHHH, 110 NPU3BOJWUTH O YTBOPEHHS IOp B METai IIBa 1 XOJIOJHAX TPIIIUH B 30HI
TEpMIYHOTO BIUTMBYTa (pOPMYBaHHS CTPYKTYpPH 3 BUCOKHM CTYIIEHEM HEIOCKOHAIIOCTI.

ANBTEpHATHBOIO METAIyprifHOMY MiAXOAy MOXE CIYXHTH CTBOPEHHS YMOB TIPUMYCOBOI Jerasamii
3BapIOBAJIbHOI BaHHU Ta 30UIBIIEHHS 4acy ii iICHYBaHHS IUIIXOM 3aCTOCYBAaHHs 30BHILIHBOTO €JIEKTPOMArHiTHOTO
BruiuBy (3EB). IlepemimnyBanHs 3BaproBasibHOT BaHHM B pe3ysbTari (3EB) 4MHUTH CyTTeBHil BIIMB Ha mpoLec
KPHCTaIi3allii po3IIaBIeHOr0 MeTally, ra3000MiHHI peakiiii i popMyBaHHS CTPYKTypH MeTaiy miBa [1-3].

BaximBoro cknanoBoro mapamerpiB3EB € iHAyKIiiHI CTpyMH, BUMIpPIOBaTH sIKi i aHaJi3yBaTH IX BHECOK Y
3BapIOBAJIBHUIT Npoliec OE3BiIOBIIHOIO MaTEMAaTHYHOTO OIKCY, IPOrPaMHUX 3acO0iB Ta iMiTaliHHUX MOJENeH IyxKe
BaXKKO, a YacTillle — HEMOKIIHBO.

[Ipn MozaenroBaHHI MPOIECIB, IO MPOTIKAIOTH NMPH IYTOBOMY 3BapioBaHHI 3 BHKOpHUcTaHHAM3EB, oxmieio 3
HaWBa)XKJIMBIMINX [IyKaHNUX BEJIMYUH € I'YCTHHA BUXPOBHX CTPYMiB y MacUBHHXTLIAX. L{i CTpyMH CyTTE€BO BIUIMBAIOTH Ha
MarHiTHe Ioje iHAYKTopa i, SK HACHiZOK, HAa PO3MOJIUICIEKTPOJHHAMIYHIX 3YCHJIb Yy IOTOKax pO3IUIaBy BaHHH. B
JIaHWH 9ac iCHy€e psAJ YMCEIbHUXMETO/IIB, SKi JO3BOJSIIOTH MOJAEIIOBATH €JIEKTPOMATHITHY JiI0 HA PIAKUN MeTall NpH
IiIBOTHOMYAyTOBOMY 3BapIOBaHHi.

Jis momanbnioro BIOCKOHAJIEHHS TEXHOJOTIi MEXaHi30BAaHOTO ITJBOJAHOTO 3BAPIOBAHHS OyJIOBHKOPHUCTAHO
METO/I MaTEMAaTUYHOTO MOJCIIOBAHHSI, IK HAWOUIBII paIliOHANbHI I ONTUMI3aIliieKCICPUMEHTAIBHUX TOCTIKCHD B
yMOBax BOJHOI'O cepeloBuIna. MateMaTH4YHI MOJENIZ03BOJIMIN BpaXyBaTH BIUIMB SIK IIEPBHUHHHMX YWHHHKIB, a came
3aaHuil CTPYM 1 HAmpyry B3BapIOBaJbHOMY JIAHIIIOTY 1 IHAYKTOpI, BIACTUBOCTI MarepialiB i YMOBH MPOTIKaHHS
NpolLecy, Taki BTOPUHHUX - (GOpPMYBaHHSI CTPYKTYPH METally LIBa i 30HW TEPMIYHOTO BIUIMBY 1 BIIACTUBOCTI3BAPHOTO
3'€THAHHS.

MaxkcumarnbHe MiJIBUIEHHS TEXHOJIOTIYHUX Ta (i3UKO-XIMIYHUX BJIACTUBOCTEH 3BapHHX 3 €IHAHB JIOCATAETHCS Y
MEBHOMY JTiala30Hi MapaMeTpiB eIEKTPOMArHITHOTO BIUIUBY. J{JIs IBOTO 32 33JaHOK0 TEOMETPI€I0 CUCTEMH, (PI3UIHUMEU
XapaKTepPUCTUKAMM MatepialliB, 3 SKNX BUTOTOBJIEHI KOHCTPYKTHBHI €JIEMEHTH, EJICKTPUYHOMY 3'€JHAHHIO €JIEMEHTIB,
3aJaHNMHU CTPYMaMH B HEPBHHHUX OOMOTKax HEOOXiITHO BH3HAUWTH PO3IMOJI €IEKTPOJIUHAMIYHUX 3yCHIIb B PIJKOMY
NPOBIJHUKY - PO3IUIaBi BaHHM. B 3aranbHOMY BWITAIKy MOJICIIOBAHHS PO3IMOJUTY €IEKTPOJMHAMIYHHMX 3YCHJb B
MOTOKaX PO3IUIaBy BAHHHM € CKIIAJHOIO 3a]adero, IO BKIIOYa€ MOJETIOBAHHS PO3IOJIUTY CaMOro 3BaplOBAILHOTO
CTPYMY, MOJICIIIOBaHHS 30BHIIIHBOTO €JIEKTPOMATHITHOTO IMOJIsI B MOTOKAaX BaHHU 3 ypaxXyBaHHSM BIUIMBY BHXPOBHUX
CTPYMiB, MOJICJTFOBAHHS PO3MOILTY €ICKTPOAMHAMIYHUX 3YCHJIb B 3BAPIOBAIbHIN BaHHI.

Po3pobnennii anroputM J03BOJISIE CIPOCTUTH MPOIEC PO3PAXYHKIB ISl ONTUMI3aIliiTEXHOIOTTIHOTO TPOIIeCy i
MiABUIICHHS SKOCTI 3BapHOTO BHPOOY. 3a JOmoMororo po3pobieHoinporpamu Ha MoBi Delphi 7 mpoBexeHi uncenbHi
eKCIepUMEHTH 13 JOCHI[)KEHHS MOBEIIHKUPIOKOTO MeTaly B 3BaplOBaJbHINl BaHHI 3aJe€XHO BiI MapaMeTpiB
30BHIITHBOTOEICKTPOMArHiTHOTO BILIMBY 1 peXXUMiB 3BaproBaHHs [4-6].

Bupimennss npobnemMu e(eKTHBHOCTI Tpoliecy AyroBOTO 3BapIOBAaHHS 3 MI€I0 KEPYyIOUMXMAarHiTHHX MOJiB
JIO3BOJITH IIJIBUIIUTH MIPOIYKTUBHICTH npouecy. [IpoBeneHi 1ociipKeHHANIATBEpANIN e€()EeKTHBHICTD BUKOPUCTAHHS
3EB B yMoBax3BaplOBaHHS IIiJi BOJOIO JJIsI YCYHEHHS HEraTHBHOIO BIUIMBY TiIPOCTATHYHOTO THCKY Ta
BOJTHOTOCEPEIOBHIIIA.

[IpoBeneni paninie eKCIEPUMEHTH NOKa3aIM 3HA4YHE 3HW)KEHHS pO3MipiB Imop 1 ix Oineln piBHOMIpHE
po3TanryBaHHs B 00’€Mi METaTy 3BapHMX ILIBiB, 3MEHILIECHHS ITapaMeTpa KpucTaniqHoi rpaTki. OHaK MeXaHi3M BIUIMBY
MAarHITHOTO TOJIA Ha CTPYKTYPHI IEPETBOPEHHS B METaNl 3BAPHUX IIIBIB € MaJ0 BUBUYCHUM.

Merta poboTH - AOCHIIKEHHS BIUIMBY Jii 30BHIIIHBOTO €IEKTPOMArHITHOTO IOJI Ha MiKPOCTPYKTYpY, (ha30BHi
CKJaJ, TUCIOKAWIWHY CTPYKTYpy MeETaly 3BapHUX 3'€JHaHb HHM3BKOJETOBAHOI CTali MpPH 3BapiOBaHHI MiJ BOJOIO.
JlociipkeHHsT CTPYKTYpH MPOBOIWIM MeTojamu ontudHoi meranorpadii (mikpockonu Neophot32 i Versamet-2,
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Snonis) i TpaHcMiciitHol enekTpoHoi Mikpockonii (TEM, mikpockonn JEM200CX ¢ipmu JEOL, fAmnonis). TBepuicts
(HV, MIla) BumiproBanu Ha TBepaomipi M-400 (¢dipmu Leco, CILIA).

CniBcraBieHHsAM cTpykTypu mertany 3 3EB npu nopiBHsiHHI 3 BapiantoM 0e3 3EB BcTaHoBiEHO, 1110 y LEHTpi
IIBa MIMPUHA KPUCTATITIB 3MEHIIY€ETHCSl NPAaKTUYHO Y 2 pa3u. [106am3y JniHil crutaBieHHs (MeTan mBa), a Takox B 3TB
BiIOyBaeThCsl TOAPIOHEHHs 3elieHHOi Ta makeTHoi cTpykrtypu B 1,3...1, 4 pasu. Ilpm npomy B mMmeram 3TB
CIIOCTEpIraeTbcsl 3HW)KEHHs MikpoTBepaocTi. Taka crTpykrypa 3a0esneuye piBHOMIpHHI piBeHb MIIHOCTI i
TUTACTHYHOCTI B3/IOBXK JiHIi CIUIaBIeHHS. 3iCTaBICHHSAM OCOOIMBOCTEH TOHKOI CTPYKTYpPH IOCIIIKYBaHHX 3pa3KiB
BCTaHOBJICHO, IO B MeTtami BapiaHTy 0e3 3EB cmocrepiraroTbess HaiOUmbINI TpaIi€eHTH 3a PO3MipaMH PEHKOBHX
CTPYKTYp, @ TaKo)X IO TYCTHHI IUCIIOKANii, IO MOXXE MPHU3BOAWTH [0 HEPIBHOMIPHOTO pIBHSI MEXaHITHHX
BJIACTUBOCTEH MeTaly, MiIBHUINCHHS pPIBHA JIOKANbHUX BHYTPIIIHIX HANPYXXCHb 1, BIAMOBIIHO, 3HIKCHHS WHOTO
TPIIIUHOCTIHKOCTI.

Y wmerani Bapianty 3 3EB cmocrepiraerbcst IucHiepryBaHHS CTPYKTYpH IPH 3arajbHOMY 3HW)KEHHI 1
PIBHOMIPHOMY PO3IOJILII TUCIIOKAIH B 00’ €Mi CTPYKTYpHHX cKiIafoBux. Y metaini 3TB 3BapHoro 3'erHaHHs BapiaHTy 3
3EB cmocrepiraerbcsi piBHOMIpHMH pO3MOALT TYCTHHH JUCIOKAalii B 00’€Mi CTPYKTYpHHX CKJIaJOBUX, IO HE
NPU3BOJNUTH JI0 TPAAI€HTIB BHYTPIIIHIX Hamnpy)XeHb INPH BITHOCHO HU3bKOMY ix piBHi. lle, BiamoimHo, Oyne
3a0e3nevyBaT BUCOKY TPIIIMHOCTIHKICTh 3BapHUX 3’ €aHaHb [7,8].

BukoHaHO aHani3 BIUIMBY CTPYKTYPHHX (pakTOpiB Ha JUCIOKaliHHOMY piBHI Ha 3MiHY JIOKQIbHHX BHYTPILIHIX
HaNpy>XeHb — 30H JOKamizamii medopmamii B CTPYKTypax BEPXHBOTO Ta HIDKHBOTO OCHHITY IS TOCTIIKYBaHHX
BapiaHTIB 3BapHUX 3'€qHaHb. BCTaHOBICHO CTPYKTYPHI YMOBH Ofep)KaHHS SKICHUX 3BapHUX 3'€THAHb IPHU 3BAPIOBaHHI
HHU3BKOJICTOBAaHMX CTaJICH IIiJl BOJOIO, SIKi 3a0€3MeTyI0Th 1X TPIIMHOCTIHKICTD.

Haii6inpIn npuidHATHA CTPYKTypa METally 3BapHHX 3’€JHAHb NIPH 3BapIOBaHHI MiJ BOJOI (OPMYETHCI B yMOBax
3acrocyBanHa 3EB, mio 3a0esmedye BHCOKHMI pPIBEHb MEXaHIYHHX BIACTHBOCTEH Ta TPINIMHOCTIHKICTH 3BapHUX
3'enHaHb. KOHTpOJIbOBaHE KepyBaHHS BUMYLICHHMH NEepPEeMIleHHIMH OTOKIB pO3IUIaBy BaHHH NpH 3BapioBaHHi 3 3EB
JIO3BOJISIE 3HAYHO TOKPAIIMTH MEXaHIYHI BJIACTHBOCTI IIBIB, MIABHMIIUTH iX KOPO3iMHY CTIMKICTh i CTIHKICTH MPOTH
YTBOPEHHS rapsuuX i XOJIOAHUX TPILIMH, 3HU3UTH PiBEHb IOPUCTOCTI.
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B.M. Bynsik, B.B. Jlykiuos

AHAJII3 TEOPETUYHHX BJACTUBOCTEN KPUTEPIIO EOEKTUBHOCTI KOHTP3AXO/IIB
B EHEPTOMEPEKAX

Meroro wi€i poOOTH € NOKIaJHE TEOPETUYHE JOCIHIIKEHHS KPUTEpiro e()EeKTHBHOCTI KOHTP3axXoIiB i, SKHUH
BU3HAYAETHCSA K BITHOLICHHS aOCONIOTHOTO 3HIDKEHHS arperoBaHOr0 PU3HKY 1O HOPMAli30BaHUX PECYPCHHX BHTpAT.
Y Mexax aHamizy chopMyIThOBaHO OCHOBHI KOMIOHEHTH MOJENi, BCTAHOBJICHO KIIOYOBI aHANITHYHI BIACTUBOCTI
¢yHKIIT 75, a TakoXX OOIPYHTOBAHO HEOOXIAHICTH 11 MyJIBTUKPHTEPIAILHOTO PO3LIMPEHHS & A THYYKOTO
OayaHCyBaHHS MiX aOCOJIIOTHUM 1 BIIHOCHMM 3HIDKCHHSIM pu3uKy. Oco0nuBa yBara mpuaijeHa NnepeBipii MoBeIiHKH
METPHMKH B TPAaHUYHUX CLIEHAPIsAX, BIACTUBOCTI MOHOTOHHOCTI Ta IHBapiaHTHOCTI 710 MacIITa0yBaHHS OJAWHHIb BUMIpY.

[t noOyioBH MoJienTi CIIOYaTKy BBOJUTHCS TOHSATTS arperoBaHOr0 PU3HKY JI0 3aCTOCYBAaHHS KOHTP3axo.y, IO
TO3HAYAETHCA Rpprore | OOUUCIIOETECA K CyMa BHECKIB yCiX KOMIIOHEHTIB €HEPrOMEPEsKi 3 ypaxyBaHHAM HMOBIpHOCTI
HACTaHHS 3arpo3u £ i MOTeHWiHHOro 30uTKy ! s KoxKHOro By3na. Ilicis BpaxyBaHHs BIUIMBY 3aXOIy OHOBJICHHIH
CUCTEMHUHN PU3HUK R gfpor BASHAYAETHCA 32 THMH JK AITOPUTMIYHMMH KPOKaMH, ajle 3 MOAu(ikoBaHUMHU NapameTpamu P

Ta/abo I y BIAMOBIAHUX KOMIOHEHTaX. Pi3HHUIIS MK IIUMH BEINYNHAMH,
AR = R.!mfarg - Rbgfargv 1)

€ TIOKa3HUKOM aOCONIOTHOTO 3HIKCHHS PU3HKY, sIKe 3a0e31edy€eThCsl KOHKPETHIM KOHTp3axonoMm [1].

[MapanensHo i3 o0umcneHHsM AR 1 KOKHOTO 3aX0/1y BU3HAYAETHCS HOTO HOPMaITi30BaHa BAPTICTh Cyppm. Ll
MOKa3HUK (OPMYEThCS LULIXOM JUICHHS (aKTUYHUX PECYpCHHX BUTPAT Ha BIPOBA/DKEHHS 3aX0Jy Ha MaKCHMaJbHY
BapTICTh cepell yCiX NOCTymHUX onuii. Takuit miaxia q03BoJIsIE TPUBECTH PI3HOPIAHI NOKA3HUKH BUTpPAT — (DIHAHCOBI,
TPYZOBi, 4acoBi — 110 €AWHOI 0e3po3MipHOI IIKanu, Mo 3ade3neyye KOPEKTHE MOPIBHSHHS e(EeKTHBHOCTI 3aXOiB
HE3aJIE)KHO BiJ IXHIX MOYaTKOBMX OAMHHUIL BuMipy [3]. Besnocepennbo kputepiil 1 GOpMYeThCS SK BiTHOIICHHS
a0COJIFOTHOTO 3HIKCHHS PU3UKY JI0 HOPMaJIi30BaHOI BAPTOCTI 3aX0y:

0= AR , (2)

C?!Di"i'i'!

Le no3Bossie OLIHWUTH «BinAady Ha OJWHHIO BUTPAT» JUIL KOXKHOTO KOHTP3axOAy W pamKyBaTH 3axOAd 3a
CIIQIAaHHSAM LbOTO MOKa3HHMKA. 3a 3HAYCHHAM 1) BUOHPAIOTh Ti 3aXOAHM, SKi 3a0€3MEeUyIOTh HAHOUTbIINHA 3HIKESHHS
PH3HKY 32 HaAHMEHIIINX PECYPCHHUX BUTPAT, 1[0 € KPUTHYHOI BUMOTOI0 32 JKOPCTKUX OIOMKETHHX 0OMexeHb [1].

Meroauka pamkyBaHHs nepeabadae, Mo BCi KOHTP3aXOOH BIOPSIKOBYIOTECS 3a ClIaJaHHAM 3Ha4deHb 1i. Takuil
MIJXiJ TapaHTy€e ONTUMAJIbHE PO3MOAUICHHS PECYpPCiB MIX 3aX0JJaMHU: CIIOYATKy BIIPOBA/KYIOTHCS TI KOHTP3aXO.H, SIKi
3a0e3MeuyroTh MAKCUMAaJIbHUI MPUPICT OE3MeKH Ha KOXKHY OJJMHUIIIO BUTPAT, a BXKE MOTIM — MEHII e()eKTHUBHI.

Bognouac npsive BimHomeHHss AR 10 Cpppyn HE 3aBXKAM BPaxOBY€ CHHEPreTHYHI e€(EKTH BiJl OJHOYACHOTO
3aCTOCYBaHHS JIEKIILKOX 3aX0/iB. JIist BUPIIIEHHS 1i€i TPOOIEMH BBOJUTHCS MYJIbTUKPUTEPIATbHUI TOKA3HHUK &3, AKUH
dopmyeThes sk TiHilHA KOMOiHalis BigHOCHOTO 3HIKEHHS pHU3UKY (AR 10 Ryefqre) Ta abcomoTHOro 3HIKEHHS AR 3

BaroBUMH KoedimieHtamMu Wy i Wy [4]:

AR AR
& = Wl'(c ) + war (5—) 3)

narm R before

Le#t 6araToBUMipHUH MiAXiA JO3BOIISIE HANAIITOBYBATH MPIOPUTETH 3aJISKHO Bifl CTPATETIYHNUX UM OIOKETHHX

BUMOT: MOXHA TIOCHJIMTH POJIb aOCOTIOTHOTO BUTPAIly B PU3UKY a00 NPHUIUTUTH OiNbIlle yBard BiJIHOCHOMY 3HHKEHHIO
[2].

AHaJi3 MaTeMaTHYHHX BJIACTUBOCTEH KPHUTEPiI0 IOKa3aB, MO )i € MOHOTOHHOIO ()YHKIIE€H Bia BXITHHX
napametpiB. 36imblieHHs MOBipHOCTI 3arpo3u P a0 MOTEHIWHOTO BIUMBY [ 3aBXIM TPH3BOIMTH 10 3POCTAHHS
abcomoTHOTO 3HIKEHHS AR, a oTke — 110 30inbIneHHst 3HaueHHs 1;. Lle 3abe3mneuye joriuHe paHKyBaHHS: HAHOLIBII
KPUTHYHI CIICHapil OTPUMYIOThH BUIIUH MPIOPHUTET y 3aXUCHIN cTpaterii [1].

Kpurepiii Takox JEMOHCTPYE OIHOPINHICT HYJIBOBOTO NOPAIKY, TOOTO IHBapiaHTHMH 10 MaclTaOHUX
MEepEeTBOPEHb OJIMHUIIL BUMIPY BUTPAT YU PU3MKY. SIKIIO BUTpPATH BHPaXKAIOTHCS B PI3HUX YMOBHUX OJHMHHUIIAX —
THCSYAaX UM MUIBHOHAX TPHUBEHb, MHIX ab0 eHepreTHYHHX OJuHHIAX — BigHomeHHs AR 1m0 €,y 3amumaeTbes
HE3MiHHMM, OCKITBKM OOWIBI CKJIagoBI MacmTaOyIOThCS mpomopuiHo. Lle chpollye mnpakTHYHE 3aCTOCYBaHHS
METPHUKH Y Pi3HUX MPOEKTaxX 0e3 HeoOXigHOCTI ajanTamnii hopmMyd.

I'paHnuHMii aHaANI3 TOBEAIHKY ¥); Y KpalOBUX CLEHAPISIX JOBOMUTH I KOPEKTHICTh Ta BHYTPILIHIO Y3TO/PKEHICTb.
Ipu P — 0 abo [ — 0 abcomorne 3umwkenns AR — 0, omxe Nz — 0, mo BigoOpaxkae BiICYTHICTH KOPHUCTI Bij
KOHTP3axO0/IiB 3a BIICYTHOCTI peajbHOI 3arpo3u uu 30utky. Haromicts ko P = 1 1a I = 1, abcomntoTHE 3HIKECHHA
PH3HKYy JOCATa€ MaKCUMaJbHOI BEIWYMHH, a T); HAONMKAETHCS JO CBOTO BEPXHBOTO T'PAHMYHOTO 3HAYEHHS, IO
TapaHTye MIPaBUIbHE OLIHIOBAHHS «BiJIadi» HaBITh Y HAJI3BUYAHHO KPUTHIHUX YMOBAX.

Hepigko TpamisroTbess BUMAIKK, KOJH KiJIbKa KOHTP3aX0/liB 3aCTOCOBYIOTHCSI OHOYACHO, 1 XHIM KoMOiHOBaHUI
e(eKT BUABIAETbCSA HeaJUTHBHUM: cymMapHe AR koMOiHauii Moxxke OyTH Oinblie a00 MEHILEe CyMH iHOUBiAyanpHUX AR
yepe3 MepeTHHHI 4Yu cuHepreTndHi edektd. CamMe 3 METOI0 BpaxyBaHHSA TaKHX HETIHIHHUX B3aeMoniil i Oyio

79



PO3pOGIIEHO MYIIBTUKPUTEPIATLHUN MOKA3HUK &1, SKUH 37aTEH KOPUTYBATH NPUOPHUTEIALIIIO 3aX0/IIB 3AIEKHO Bijl IXHBOT
CIIUIBHOI Aii Ta BU3HAYATH ONTHMAaIbHI KOMOIHAIII].

IpakTryHa peamizaiis Kputepiie ¥ i i mepenbavac iXHIO iHTETpaIiio B MOJEN ONTHMi3amii Kibep-(izuaHoro
3axucty cucreM ICS/SCADA. O6uaBi METPUKU MOXKYTh OyTH O€3MOCepeIHhO BKIIOUCHI B IIUTLOBY (PYHKIIIIO, IOPSI 3
TEXHIYHUMH, €EKOHOMIYHMMH I YaCOBUMHU OOMEXEHHIMH, 1110 JTO3BOJISIE OJJHOYACHO MIHIMI3yBaTH CUCTEMHUI PU3UK Ta
ONTUMI3yBaTH PO3MOLI PECYPCIB Y CKIAJHUX MEPEIKEBUX CEPEIOBUINAX 13 BETUKOI KiJTBKICTIO BY3JIiB 1 MOTEHIIHUX
3arpo3s [1].

Kpurepii Tako MOXYyTbh 3aCTOCOBYBATHCS B PEKHMI PEalbHOrO 4acy 3 BHKOpUcTaHHsAM Tenemerpii SCADA-
IDS. TToTokoBI AaHi Mpo Mofil Ta 3MiHy MapamMeTpiB A03BOJSIIOTH ONEPATUBHO KOPUTYBATH 3Ha4YeHHS P 1 I 17151 KOXKHOTO
eJIEMEHTa MEPEKI, IEPEPAXOBYBATH s Ta &; Ta MEPErpyNOBYBATH MPIOPUTETH KOHTP3aXO/iB Y BiANOBIb HA THHAMIYHI
3MiHH B KiOep-¢izuuHomy cepemoBumi. lle BigkpWBae MOMXIMBOCTI ISl CTBOPEHHS aBTOMATH30BAHHUX CHCTEM
MOHITOPHHTY Ta aJAlITHBHOTO YIIpaBIiHHsA 6e3mexoro [1].

BucHoBkH. Y pe3ysibTaTi NpPOBEICHOTO aHaJi3y BCTAHOBJECHO, L0 KPHUTEPil i € MIIHO OOIPyHTOBaHUM
IHCTPYMEHTOM ISl KiJIbKICHOTO paHKyBaHHS KOHTP3aXOJiB y €HeproMepexax, 3a0e3redylodn mpo3ope i iHTyITHBHO
3po3yMisie TOpIBHSHHS «Biffaui Ha OJMHHUIO BUTPAT». MyJIBTHKPHTEPIAILHE PO3MIMPEHHS &; N0Ja€ HEOOXimHy
THYYKICTB IUTS CTpaTerigHoro OamaHCyBaHHS MiXK aOCOJTIOTHHM i BITHOCHUM 3HIDKEHHSM PU3HKY, IIO0 € KIFOYOBUM IS
(hopMyBaHHS ONTHMAIBHOTO MTOPTQEIS 3aXO0IiB.

[lepcniekTBM TONANBIINX JOCITI/PKECHb BKIIIOYAIOTh BallIAIlif0 ONMCAHMX BJIACTMBOCTEH Ha LU(PPOBUX
JBIffHUKaX Ta pealbHUX CIIEHAPIsAX IHTENEKTyallbHUX EHEProMepex, Po3poOKy MPOrpaMHUX MOIYJIB aBTOMaTH3allil
pospaxynky 1i i & mna imrerpanii B mmardgopmu SCADA-IDS, ajganTamiro anroputMiB 10 OHIAWH-PEXHMY 3
ypaxyBaHHsM ekoHoMiuHMX moka3Hukie CAPEX/OPEX ta wmetpuk crifikocti tumy MTTR/MTTE, a Takox
JTOCTIIIKCHHS CHHEPTeTHYHHUX €(PEeKTiB KOMOIHOBAHMX 3aXO/IiB IS MiIBUINCHHS PE3MILEHTHOCTI CHEProcucTeM [S].
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0.0. Bucoipka

BUSIBJIEHHSA ®IINIUMHI OBUX CAWTIB 3A JOITIOMOT OO HEHPOHHUX MEPEK

3aBlaHHs BHSBJICHHS (DIIMHIOBUX CalTIB € OHIEIO 3 NMpIOPUTETHHX TpodsieM y cdepi KibepOesrekn, OCKUIbKU
(GIIMHT € OCHOBHHUM METOJZIOM COLUANbHOI IHKeHepil, SKWi CIpSMOBaHWK HA BUKPAJECHHS KOHQINEHUIMHMX JaHWX
KOPHUCTYBaYiB yepe3 migpodieHi BeG-caiitu [1-3].

IcHye KiJIbKa OCHOBHHX MiIXOIB JI0 BUPIIIEHHS MPOOIEMHU BUSBIICHHS (DIIIMHIOBHX CAWTIB, KOXKEH 3 SIKMX Ma€ CBOI
0COOJIIBOCTI, TIEpeBary Ta HEIOIIKHL

Ilioxio na ocnoei ananizy URL-adpec. leit minxin OpieHTOBAaHMI Ha BHSBICHHS (IIIMHTOBHX CAWTIB IUIIXOM
aHamizy xapakrepuctik URL-agpecn. ®immmHToBi caiiTh 9acTo BHKOPHCTOBYIOTH CXOXi Ha opuriHameHi URL-ampecw,
30KpeMa 3 He3HAYHUMH 3MiHaMH, 00 3aIuTyTaTH KopucTyBadiB. OCHOBHI METOM B PaMKaXx I[OTO MiIXOIY:

- Anami3 nomxuan URL: ¢immHroBi caiiti yacto Marote HoBri Ta ckimagai URL-aapecw, siki MICTATB DOTATKOBI
CHMBOJIH, YHCJIOBI 3HAYEHHS Ta BUIA/IKOBI CIIOBA.

- AHami3 JOMeHy: NepeBipKa HasBHOCTI IiIO3pUIMX MiJOMEHIB a00 CyOIOMEHIB, IO IMITYIOTh BiZoMi OpeHIH.
Hanpuxian, 3amicts «bank.com» Moxke 6yt BukoprctaHo «bank-login-secure.comy.

- [lepeBipka Ha HasBHICTH [P-agpec y URL: ¢immHroBi caifTv iHOJi BUKOPHCTOBYIOTH [P-anpecu 3aMicTh TOMEHHHX
iMEeH, OCKUIBKH 1€ JI03BOJISIE YHUKATH OJIOKYBaHb.

- AHaui3 Ha HasBHICTH Mi03puTHX cuMBOIIB: (itrHroBi URL 4acTo MICTATE CUMBOIIH «(@», «-», «//» Ta iHII, 1100
CTBOPIOBATH BUIUMICTb JIETITUMHOCTI, aJIe Lie € O/IHIEIO 3 O3HAK (IlIUHTY.

IlepeBarn Ta HENOMIKM TaKOTO IIJIXOAY: BIiH JO3BOJSIE 3 BHCOKOIO IIBHIKICTIO Ta JOCTaTHBHOIO TOYHICTIO
1IeHTU]IKYyBaTH TOTCHIIMHO (DIIIMHTOBI CaifTH, MpoTe BiH Mae OOMEXEHHs, OCKUTHKH HOBi (DIIIMHTOBI CaliTH MOXYTh
0O0XOIWTH TaKi MepeBipKHU, 3aMIHFOFOYH JISsIKi CHMBOJIM 200 BUKOPHCTOBYIOUH iHIII TEXHIKH MaCKyBaHHSL.

Ilioxio na ocnogi ananizy konmenmy eed-carimy. Takuil MAXin nependavae MepeBipKy BHYTPIIIHEOIO KOHTCHTY
BeO-CTOPIHKH TS BUSIBIICHHS IOTEHIIHNX 03HaK (pimmHTY. B paMKkax mporo miaxoay BUKOPHCTOBYIOTHCS TaKi METO/H:

- AHaJii3 KJIFOYOBHX CiB: (hillIMHTOBI CAWTH YaCTO BUKOPUCTOBYIOTH MEBHI CJIOBA UM ()pasH, 110 IPHBEPTAIOTH YBAry,
TaKi SIK «YBIAIITEY», «OC3MEUHO», «3aXKCTY, SIKi CIIPSIMOBAHI Ha BUKJIMK JIOBIPH Y KOPHUCTYBAUiB.

- Ananiz dopmu aBropusanii: (GilIMHIOBI calTH 31e0LIBIIOr0 MICTATH (OPMHU Uil BBENICHHS OCOOHMCTUX JAaHHX.
HasiBHiCTb TI0J1iB JU1s1 BBEACHHS apOJTiB, HOMEPIB KPEANTHHUX KapT TOIIO YaCTO MOXKE CIIYTYBaTH O3HAKOIO (illIMHTY.

- TlepeBipka cxoXoCTi 3 JIETITHMHUMH CalTaMH: 3aCTOCYBaHHS METOJIB MOPIBHSHHS 300pa)XEHHS YM TEKCTOBOT
CXO0XOCTI 3 BimoMuMu caiiTamu. 1{e MoKy Th OyTH MOPIBHSHHSI JIOTOTHUIIIB, KOJBOPOBUX CXEM, CTPYKTYPH MCHIO TOIIIO.

[lepeBaru Ta HEMOMIKIB TAaKOTO MIAXOMY: LEH miaxXin 3abesmedye TIMOMMI aHANi3, aje motpedye OLIbIIe Yacy Ta
OOUYHCITIOBAIFHAX PECYPCIB, IO MOKE 3HIDKYBATH HOTO €(DeKTUBHICTD Y PEaIbHOMY Yaci.

Ilioxio na ocnogéi ananizy memadanux. AHaJi3 METaIaHWX BKIIOYAE TEPEBIPKY PI3HMX IMOKA3HUKIB CaHTy, sIKi
MOXyTh OyTH O3Hakamu QimmHTy. MeTamani, Taki sk SSL-cepTudikaTu, peecTpariifiHi IaHi JOMEHy, iHpopMmaris Ipo
cepBep, laTa CTBOPECHHS Ta OHOBIICHHSI CAlTy, MOKYTh CBITYUTH PO HAIIHHICTH 200 Mi03piicTs pecypcy. OCHOBHI METOIH
B PaMKax IIbOTO Ii/IXOY:

- [lepeBipka SSL-ceprudikariB: JIeriTiMHI caidlTh 3a3BU4ail MaroTh JiicHi ceprudikatn SSL. BincytHicts SSL a6o
BUKOPHCTaHHS CaMOITIIIMCAaHNX cepTU(DIKATIB MOKe BKa3yBaTH Ha (illIMHIOBHIA CaiiT.

- TIlepeBipka naTé CTBOPSHHS [OMEHY: OaraTo (INIMHIOBHMX CalTiB MalOTh HOBOCTBOPCHI JIOMCHH, SIKi
BUKOPHCTOBYIOTHCS IIPOTSITOM KOPOTKOT'O NIEPioy yacy.

- AHaJti3 MOIyJISIPHOCTI JIOMEHY: CalTH 3 HHU3bKOKO KUIBKICTIO BiJBioyBadiB MOXYTh OyTH IiI03piIMMH, OCOOJIUBO
SIKITIO BOHU TIPETCHIYIOTH Ha BiIoMi OpeHau.

[epeBaru migxomy: aHaTi3 MeTagaHUX MOXe €(PEKTHBHO IPAIFOBATH SK JOJATKOBHHA (DUTBTP, OCKUIBKU MiAPOOIIeHi
CalTH He 3aBXK1U IPOXOATh Yepe3 HaAliHHI MpoIiec peecTpartii.

Came Taki xapakrepucTky, sik URL-anpeca, koHTEHT BeO-caiiTy Ta MeTaiaHi, IepealoThCs B HEHPOHHY MEPEXy JUIst
e(peKTHBHOTO BUSBIICHHS (DITMHTOBUX CAHTIB.

Mawunne nasuanns ma Heiiponni mepesci. CydacHU i ONMUH 13 Hale(CKTHUBHIMIMX ITiIXOMIB A0 BHUSBICHHS
(hIIIMHIOBHX CaiTIB IPYHTYEThCSI HA BUKOPUCTAHHI MAIlIMHHOTO HABYAHHS Ta HEWMPOHHMX MepexX. MallluHHI MOJieIli, HaB4eHi
Ha BEJIMKUX MacHBax JIaHUX Npo (IlIMHIOBI Ta JIETITUMHI CalTH, MOXYTh CAMOCTIHHO BHAUISTH OCOOJIMBOCTI Ta LI1a0JIOHH,
XapakTepHi s (DIIIUHTOBHUX PECypPCiB.

OCHOBHI €Tan# I[HOT0 MiAX0Iy:

- Bubip mapamerpiB [y HaBYaHHS MOJIENi: BUKOPHUCTOBYIOThCA pisHI mapamerpn URL, MeranmaHi, a TakoK TEKCTOBI
Ta rpadiuHi o3HaKH. KokHa 3 IIMX 03HAK Ma€ CBOIO Bary IpH ieHTH(iKamnii (HIIIMHTOBHUX CaTIB.

- Bubip apxitekTypu HEHPOHHOT MepesKi: 3aJIe)KHO BiJl IJIEH aHali3y MOXyTh BUKOPHCTOBYBATHCS Pi3HI apXiTEKTypH,
TaKi K pekypeHTHi HelipoHHi Mepexi (RNN), 3roptkosi Heriponti Mepexi (CNN), 6araromaposi nepuentporn (MLP).

- HaBuanHs Ta TecTyBaHHs Mojieii: Moiellb HAaBYa€eThCS Ha BEJUKINA BUOIPII (DIIIMHTOBHX 1 JISTITUMHUX CAWTIB JIIS
BUSIBJICHHSI ITATEPHIB, a IOTIM MIPOXONTh TECTYBAaHHS HA HOBHX JIaHHX.

Takuit migxix € eQeKTHBHIM 3aBISKU 3JAaTHOCTI MOJENI aanTyBaTUCS 10 HOBHX 3arpo3, aje B TOH e yac BiH
BUMarae 3Ha4HUX 0OYMCITIOBAIEHNX PECYPCIB JUIsl HABYAHHS 1 IEPIOJMIHOTO OHOBJICHHSI IAaHUX JUTS T1i/IBUIIICHHS TOYHOCTI.

Jns eeKTHBHOTO 3aCTOCYBaHHS OyAb-IK0i HEHPOHHOI Mepeki KPUTHYHO BaXKJIMBO MPABIIIBHO 00paTH mapaMeTpH,
sKi OyIyTh aHATI3yBATHCH IS PO3ITI3HABAHHSL.

Ha ocHOBI mpoBeeHOro OCTiKEeHHS, B KoTpoMy aHamizyBamuck 100 neritumanx ta 100 ¢immHroBHX caifTiB, Oymm
BU3HAYEH] HACTYIIHI KPUTHYIHI O3HAKH, aHAJII3 KOTPHX € JONUIFHIM JUTS BUSBICHHS (DIIIMHTOBHX CAHTIB:
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1. lomxuaa URL Ta hostname: dimmnarosi caiiti marote noeini URL, 4acto 3 J0omaTKOBMMHM ITIOMCHAMH Ta

napameTpamu.

2. CumBommu B URL: criertiaibHi CHIMBOITH, TaKi SIK «= , ;», YaCTIIlIe 3yCTPIYArOTECS Y (DIIIMHIOBUX CaiTaX.

3. KibKicTb mifiioMeHiB: (ilMHIOBI CaifTi BUKOPUCTOBYIOTH OLIBIIIE MMiJVIOMEHIB, YacTo /ISl MACKyBaHHSI.

4. AHOMaJTBHI TTiIOMEHH: (DIIIMHIOBI CAWTH YacTillle MAFOTh MiIO3PL ITiIOMEHH.

5. Ilpedixcn Ta cydikcu B JOMEHi: YacTillle 3yCTpiyaroThesl y (IIIMHIOBHX CaifTax.

6. ITinospini TLD (Top-Level Domain): MOKyTb CBIIIHTH TPO TOTEHITIAHFA (ilITFHT.

7. External favicon: 30BHIIIIHI iIKOHKH YacCTiIlle 3yCTPIYAFOTECS y (DIIIMHTOBUX CaifTax.

8. Popup BikHa: popup BikHa MaiDke OIHAKOBO PO3MOBCIOKEHI B 000X THIIAX CAWTiB, aje B (DIMIMHTOBHX OiibIe

(HaliMeHIII 3HAUIMHFIA TapameTp).

9. Safe anchor: ¢irvrToBi caiiTy yacriie BUKOPHCTOBYIOTH Hebe3neuri npus’si3ku (unsafe anchors).

10. On mouse over: 3yCTpi4a€cThCsI JIHILIE Y (QIIIMHTOBHX CaliTaXx.

11. 3aranpHa KUTBKICTh TIOCHIIaHB: (DILIIMHTOBI CAWTH MICTSITh 3HAYHO OLIbIIE OCHIIaHb.

12. 30BHiIIHI TOCKITAHHSL: BEJIMKA KUTBKICTh 30BHIIIHIX TIOCHIAHD — MapKep (HIIIIMHTOBHX CAMTIB.

13. [Tino3pixi ckprnTy: (IIMHTOBI CATH YacTIiIIe MICTSTh MiIO3PLIl CKPHIITH.

14. Tlino3pim mocwianss Ha Telegram: mocunanus Ha Telegram Hewacti, ane (iIIMHIOBI CaiTH BUKOPUCTOBYIOTH iX

YacTile.

15. TIpucyTHICTH B OiJIOMY CITHCKY: OUTBIITICTB JICTITHMHIX CAlTIB 3a3BHYal 3HAXOIUTHCS y OLITOMY CITHCKY.

16. IIpucyTHICTH B YOPHOMY CIIHCKY: YAaCTHHA (3a3BHYal HEBENHKA) (IIIMHTOBHIX CANTIB MPHCYTHS y YOPHOMY CIIHCKY.

17. 3ammmn Ha mocTym OO0 Kamepw abo MikpogoHa: (IMIMHTOBI CAlTH YaCTIIlle 3alMTYIOTH JOCTYI IO KaMepu abo

Mikpo(oHa.

18. TmiTarist OpeHiB: (PIIIMHIOBI CaifTH HAMArarOTHCS IMITYBAaTH OPSH/IH, 1110 € BKIIFBAM MapKepoM U 1X iIeHTHA]IKAILi.

19. Bamimamii SSL-cepTrgikat: JeriTIMHI caifTy JacTirre MaroTh BaiaHuid SSL-cepTrdikar.

Sk Bxe OyJ0 cKa3aHO, HEMPOHHI Mepexi — Lie BelbMH e(peKTUBHMI MeXaHi3M BHSIBIICHHS (ILIMHIOBHX CaiTiB, aje y Takoro
MiIXO/ € 1 IepeBary, i mpooyemMu.

INepeBary HEMPOHHKX MEPEX Y BUsIBIICHH] (DINIMHIOBUX aTak:

1.  Bucoka TOYHICTb i 3AaTHICTB 10 y3araibHeHHs. HelipoHHI Mepesxi 31aTHi po3mi3HaBaTH HaBiTh TOHKI OCOOJIMBOCTI Ta
BIIMIHHOCTI MDK (DIIIMHTOBUMM 1 JICTITHMHUMH caiiTaMu. BOHM e(eKTHBHO NpaIOIOTh 3 BENMKOK KUIBKICTIO BXIIHHX
XapaKTEePHCTHK.

2. AJanTHBHICTH NI0 HOBHX TEXHIK (IIMHTY. 3aBISKH MOXIIBOCTI TIOCTIHHOTO TIepeHaBYaHHS, HEHPOHHI Mepeski
MOXKYTB IIBHIIKO aIANTYBATUCS 10 3MiH y TexHiKax (immHry. [l mpuxiamy, Mepexa Moske OyTH OHOBIICHa a00 TIepeHaBUCHA HA
HOBHX (DIIIIMHIOBHX 3pa3Kax, 0 J03BOJIIE CUCTEMI ONEPaTUBHO pearyBaTH Ha HOBi BUIIM aTak.

3. MacmrraboBaHicts 1 aproMarmzamis. HelipoHHI Mepeki MOXXyTh OOpOOJSTH BENMKY KUTBKICTh JAHHX y PEKIMI
peaybHOTO Yacy, IO JI03BOJIIE aBTOMATHYHO aHAN3yBaTH 1 KIacH(iKyBaTH BeO-CTOPIHKM Ta EIEKTPOHHI JIICTH IO 3HAYHO
TOJIETIITye POOOTY JUIsS CHCTEM Oe3MeKH Ta I03BOJISIE 3a0e3MEeYNTH MOCTIMHIIA MOHITOPHHI HA BEJIMKHUX IIaT(hopMax.

4. BusiBleHHS TIpUXOBaHMX marepHiB. HeWpoHHI Mepexi 31aTHI BHSBISTH HEJHIMHI 3BSI3KM MDK PI3HUMH
XapaKTepPUCTHKAMH, 110 1HOJI HEOYeBU IHI st JiFoziel. BoHM MOxKyTh 3HaiTH KOMOIHALLT IEBHKX CITiB, PO3TAIILYBAaHHS CUMBOJIIB Y
URL a6o ctpykrypy HTML-koy, 1110 € 03HAKOO (HIIIIMHIOBOIO CAMTY.

I[MpoGneMarrka HEHMPOHHUX MEPEX Y BUSIBIICHHI (DIlIMHIOBHX aTaK:

1. Tlorpeba B BeJMKIiil KUTBKOCTI SIKICHHX JaHuX. JIJI TOUYHOrO HaBYaHHS HEMPOHHHMX MEPEX TOTPIOHO MaTH BEJTHKY
KUTBKICTD 3pa3KiB SIK JICTITHMHHX, Tak 1 (DIIIMHTOBHX calTiB abo ymcTiB. HemocratHs abo HEMOBHA HaBYaJbHA BHOIPKA MOXKE
TIPA3BECTH JI0 HU3BKOI TOYHOCTI 200 YIIepEKEHOCTI pe3yIIbTaTiB.

2. Pmsuk mepeHaBYaHHsS Ta 3araibHI MpoOJeMH 3 y3arajJbHeHHsM. HeHpoHHI Mepexi MOXYTh MEPEHABYMTHCS HA
0COOJIMBOCTSIX HABYAJIGHOI BUOIPKH, IO TIPH3BEIE IO ITOraHoi poOOTH 3 HOBUMH, paHilie He OaueHnMH 3paskamu. Lle € ocobmiBoro
TIPOOIIEMOFO Y BHTIA/IKAX, KOJH (DIITMATOBI TEXHIKA TIOCTIHO 3MiHIOFOTHCSL.

3. UymDmBicTh IO 3MiH Yy TexHikax aTtak. DIIMIMHTOBI caliTH 9acTo MOIU(IKYIOTh CBOI METOMH, IO YCKIIATHIOE 3a/1ady
HEHpOHHUM MepeXaM, HaBYeHHM Ha TIoNepe/Hix rarepHax. baHanbHa 3miHa B 1mabnonax URL-aapec abo OHOBIEHHSI CTHITIO
JIMCTIB MOXKE 3HU3UTH €(pEeKTUBHICTb HEHPOMEPEKI, SIKILO HE IIPOBECTH MOBTOPHE HABYAHHS MEPEXKI.

4.  Bucoki 00YHMCITIOBAIBHI pecypcH Ta 3aTpuMKH. It JOCATHEHHsSI BUCOKOI TOYHOCTI HEHPOHHMM MepeKaM 4acTo
MOTPIOHI 3HAYHI OOYMCITIOBAIIBHI MIOTY)KHOCTI, OCOOIMBO MPH 00POOIl BEIMKUX OOCATIB JAHKMX Y PEXKUMI PEabHOrO Yacy i e
MOe OyTH TIPOOIIEMOIO IS CUCTEM, SIKi TIOTPeOYIOTh MUTTEBOI PeaKIlii Ha (PIlIMHTOBI aTaKu.

5. CxuagHicTh NOSICHEHHS (apryMeHTallii) pesyibratiB. HelipoHHI Mepesxi, a 0coONMBO TIHOOK] MOZIEI, € TaK 3BaHUMHU
“QOPHHUMM SIIMKaMK”’, JIe BXKKO TOSICHUTH YOMy caMme crucTeMa KiacH(iKyBajia TOM YM iHIIMHA CaifT sk (ilIMHIOBHH 1 Ie MOXKe
3HWKYBaTH JIOBIPY JI0 PE3yJIbTATIB aHaAJII3y Ta YCKJIA/IHIOBATH PUHHSTTS PIlIeHHsI TSl OIIepaTopiB CUCTEM Oe3IEeKH.

Ane He3BaKarO4YM Ha BKaszaHi NMPoOJIeMH, HEHPOHHI MepeXKi, Ha CHOTO/HIIIHIH JIeHb, — 1Ie OAWH 3 HAWOLIbII e(heKTHBHHIX
MeXaHi3MiB BUSIBIICHHS! (DillIMHIOBHX CAITIB, IPX YMOBI ONITHMAJIGHOIO BUOOPY THITy Ta apXiTEKTYpH MEPEXi, a TAKOK apameTpiB,
1110 QHATI3YIOTBCSL.

1 CBY mnonepemiia npo (GilMHroBy po3CHIIKY JMCTIB Bif il imeHi. https://ms.detector. media/kiberbezpeka/post/34011/2024-01-19-
sbu-poperedylapro-fishyngovu-rozsylku-lystiv-vid-ii-imeni/.

2. The State of Phishing 2023. https://slashnext.com/wp-content/uploads/2023/10/SlashNext-The-State-of-Phishing-Report-2023.pdf.

3. OimvHr K OOMH i3 OCHOBHHX  PI3HOBHIIB  IHTEpHET-IIAXPaiiCTBa. https://science.donnu.edu.ua/wp-
content/uploads/sites/6/2020/06/fishing.pdf.
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10.M. 3nopenko, I.B. Pomamiko, C.B. JItobapcekuii

AJANTALIA ITAPAMETPIB ITIPOTOKOJTY JTAHAMIYHOI MAPHIPYTHU3AIIIL B )
IHOOPMANIMHO-TEJIEKOMYHIKAIIMHUX MEPEXAX OB’€KTIB KPUTHNYHOI
IHOPACTYKTYPHU

IocrifiHa mOCTYHHICTH cepBiciB iH(pOPMAIiITHO-TETCKOMYHIKAIHHUX MEpeX KPUTUIHOI IHPPACTPYKTYPH €
BOXJIUBUM KOMIIOHEHTOM iX KiOepHeTHYHOi 3axWIieHocTi. [ cydacHHX yMOB (YHKIIOHYBaHHS TaKHX MEpExX
XapaKTepHOIO € TOCTifiHA 3MiHA iXHBOI TOMOJOTII, III0 MOXE IPU3BOIUTH 1O MEpEepUBaHHS NepenaBaHHs iH(opMarrii.
Tak, mpu 3mirax Ttomosorii ITM, mpoTokon AWHAMIYHOI MapHIpyTH3alii 3AIHCHIOE MONIYK HOBOTO ONTHMAaJIbHOTO
Mapmipyty. Lle#t mporec cynpoBOIKy€eThCSI OOMIHOM CITy>KOOBHMH TOBITOMJICHHSIMH 3 CyCiTHIMH MapIIpyTH3aTOPaMH,
OHOBJICHHAM METPHK MapIIPyTiB Ta TaOJIHIb MapIIpyTH3amii. BaXJIuBUM NIpH IOMY € 3HAa4YCHHS 4acy HEOOXiTHOTO
Juist 1boro. Yac 301KHOCTI Mepeki IpU BHKOPUCTAHHI PI3HUX MPOTOKOJIIB AMHAMIYHOI MapIpyTH3alii Moxke OyTH
pi3HMM, ajye B 3araJbHOMY aHali3 iX ajlrOpUTMIB I0Ka3aB, 110 BOHU BKIIOYAIOTh B cebe CTATH4HI MapameTpH, sKi
BUKOPHCTOBYIOThCS JUIsl Pi3HUX yMOB (yHKUioHyBaHHsA ITM. lle mMoxke mpu3BoAWTH 1O 30UIBIIEHHS 4Yacy 301KHOCTI
Mepexi Ta SK HaCHiJIOK 30UIbIIEHHS BTparT iH(GOPMAIMHUX MNaKeTiB, 3pOCTaHHS 3aTPUMKU Ta 3HMKEHHS SKOCTI
obcmyroByBannst Q0S. Taki cueHapii At 00’ €KTIB KpUTHYHOT iHPPACTPYKTYpH € HENPUHHATHUMU. ToMy akTyaabHOIO
€ 3aJa4ya ajanTaiii 3HaueHb MapaMeTpiB MPOTOKOJIB JUHAMIYHOI MapLIpyTH3alil, 110 JO3BOJHUTH MIHIMI3yBaTH 4ac
30DKHOCTI Mepeki, 3MEHIIUTH BTpaTH iH(QOpMAIifHUX MakKeTiB, MiHIMi3yBaTh ciykO0oBui Tpadik Ta 3abe3mednTH
MOCTIMHY HOCTYMHICTE iH(opMaImiiftHuX cepiciB 3rimHo BuUMor QO0S. Jlns pimeHHA wmiel 3agadi MPOMOHYETHCS
pO3poOUTH METOJ MO aJanTarii CTaTHYHUX TaiiMepiB MPOTOKOJIB TUHAMIYHOI MapIIpyTH3aii. AHaji3 MPOTOKOIIB
MUHAMIYHOT MapIIpyTH3aMii MoKa3as, [0 3HAUYCHHS TaiiMepiB OMUTYBAaHHS CYCIOHIX MapHIPYTHU3aTOPIB € IMOCTIHHUMH.
Tak, 3riJHO 3 aJrOPUTMOM, SIKHI 3aCTOCOBYEThCS B auHamiuHomy mportokoni EIGRP (Cisco), raiimep HamcuimanHs
naketiB mosigomiennss Hello mopiBaioe 5 ¢, a B mpotokoni RIP Benmumua Ttakoro taiimepy ams Biampasku Hello-
noBiomieHs ckiagae 30c. Pazom 3 TUM B 0araThOX MaplIpyTH3aTOpax JMOMYCKAETHCS EKCIEPTHE HaJallTyBaHHS
3HauYeHb LuX TaiMmepiB. OJHaK Take HAJIAIITYBaHHS Mae psJ HEAOJNIKIB, a caMe: € CTaluM Ha Bechb Mepiof
(YHKIIOHYBaHHS; 3aHAATO Malle 3HAYEHHS TaliMepy MOXe NpH3BECTH [0 30UIbIIEHHS CIy)k00Boro Tpadiky,
MOCTIHHOCTI Tporecy 30DKHOCTI Mepexi; 3aHaJATO BEJIMKE 3HAYCHHS MOXE IPHU3BECTH JO BTPaTH aKTyaJbHOI
iHpopMaii Mpo cTaH CyCiHIX MapUIPyTH3aTOPIB Ta SIK HACIIZOK BTPAT MAKETiB Yepe3 HaACUIIaHHs iH(opmarii no Bxe
HEICHYIOYHMM MapIIpyTaMm.

ToMy Anst MPOTOKOMIB JUHAMIYHOT MapuIpyTH3amii Py aJaNTUBHOMY HAJalITyBaHHI TalMepiB MPOMOHYETHCS
BPaxOBYBAaTH TaKi MapaMeTpH: MOTOYHMI CTaH BUKOPHCTAHHS (3aBaHTaKEHOCTI) MapmpyTiB (IHTEHCHUBHICTH Tpadiky)
Ta IHTEHCHBHICTh 3MiHH TomoOJIOTil Mepexi. Tak, mpu 30UIbIIEHHI IHTEHCUBHOCTI 3MiHHM TOIOJIOTII Mepexi, iHTepBal
Hajcunanas Hello-makerie HeoOXigHO 3MeHmIyBaTH. [IpM 1mbOMY HEOOXiZHO BPaxOBYBAaTH PiBCHb 3aBAHTAKEHOCTI
anpTepHaTHBHUX MapipyTiB [1]. Tak, mpu 3HAYHHUX PIBHAX 3aBAHTAXKEHOCTI BIIMOBITHUX MAapUIPYTiB, 3HAYCHHS
TaliMepy ONHMTYBaHHS MPOIOHYEThCs 30UIbLIyBaTH. [Ipu LbOMY BHHHKae morpeda 3HAXOJDKEHHs 30aJaHCOBAHOTO
3HAYEHHs ISl BIINOBIJHUX TallMepiB MPOTOKONIB JMHAMiuyHOT MapuipyTtu3auii. PileHHs wiei 3a1a4i MpornoHyeThes
3IiCHIOBATH HA OCHOBI BUKOPUCTaHHS MaTeMaTHYHOTO amapary HeditTkoi soriku [2], [3].

Just ITM 006’ €xTiB KpUTHYHOI iHQPACTPYKTYPH, MPOIIOHYETHCS Peali3yBaTH HOBHI METOJI OHOBIICHHS TaliMepiB
Bianpasku Hello-nosigomiiens, sikuii B yMoBax HeloCcTaTHLOI (HETOYHOT) iH(OpMAaIi IPYHTYETHCS, HA BUKOPUCTAHHI
HEYITKHX CHCTEM JIOTIYHOTrO BUBeIeHHs. [l HalaTyBaHHS Ta ajanTtalii mapaMeTpiB TaKUX CHUCTEM MOXKYTh OyTH
BUKOPHCTaHI BIJIOMI IiJIXOAM HAa OCHOBI MaTeMaTH4HOI'O arapary IMITYYHUX HEHPOHHHUX Mepex. B skocTi BXimHMX
napamMeTpiB TAKUX HEUPO-HEWITKMX CHCTEM JUISi OHOBICHHs Takimepie Bimmpasku Hello-moBizomiieHb mpomoHyeThCs
BUKOPHCTATH 3HAYEHHS, 1[0 XapaKTepu3ye piBeHb AWHaMI4HOCTI (4acToTy) 3minu Tonosorii [ITM 3a nonepenHiii nepiox
CIIOCTEPE)KEHHS, CEepPEJHE KOB3HE IIONEPEeJHbOr0 MapaMeTpy Ta pIBEHb 3aBaHTaXKEHOCTI Mepexi (IHTEeHCHBHICTh
Tpadiky). BuxigHuii mapamerp, onTHMajbHE 3HAYEHHsS TallMepy, BU3HAYA€THhCSA B Mpolleci HaBuaHHs Takoi fuzzy-
CHCTEMH 3 BUKOPUCTAHHSAM aJIrOPUTMY OOCpHEHOTO MOMIMPEHHs IIOMUIIKY. JlaHi JuIs HaBYaHHS NPOTIOHY€EThCS 310paTh
B IIPOIIECI EKCIIEPUMEHTAJIbHUX JIOCITIPKEHb 3a MOKa3HUKAMM SIKOCTI OOCITyrOBYyBaHHS B CEPEIOBHIII MOJCIIOBAHHS
GNS3. CrBopenns fuzzy-cucremu Ta 1i HaBuaHHS IIPOTOHYEThCS 3AilicHIOBaTH B cepenosuini Matlab [4].
[lepenbavyaeTpesi, 10 BUKOPHUCTAHHS TAaKOTO METOJY aJanTalii TaliMepiB Ha OCHOBI HAaKONWYEHHWX JaHHUX
CIIOCTEpEe)XXEHHsI MOoKa3HUKIB QOS 103BONMTH 3a0€3MeUnTH ONTHMalbHI 3HAYCHHS TaiiMepiB Ul 3MEHIICHHS dYacy
301>KHOCTI MepeKi Ta MocTiiHy JocTynHIicTh cepBiciB ITM kpuTHYHOT iHGPACTPYKTYpH.
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R. Ivanova

INTERNATIONAL ORGANIZATIONS AND LEGAL FRAMEWORKS FOR ENERGY
CYBERSECURITY: CHALLENGES FOR UKRAINE IN THE GLOBAL DIGITAL AGE

In today’s digitally connected world, the energy sector is considered to be information technology’s newest target
and possibly the most important and vulnerable sector that suffers cyber attacks. Modern energy systems are complex,
interconnected, and greatly rely on information technologies for supervision, control, and communication. Therefore,
protecting cyber risks of energy systems infrastructure is now a matter of national security, legal governance, and multi-
national collaboration.

Energy grids, nuclear facilities, oil pipelines, and smart grids sustaining cyber attacks can no longer be classified
as problematic nor complex. In fact, these forms of attack are increasingly becoming prevalent with dire consequences
for public protection, economic growth, and international relations. To tackle these issues, global institutions have
assumed advanced responsibility towards defining international legal and strategic boundaries in cyber security.

The UN has addressed issues of cybersecurity in the reports of the Group of Governmental Experts (GGE) and
the Open-ended Working Group (OEWG). These groups created voluntary norms of responsible state behavior in
cyberspace that requires the protection of vital constituents such as critical infrastructure. Though these reports do not
constitute a legal obligation, they do provide a basis for forming national law and establishing international legal
discourse.

The Network and Information Security Directives NIS and NIS2, alongside the Cybersecurity Act, and the
Europe Energy Security Strategy are all created by The European Union which places legal obligations on other
member states and allied countries to appoint critical operators of services, analyze risks of cyber attacks, report
incidents, and enforce security protocols. The Union’s core body entrusted with this task is the European Union Agency
for Cybersecurity (ENISA) whose responsibilities include providing threat intelligence and sector specific guidance like
for the energy sector.

Simultaneously, the IEA (International Energy Agency) has also put forth new recommendations to advance the
governance of cybersecurity pertaining to smart grids as well as the digital supply chains and renewables energy
systems. These recommendations advocate for the creation of national energy CSIRTs (Computer Security Incident
Response Teams), routine resilience evaluation exercises, and enhanced public-private collaboration.

Alongside other UN bodies, the International Telecommunication Union (ITU) actively participates in global
coordination and capacity building on cyber security by concentrating on the cross- border legal framework, common
standards such as ITU-T X.1205, and institutional frameworks for cyber crisis response including the Cyber emergency
response international standard. Under the framework law of its Global Cybersecurity Index which measures country
capabilities, Ukraine is also included.

We’re modernizing our legislative and institutional frameworks on cybersecurity in the energy sector as a
consequence of current wartime realities and European integration objectives. The infrastructural, operational, and
technological components defined by “The Law of Ukraine On the Basic Principles of Ensuring Cybersecurity” (2017),
the National Cybersecurity Strategy in conjunction with the recently approved National Recovery Plan relating to
India’s CII (Critical Energy Infrastructure) Cybersecurity Framework focus on protecting energy critical infrastructure
but lack full implementation detailing and mechanism integration.

Ukraine’s collaboration and participation in international projects like EU4Digital and NATO’s Cyber Centre of
Excellence (NATO CCDCOE) alongside USAID projects on energy security leverage international frameworks to
design sustainable domestic resiliency strategies and showcase the value of cooperating partners.

Another distinct issue is the legal definition of cyber incidents constituting force majeure (acts of God) in
contracts and insurance policies in the energy sector. While international legal doctrine does accept this position
conditionally, it lacks specific structures to claim these provisions. Certain definitions and processes defining
attribution, responsibility, and reparation must be established to eliminate legal ambiguity and distortion in business
continuity.Additionally, the matter of investigating cross-border cybercrimes and mutual legal assistance is still
unsolved. Organizations like INTERPOL, Council of Europe (through the Budapest Convention), and OECD structure
collaboration frameworks. However, Ukraine's participation in these mechanisms needs further enhancement through
legal adjustments and institutional advocacy.

Focusing on these, international organizations function not only as state norm creators, but also as active
implementing entities within risk evaluation, capacity enhancement, and policy framework design. Their support is
unique for states like Ukraine which, at the same time, experiences a digital transformation coupled with legal updates
and post-war rebuilding efforts.

The direction of energy cybersecurity development in Ukraine is restrained by a need to equally balance national
legal sovereignty and international alignment, with assistance from international institutions and multilateral alliances.
Key strategies must include the legal framework capturing cybersecurity responsibilities of energy sector operators,
creation of independent regulatory oversight bodies, active participation in regional cybersecurity exercises, and
establishment of information exchange platforms.

1. European Union Agency for Cybersecurity (ENISA). (2023). Cybersecurity for the energy sector [Electronic
resource]. Retrieved from https://www.enisa.europa.eu/topics/csirt-cert-services/energy.
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BEKTOP COIIOTHKEHEPHOI ATAKHN OB’EKTIB KPUTUYHOI IHOOPMALINHOI
IHO®OPACTPYKTYPU 'AJTY3I EHEPTETUKH

BukopucranHs comiajgbHOI iHXKEHEpii 3TOBMHUCHHUKAMU Ul «HECAHKI[IOHOBAHOTO» JOCTYIly SIK J0 OKPEMHUX
KOMIT'FOTEPIB, TaK i MEPEXK 3araioM BU3HAYAIOTH OKpeMHuil BekTop ataku [1]. OCHOBOIO HAIpaBICHOCTI HOTO peasi3yBaHHs €
eKCIUTyaTyBaHHS Ypa3iMBOCTeH TpamiBHUKIB oOprafi3amii [2]. 3-MOMDK HHX BHOKPEMITIOIOTBCS OO’ €KTH KPUTUIHOL
iHbpacTpyKTypH Tamy3i eHepreTuki. HemopymrHicTs BiIacTHMBOCTEH iH(popMamii y ixHiX iH(opMamiiHuX iH(pacTpyKTypax
TapaHTYETHCS YIPOBADKEHHSAM Tally3eBOi CHCTEMH 3a0e3redyBaHHs KidepOesmnekn [3]. Hacammiepen mme 103BOIISIE MPOTHALSITH
eKCIUTyaTyBaHHIO Ypa3JMBOCTEH TNPAIIBHHUKIB 00 €KTIB KPUTHYHOI iH(POpPMAIIHHOI iH(QPACTPYKTYypH Taly3i CHEpPreTHKH.
[leproueproBicTh BUKOHAHHS JI@aHOTO 3aBJAHHS OOYMOBJIOETHCS IOLIMPEHICTIO i, SIK HACIIJIOK, HEOEe3MEYHICTIO TaKOro
pizHoBuny 3arpo3 [1-3]. Tomy BH3HAYaHHS BEKTOPY COLIOIMKEHEPHOI aTaku OO0 €KTIB KPUTHYHOI iH(OpMaliiHOT
iH(PACTPYKTYpH TraTy3i eHEPreTUKU aKTyaJIbHE.

Jl1s1 y3araJbHEHOTO BUKOPUCTAHHS COLIIATIBHOT IHKEHEil, SIK PUKIIaj, MOXKHA PO3IJITHYTH (PPEHMBOpK 3 ILIECTH €TaIliB
[4]. 3oxpema po3BimyBaHHs, MiATOTOBISIHHSA 1 BHKOPHUCTAHHS iH(OpMAIli, BCTAHOBIIOBAHHS [OYATKOBOIO KOHTAKTY,
HaJaro/pPKyBaHHs B3a€MOJI], €KCILTyaTyBaHHs, BUKOPUCTAHHs PE3yJIbTATiB €KCIUTyaTyBaHHS. 3arajlioM Iii eTany BH3HAYaloTh
BEKTOp COMLIOImKeHepHOi aTakd. [IOTeHIHHOIO JKepTBOIO € TMpAIiBHUK OpraHizamii (Hampukian, o0’€KTa KpPUTHIHOL
iHdopMariifHoi iHppacTpykTypH). 3a pe3ybTaTaMy pO3BiMyBaHHS iH(OpPMAILii IPO HEOTO 3JOBMICHUKOM (DOPMYETHCS iCTOPIS
TIPUKPUTTS] BUKOPHCTAHHS COIIaTbHOT imKeHepil. Hero BimoOpakaeThesl 1 TICHXOJIOTIYHII, 1 TIOBSIIHKOBHI TIPpo(iTi IpariBHIKa
opranizamii. Lle 103BoIIstE 3MOBMUCHHUKY OOHMpATH MO, METOAM, (DPEHMBOPKH Ta IHCTPYMEHTAIBHI 3aCO0M BHKOPHUCTaHHS
comjanbHOI imkeHepii. Ha OCHOBI BCTAaHOBITIOBAHHS NMPHUKPUTTS HUM IHIIIIOEThCS KOHTAaKT 3 MOTECHIIMHOIO >kepTBOro. [licis
IIbOTO 3JIOBMHCHHK B3a€MOJIE 3 MPAIiBHUKOM OpraHizamii. 3a pe3yiabTaTaMH TaKoOro eKCINTyaTyBaHHS 3IHCHIOIOTECS CIpoOn
BUKOHAHHS JTii 3JIC)KHO Bifl KIHIIEBOT METH BUKOPHCTAHHSI COLIIAILHOT 1HXKSHEIl.

BopHovac 3 orssiy Ha Te, 10 BEKTOpP COLIOIHKEHEPHOT aTakk BU3HAYAETHCS BIATIOBITHUMH MOJEIISIMH, METOJaMH Ta
¢peiimBopkamu. [lpukian iX 3icTaBieHHs BiANOBIIHO /O BCTAHOBJEHWX KPUTEpIiiB omnpuirofgeHo B [5]. 3aBmsku LbpoMy
PO3POOIICHO TEXHIYHY MO/IEIb BUKOPHCTAHHSI COIAIBHOT IHKeHepil. XapaKTepHOIO ii 0COOIMBICTIO € 3BSICHICTh /10 BUKOHAHHS
TUIBKH TPHOX €TartiB (30upaHHs iHpopMarlii, MATOTOBIISHHSI 1 peasi3yBaHHs COLIOIHKEHEPHOI aTaky) 1, SIK HACIIJIOK, MOJIabIle
ABTOMATH3YBaHHSA 3 IHCTPYMEHTAIBHOI MiATPrMKOM. OCHOBOIO MEPIIOrOo €Taly € TMPOoIeC pPO3BimyBaHHs iHGpOpMAaIli 3
BIIKPUTHX JDKEpeIT, 30KpeMa, 3 COMiabHUX MepeK. [IiATOTOBISTHHIO COLIOIHKEHEpHOI aTaky Mepeaye OOMpaHHs CLCHApIto 1i
peartizyBaHHL. 3 OISy Ha IIe BUKOPHCTOBYIOTHCS BIATIOBITHI MOJIE, METOIH, (PpEHMBOPKH Ta IHCTPYMEHTAJIbHI 3aCOOM.

Jlo Toro >k mpW BH3HAYAHHI BEKTOPY COLIOIMKEHEPHOi aTaku OepyThCsS A0 YBard ICHXIYHI MPOLIECH IIparliBHAKA
oprauizatiii. [Tpuknia/] npeacTaBIeHHs apXiTeKTypH BiANOBIIHOTO (GpedMBOpPKY po3risiHyTo B [6]. YV maHoMy BUMajKy BEKTOp
COIIIOIFDKEHEPHOT aTaK! CTPYKTYPYEThCS 3aBISKH BUCOKOPIBHEBOMY BiIOOpa’keHHI KOTHITHBHIUX TIporieciB. LM ypaxoByIOTECS
MPHITYIICHHS MPO BIUIMBAHHS HA MPOIICC MI3HAHHS JIFOMMHH TICBHUX THIIB SIBHII, KOHTEKCTY ab0 moBeminku. KokeH 3i
3a3HAYEHUX TIPOLECIB IHILIIOETHCSI NEBHUM CTUMYJIOM (HANpHKIAJ, OTPUMAHHSM JIMCTA 31 3JIOBMHCHUM BKJIAICHHSAM a0o
MOCHJIaHHSM Ha 3JIOBMHUCHHI BeOpecypc). lam BiH NepeTBOPIOEThCS HA CHPHHHSTTS (HAIPUKIIAJ, YCBIJOMIIIOBAHHS CTHIIIO
HAIFCAHHS ENEKTPOHHOTO JIMCTa) 1 CIPSIMOBYETBCS depe3 yBary (HalpHKIaJ, OTPUMAaHHS y JIMCTI TUIIOBOTO 3aBJaHHA).
VYHacmaok oOpoOIsHH OTpUMaHOi 31 CTUMYJIOM iH(opMallii (OpMYEThCs MOBEIHKA JIFOMHU SIK Pe3yJibTaT KOTHITHBHOTO
nporiecy (HaPHKIaJI, MPAIiBHAK OpPraHizaiiil BiIKpHBa€e BKIAICHHS TSl BAKOHAHHS THIIOBOTO ISl HHOTO 3aBIAHHS).

Omxe, BEKTOp COIIOIHKEHEPHOI aTakd 00 €KTiB KPUTHYHOI iH(OpMAIiiHOI HPPaCTpyKTypH Tamy3i €HEepreTHKH
BM3HAYAETHCSI OOPAHUM CIIEHApieM eKCIUTyaTyBaHHS ypasIMBOCTEH X IpamiBHUKIB. SIK HaciiJoOK, MOXe peanizyBaThucs
3aJIeKHO BiJ 0OpaHUX MoAesed, MeToMiB, (pEHMBOPKIB Ta IHCTPYMEHTAJIBbHUX 3aC00iB. XapaKTepHOI OCOOIMBICTIO
BEKTOPY COIIOIHKEHEPHOT aTaku € ToeTarHe BUKOHAHHS il 3 GOKY 3MOBMHCHHKA. IX KUIBKICT 0OYMOBIIOETHCS
00paHuM (GpeiiMBOPKOM 1 MOXKE KOJUBATHCS Y Aialla30Hi, HAIIPUKIIA, BiJl TPHOX 110 IIIECTH CTAIiB.

1 Attack Vector Definition. URL: https://www.fortinet.com/resources/cyberglossary/attack- vector (accessed on: 07.05.2025).
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ITyxoBa HAH VYxpainn, 2024. C. 114-115.
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