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10.10. MaTnhoBKa

CucremMu TiATPUMKH MPUUHATTS PillieHb NPU aHATI31 pU3UKIB B

napajelbHUX BUCOKONIPOIYKTUBHUX CEPEOBHUIIIAX



A.M. JlaBuneHko

PE3W/IbEHTHICTb OIIEPATOPIB IPO'PAMHOI'O
3ABE3IIEYEHHA J1JIA ®YHKHIOHYBAHHA KPUTUYHOI
IHOPACTPYKTYPU

CydacHe JXUTTsI MaiKe MMOBHICTIO KOMIT FOTEpH30BaHo. AJe icHye OaraTo cdep 3
BHCOKOIO CTYIIiHb 3aJIy4€HHs JIIOJUHU B T€XHOJOTi4YHOMY mporeci [1]. IcHye Benmka
KiTbKicTh Tpodeciif, B SKMX BaXIUBOIO € IOCTiiiHA HasABHICTH (OKYCY yBaru
mpamiBHUKAa Ha AaKTUBHIA 30HI TPOrPAMHOTO 3aCTOCYHKY A 3abe3rnedeHHs
(yHKITIOHYBaHHS KPpUTHYHOI iHPpacTpykTypr. Haxkans icHye 6arato mpukiIamiB KoJi
BimOyBasmach KatacTpoda B pe3ynbTaTH HEJOCTATHROIO YBard TmpamiBHUKa. Lle
aBiakaractpoda sika oOyMOBIIEHa MOMHWJIKOIO aBiamucmeTrdepa abo minzora. B Oymb
SKOMY BHIAJKy IIe BiOYJIOCh SK HACHiIOK BTpaTH (OKyca yBard OIEepaTopoM
CKJIIATHOTO TEXHOJIOTIYHOTO Tporecy. BIimB rOnCBKOTO (haKkTOpy HaKadb MOXKE
BUHUKHYTH Oy/lb KOJIi, TOOTO JIIOAMHA MOE BTOMUTHCS YM 3aXBOPITH ab0 11 MOXKYTb
BiZIBOJIIKATH SIKiChb CyO’eKTHBHI 4M 00’ekTHBHI (aktopu. B Takmx Bumaakax
CHIBPOOITHUK MOXKE BTPATHTH YBaXHICTh, HAIPUKJIAZ — 3aCHYTH HA poOOYOMY MicIii,
JUBUTHCH HE HA MOHITOp, a B TesiehoH ab0 y BIKHO 4M Ha iHIIY Jtoquny. [Ipu npomy
Horo ¢okyc yBarn Ha iH(popMalii, sika BiZoOpa)kaeTbcs Ha €KpaHi KOMII'IoTepa,
BTpPAYaeThCs, IO YacTO Moxke OyTh Hemnmpuiyctumo. s 3amo0iraHHs IhOMY
MmoTpiOHA cHCTeMa KOHTPOJIO 3a CTaHOM orepaTopa. BoHa Moxe 3aiHCHIOBATHCS

MOKPOKOBO:
*  KOHTPOJIb (DI3UYIHOTO Ta TICUXOJIOTIYHOTO CTaHy oIepaTopa Mepes JOIMyCKOM
K po0orTi;

*  KOHTpOIIb YBard orepaTopa Iij yac po0ori;
*  MOHITOPHHT Ta aHaJi3 MOKIIMBUX BIUIMBIB Ha OTiepaTopa B HEpOOOUHiA yac.

TakuM YHHOM MM TPUXOAMMO K KOMIUIEKCHOI 3aJladi MOHITOPHHTY, aHali3y Ta
KOpeKILii mpane3aaTHoro craHy omeparopa. IIpn oMy CycHiIbCTBO 3allikaBlICHE B
HiJBIIICH] PE3MIIBEHTHOCTI ONEPaTOpiB Ta NPOTUIT IIKI/UIMBUM BIUIMBaM Ha HUX. LIs
3ajJaya Mae 0araTo acrekTiB, Lie MEAWIMHA, eKOJIOTis, CyCHIbcTBO. B cmiy Hamoi
cnewianizamii po3risiHeMo iHpoOpMauidHy CKJIaJoBY sKa BIUIMBaE Ha 3MiHi
PE3UILEHTHOCTI OIIEPATOPIB.

Ha neprromy kpotti — KOHTPOJIb (hi3NYHOTO Ta IICHXOJIOTIYHOTO CTaHy OIepaTopa
nepen JDOMycKoM K po0OoTi. IcHyrOTH Bimomi mpoOiemi, sKi MOB’s3aHi 3 3aXHCTOM
MEIUYHHX Ta MEPCOHATBHUX JaHUX.

Ha nmpyromy kpoili — KOHTpPOJIb yBaru orepaTtopa Iia 4ac poOOTi — iCHYIOThH
METOJIM KOHTPOJIIO yBaru omepatopa. [Ipukianom € Hair poOOTi M0 KOHTPOJIIO yBaru
oriepaTopa 3a JOIMOMOTOI0 aHali3y OI0OMETPUYHUX TapaMeTPiB eIEMEHTaMH IITYIHOTO
IHTEJIeKTY.
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Ha tpeTrhoMy KpoIli — MOHITOPHHT Ta aHalli3 MOXIIMBHX BIUIMBIB Ha OIepaTopa B
HepoOounii uyac — HalBaXIMBIIMM B HAal dYac € iHpopMaliiHa NPOTHIIA
nesingopmarii. BaxxinBoro Juis IbOTro Mmpouecy € MbKHapoHa MiATPUMKA, BUACHOCTI
rpanrosa nporpama CRDFGlobal, Binkpurrst Llentpy npotunii nesindopmanii. Ane
iCHye HayKOBO TE€XHi4HA IpobiemMa opraHisauii OHJIaiH MOHITOPHHTY, 3HAXO/KESHHS,
(hikcarrii Ta BuUaCHOTO pearyBaHHs Ha (peiKu.

Pimennst mpoGiieM meprmioro Kpoky aoOpe MporparboBaHO, MPUKIAIOM MOXKE
Oytu porpama Jlis.

IIpobaemu mpyroro eramy 3apa3 aKTHBHO BHUPINIYIOTHCSA. MOKIIMBHM ITiIXOJI0M
€ BUKOPHCTaHHS aHaNi3y Bille0 MOTOKY JUIsl pO3Ii3HABaHHS OOJIMYYS OIeparopa Ta
Horo oroyeHHs. Ha ocHoBi anami3zy indopmanii 3 BeO-KaMepu B pexHMi OHJIAlH,
3IIICHIOIOTH KOHTPOJIb HasiBHOCTI ()OKYCY yBaru CIiBpOOITHMKAa Ha aKTHMBHIM 30HI
KPUTHYHOTO 3aCTOCYHKY Ta BiJICyTHOCTI HEaBTOPHU30BAaHUX OCIO Oinst KoM’ 1oTepa.

Jns nporo HaMu OyJiM BUKOPHCTaHI HEHpOHHI Mepexi ais Bu3HaueHHs 3D-
NOBEpXHI 00ymu4st. BukopHcTOBYIOUM apXiTeKTypy Mozedi o0au4ust pa3oM i3
NPUCKOPEHHSM TIpadiuHOro MpOLEcopa MPOTAIOM YChOTO HUKIY O0OpOOKH, (YHKIIis
3abe3neuye BUCOKY MPOAYKTHBHICTh Y peaibHOMY daci. Bukopurcrana mojens [2] Mae
KOHBEEP 3 JBOX HEUPOHHUX MEpex uid Bu3HadeHHs 3D-koopmuHat 468 opieHTHPIB
Ha OOJMYYi: MCEBIO-TPUBUMIPHUX KOOPJIWHAT 3 JBOBUMIpPHOTO 300pakeHHs. [lepma
Helipomepexka «BlazeFace» 3HaXomuTh po3TanlyBaHHS OONHYYsl Ha OCHOBI aHAII3y
nmoBHOTO 300paxkeHHs1. BlazeFace BukopucToBy€ jeTKy Mepexy BHIydeHHs (DYHKITIH,
nonioHy 10 MobileNetV1/V2 [3].

[IpobGnemu TpeThOro KpOKY IOTPEOYIOTH OKpPEeMOro omucy. AJie TaM Tex
JIOLJIbHO BUKOPUCTOBYBATH €JIEMEHTH LITYYHOT'O IHTEJIEKTY.

1.  HaBugenko A.M., Metoau Ta Moz afanTHBHOTO 3aXHCTY Ta PO3MEKYBAHHS JOCTYITY
IO po3moJiyieHHX iHQOpMaliiHIX pecypciB. — JHcepTamis JOKT. TexH. Hayk: 05.13.21 /
Hauionanpuuii aBiauiiiauii yaisepeurer. — Kuis, 2021. — 347 c.

2. Face detection guide [Electronic resource]. - Access mode:
https://developers.google.com/mediapipe/solutions/vision/face _detector#blazeface short-
range. (accessed 17.08.2023).

3.  Howard, A. G. MobileNets: Efficient Convolutional Neural Networks for Mobile Vision
Applications [Electronic resource] / A. G. Howard, M. Zhu, B. Chen, D. Kalenichenko,
W. Wang, T. Weyand, M. Andreetto, H. Adam // Computer Vision and Pattern
Recognition. — 17.04.2017. DOI: 10.48550/arXiv.1704.04861.
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CJL. TNinsrypr

HPC TA PEKOH®IT'YPOBHI 3ACOBM NIIBUIIIEHHSA
PE3UJIBEHTHOCTI KIBEPOIBUYHUX CUCTEM

OmHUM 3 BKIUBININX KOMIIOHEHTIB BIIACTHBOCTI PE3WILEHTHOCTI TEXHIYHUX
CHCTEM € aJanTHBHICTh. [IpMHLMI alanTUBHOCTI TakoX € OJAHWUM 3 IPUHIMIIB,
MOKIIAJICHUX B OCHOBY HaIllOHAJBHOT CHCTEMH CTiiikocTi YKpainu [1].

AanTHBHICTH — i€ 3aTHICTb CUCTEMH MPUCTOCOBYBATHCS 10 KPHU30BUX YMOB i
HOBUX OOCTaBWH, SIKI BHHMKIHM IIiJl BIUIMBOM 3arpo3u a0o KpU30BOI cCHTYyaIli,
3a0e3neuyBaTi BUKMBAHHS, CBOJIOILII0, MOXJIMBICTH TpPaHC(OPMYBATH HETaTHUBHI
pe3yJIbTaTH B TIO3UTHBHI, & TAKOXK 3aCTOCOBYBATH iHHOBAIiiHI piteHHs [2].

IIporpamoBani noriuni iHTerpamsHi cxemm (ITJIIC), mo € oOCHOBOIO
PEKOHOITYPOBHUX OOYHCIIOBAILHUX 3ac00iB, TPHUPOJHAM YHHOM JO3BOJISIOTH
peamizoByBat npuHIMN anantuBHocTi. CydyacHi HBIC mporpamoBaHoi JIOTiKH Bike
MICTATh JECATKHA MIJbHOHIB €KBIBAJCHTHUX JIOTIYHUX €JIEMEHTIB i HaJIalOTh 3MOTY 3a
JIYeHi CeKyH/IH CTBOPIOBATH, TOOTO, ()aKTUIHO, BUTOTOBJISTH BCEPEIHHI ceOe BETUKI
Ta CKJIaJHI (POBI CTPYKTYPH LULIXOM 3aBaHTa)XEHHs KoH]irypauiiinoi indpopmarii
(bitstream) 3 miaroroieHoro Qaiy neBHoro ¢opmary. BukopucraHHS B SKOCTI
anapatHoi 1arpopMu peKOoH(}IrypoBHHX 0OYMCIIOBadiB (IPUCKOPIOBadiB) 3a
paxyHOK cTanaaptusauii Ta yHigikaumii D03BOJSAIOTH 3HU3MTH 3arajbHy BapTiCTh
BOJIOJIIHHS PEKOH(DIrypoBHUX cucTeM [3]. Asie 3anumaeThes mpodiieMa CKIaTHOCTI
3aja4i cTBOpeHHA KOHQirypauiid, To0To 3aja4i cUHTE3y CKJIQAHOI IM(POBOi cXeMu
st 3aBantaxkeHHs B IIJIIC. 1lg 3amadga motpedye 3HaYHUX 3yCHIIb Ta OaraTo mparti
BHCOKOKBaJTi(hiKOBAaHUX PO3POOHUKIB 13 3allydaHHSM TIOTYKHUX CHEI[iaJli30BaHUX
IHCTPYMEHTAILHHX 3aC00iB.

Jlo KimbKiCHHX TOKa3HWKIB, IO JO3BOJIIOTH OLIHUTH PiBEHb PE3MIHLEHTHOCTI
CKIIQJIHOI CHCTEMH, BIHOCSATHCS, 30KpeMa, dYac BiTHOBJIECHHS 11 OCHOBHHX
(QYHKITIOHATLHAX XapakTepUCTHK Ta BapTICTh BHUTpAT Ha IIOJOJAHHS HACTIAKIB
30BHINIHBOTO PYHHIBHOTO BIUIMBY. TOMY JUISl IiJBHUINECHHS PIBHS PE3MIHLEHTHOCTI
CHCTEMH, IO 0a3yeTbcs Ha PEKOH(IrypoOBHHMX TEXHIUYHHMX 3aco0aX, HE0OXiaHO, MHO-
nepiie, IPUCKOPUTH TPOLEeypy peKoH]irypauii (sika BKIIOYae ONEpaTUBHUHA CHHTE3
3MiHEHOI OOYMCIIIOBAJBbHOI CTPYKTYypH, WIO aJalToBaHa IO HOBHX YMOB
(yHKIIOHYBaHHS), IO-JpyTe, 3HU3UTH BapTICTh I[i€l MPOLEIypH.

[Ipotsarom KiIBKOX pOKiB B [HCTHTYTI mpoOieM MOJENIOBAaHHS B E€HEPIETHIN
im. I'.€. [TyxoBa HAH Yxkpaiau npoBoaSTbCS AOCTIIHKEHHS 3 PO3POOKH TEOPETUIHHX
3acaa, METOJIB 1 TMiAXOMIB 1O TIPUCKOPEHHS Ta CHPOIIEHHS TPOICIypH
MIEPECUHTE3YBaHHS  CKJIQJHUX  OOYMCIIOBAIBHHX  3aco0iB, TOOyIOBaHMUX Ha
pexoHdirypoBHiii miaTdopMmi. ['oMOBHA imes HampsMy TOJsTae y TepeHeceHHi
pecypcoeMHOi  MpOIEAypH  PO3POOKM  3MIHEHOI CTPYKTypH 3  JIOKaJbHHUX
peKOHQIrypoBHHX 3aco0iB 10 LEHTPATi30BaHOI CHCTEMH, sIKa, IO-TIepLIie,
BukopuctoBye cropouni HPC (High Performing Computing) oGuuncimoBaibHi
pecypcu (po3MoJiieHoI CyNepKOMIT IOTepHOI Mepexki Ipiy abo XMapHi), Mo-Ipyre,
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3aCTOCOBY€E METOJHM aBTOMAaTH30BAHOTO Ta aBTOMAaTHYHOI'O CTBOPEHHS KOHQIrypamin
st TUIC s okpemux 3amad Ta KJIaciB 3ajad, L0 BUPIMIYIOTHCS JIOKAIBHUMHU
CHCTEMaMH.

[Mpuknagom mnoxidHoi po3pobku € BeOG-cepBic STRAGS (Security Tasks
Reconfigurable Accelerators Grid-Service), nmpu3HaueHWH AJIsl LEHTPai30BaHOTO
BUKOHAHHS TPOIEAYPH CTBOpPeHHs KoH(pirypamiid s 3aco0iB  amapaTHOTO
MPUCKOPEHHS 3a/Jad 3aXUCTy iHpopMallii B KOMIT IOTEPHHX MeEpekax 1 CHUCTeMax
(Takux sK MepexeBi cucTteMu BHUsABIeHHS BToprHeHh (MCBB), amapaThi aHTHBIpYCH,
cramM-QiIbTpH, CHCTEMHU TPOTHUIIT MEepeKEeBUM Xpobakam Tomio) [4].

B mponeci ¢pyskiionyBanus rpin-cepsic STRAGS mpwuiimae Bin kKopucTyBadiB
3aIlUTH Ha CHHTE3 PeKOH(]IrypoBHOI cucTeMu 3axucTy iH(opmauii B yHipikoBaHOMY
BUIJISAII, SIKI MICTATh (PyHKLIOHANBHI BHMOIM 1O HOTpiOHOI cXeMu (Hampukiaz,
Hepenik CUrHaTyp, IO MaloTh IIBHAKO pPO3IN3HABATHCSA) Ta IapaMeTpH
PEeKOH(IrypOBHOTO MPUCKOPIOBaYa, IKUM 00JIajIHaHa JIoKallbHa cucteMa. OTpUMaBIIn
3aBJaHHs, CEPBIC Ha BiJUIAJICHUX BY3JIax T'PiJ-CepepOBHIIA iHIIIFOE POOOTY JEKIIBKOX
areHTiB — BIPTyaJbHUX MalIMH 3 TONEPEJHBO BCTAHOBJICHMM 1 HaJalITOBAHUM
IHCTpYMEHTUIHUM TPOTpaMHUM  3a0e3leueHHsM, HEOOXiIHUM Ui CHHTE3Y
peKOHGITYPOBHHUX MPUCTPOIB 1 reHeparii koHpiryparid. OTpuMyO4H HOBI 3aITUTH BiJ
KITIEHTIB, CEPBIC PO3MOMIIAE 3aBJaHHS MiK aKTHBHHUMH areHTaMH, MiITPUMYIOYH iX
YUCJIO JOCTATHIM JIsl 3a0e3MedeHHsT TOTOBHOCTI Ha HeoOXimHomy piBHI. KoxHuit
areHT IicIs OTPUMAaHHS I'PiJ-3aBIaHHS 3aIlyCKae NPOLECH aBTOMAaTHYHOIO CHHTE3Y
HeoOXximHOT muppoBoi cxeMu 1 cuHTe3y BiamoBigHOi KoHirypamii mms TTJIIC
(BMKOpHUCTOBYIOUM IIE€BHI OpUTiHAIBHI METOIH Ta TEXHIKHM [5]), micist 4oro moseprae
pesynbrar pobotH cepBicy. HapemTi rotoBi koHirypariiini ¢aiinm HaacunarTbes
kopuctyBauam uis 3aBaHTaxeHHS B [IJIIC pexkoH(IrypoBHHUX CHCTEMH 3aXUCTy
iHpopMmarii.

CepBic Mae 3pyuHuid iHTepdeiic 1 3aBISKM BHKOPUCTAHHIO CIICIiaJbHUX
MEXaHI3MIB IHTEpaKTHBHOI B3a€MOJIi 3 TIpiJ-areHTaMH J03BOJSIE KOPHCTYBady
BiJICJTiIKOBYBATH TPOIIEC BUPIMICHHS HOTO 3a7a4i B peaIbHOMY Jaci.

3a paxyHOK BHKOPHCTaHHS IEHTPATi30BAaHOTO CEPBiCY KOPHCTYBadi JOKAIBLHUX
CHUCTEM KiOep3axucTy M030yBarOThCsl HEOOXITHOCTI BHUPIIMICHHS CKIAIHOI TPOoOJieMHU
cuHTe3y Ta noBTopHOTO cuHTe3y B IIJIIC ckmamamx mudpoBux cxem. lle He TiLTBKH
CIIPOIIYE BUKOPUCTAHHS TMOTYXHUX MOXINUBOCTEH Cy4acHOi peKoH(IrypoBHOT
anaparHoi miargopmu, ane Takox 30epirae uyac. basa naHuX TrOTOBHX pillleHb
JIO3BOJISIE  cepBicy Mie Ounblle MNPUCKOPIOBATH IIPOLEC CTBOPEHHS CHUCTEM
kibep3axucty Ha IIJIIC 3a paxyHOK MakCHMajJbHOTO BHKOPUCTAHHS HE3MIHHUX Ta
NOAIOHUX KOMIIOHEHTIB MOAYJIbHUX LU(PPOBHUX CTPYKTYP. 3r0I0M CEpBiC OyJIO TaKOXK
JIOTIOBHEHO PEXHMMOM BHKOPUCTAHHS TEXHOJIOT] XMapHUX O0YHCIICHb.

Jannii npuHIMN noOynoBU LeHTpati3oBaHuX cucteM Ha 6a3i HPC mosxe Oytu
BUKOPHCTaHUH [UISl INMPOKOTO KOJa PEeCYpPCOEMHHX OOYMCIIIOBAJIBHHUX 3alad, L0
NOTPeOYIOTh amapaTHOro npuckopeHHs. llle omHMM TakuM IPUKIAIOM € 3amada
3aBaIOCTIMKOTO KOMyBaHHS iHGOpMAIlii, IO MepeaacThes B KaHagax oOMiHY NaHUMHU
BecepenuHi kioepdizmuaanx cuctem (KPC) kpuTudHOi iHGPACTPYKTypH, 30Kpema, B
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eHepreTUyHii ramysi. HaiiBioMimmM MIIsiXoM MiABUILEHHS XUBYUYOCTI iHpopMmauii B
KaHaJuax Iepeadi JaHUX BCyNEped BIUIMBY 3aBajl, € BUKOPUCTAHHS CICLIATbHUX
KOPUTYIOUHMX KOJIB, 3JaTHUX BUMPABIATH mOMIIKA [6]. [lomyk Takux KomiB 3
HAMKpaluMU XapaKTePUCTHKAMH HE € TPUBIANBHOK 3amadcto. OAuH 3 MIAXOIIB IO
MOIIYKY MOPODKYBAILHUX MATPHI (SKi OJHO3HAYHO 33Jaf0Th TAKUH KOJ) MOJISATaE B
nepebopi MOXKIMBUX KOMOIHAIIN PSIKIB, 10 GOPMYIOTH ITi MaTpHIli. Y 3B’SA3KY 3 TUM,
10 MMOBHUH Tiepebip BCiX MOXKIMBUX BapiaHTiB € NP-1moBHOO 3a/madero, 6e3mocepeHs
peaizariisi Takoro Miaxoay MoTpedye HEMPUUHIATHO Oarato Jacy. Ajle KOMOiHyBaHHS
MEBHUX METOMIB Ta TEXHIK y TOE€JHAHHI 3 BHKOPUCTaHHSIM nocsrHeHb HPC
JIO3BOJISIFOTH 32 MEBHUX YMOB 3100YTH HEMOTaHi pe3yabTaTH MPHU MOMIPHUX YaCOBHX
BUTparax [7].

B pesynbTati NpoBEACHHS HU3KH TOCIIKCHb B I[bOMY HAIPSMKY 3’5ICOBaHO,
mo BukopuctanHs pecypciB HPC B cmoci0, posrisHyTHIl BHUINE, TAKOX TO3BOJISE
CTBOpIOBaTH 3acobu minBuieHHs pe3mwibeHTHOCTI KDC. Po3pobieno meromuky
LCHTPaNi30BaHOi  MOOYIOBH  JOAATKOBMX MOAYJIB 3a0€3MEYCHHS  MITICHOCTI
iHpopMmaii, 1o nepenaeTsCcs B KaHajlax OOMiHY JaHUMM MK KomroHeHTamu KOC,
BUKOPHCTOBYIOUH OOUHCITIOBAJIBHI MOTY>KHOCTI Ipi-iHdpacTpykTypH [8].

IToniono no cepricy STRAGS ekcrnepuMeHTaIbHA IIEHTpaNli30BaHa CHCTEMa
30Mpae 3amUTH Bil KOPUCTYBadiB 3 BUMOTAaMH JO KOy, TOPO/KYBIbHY MATPHIIIO
JUTSL SIKOTO TIOTPiOHO 3HAWTH, Ta TapaMeTpaMH PEeKOHQITYpOBHOTO OOJIaHAHHS, Ha
SIKOMY 3IiACHIOBAaTUMETRLCS 3aBaOCTIMKWi 3axuct iHdopmarii. Haragaemo, mo B
pe3ynbTaTi pyHHIBHOTO BIUIMBY Ha KPUTHYHY i1HQPACTPYKTYPY BIACTHBOCTI
3aBaJIOCTIKOTO KaHATy 3B’S3Ky MOXYTh CYTTEBO 3MIHIOBATHCS. bimbm TOTO,
TUNIOBOKO € CHUTYyallis, KOJM XapaKTCPUCTHKH 3aBaJIOCTIHKOTO  KOJyBaHHS
BIZIPI3HSAIOTBCS HA PI3HMX €Talmax pearyBaHHS CHCTEMH, IO 3aXUINAEThCSA, Ha
30BHIIIHIA BIUIMB, a MIiCJAs IOBHOTO IMOJOJAHHA KAaTacTpo(QiYHUX HACIIJIKIB,
MOBEPTAIOTHCS 10 MMOKA3HUKIB INTATHOTO PEIKUMY.

Sk i cepic STRGS cucrema neHTpaizoBaHoi moOyIoBH 3aCO0IB MiABUICHHS
s)kuBydocTi KOC Takoxk 30epirae pe3ynbTaTd MONEpeIHIX PO3paxyHKiB, IO TO3BOJISIE
HE TUIBKH MPUCKOPHUTH OOYMCIIOBAILHUI IMPOIEC, aje B JESIKHX BHUIAAKAX HABITH
B3araii o0iiiTrcs 0e3 BUKOHAHHS 3aBJIaHHS, OCKUTLKH BipOTiTHICTh CIIBIAMIHHS BCIiX
mapaMeTpiB CTBOPEHHS 3aBaJIOCTIHKOTO KOay Habarato BHIIA 3a TakKy, IO
XapakTepusye 30ir BCiX MOKA3HWKIB, HaANpHKIaJ], pekoHpirypoBHux MCBB aBox
PI3HUX KOPUCTYBadiB.

Ha nomatok 0 pe3ynbTartiB, OTPUMAaHUX B TMOMEPEIHI POKU 3a OCTAaHHIN vac
BJAJIOCS TEX OTPUMATH TICBHI IO3UTUBHI 3700yTKH. 30KpemMa B pe3yJbTaTi
MPOBEACHHS HHU3KU OOYUCIIIOBAIbHUX CKCIICPUMCHTIB i3 3aJy4CHHSM IMOTYXKHOCTEH
YKpalHCHKOTO HAI[IOHANBHOTO TpiLy, BAAJIOCA TOPIBHATH PE3YJIbTATH MOIIYKY
MOPOJUKYBAJIBHIX MATPUIlh, OTPUMAHUX MPHUCKOPCHUMH aJrOPUTMaMH, M0 OyIu
3alpOTIOHOBAHI  paHimie, 13 pe3yJbTaTaMd TIOMIYKYy MATpPUIlb 3 TaKUMH K
XapaKTepPUCTUKAMH, ajie OTPHUMAaHHX LUIIXOM [OBHOTO Tepedopy MOMKIMBUX
KoMOiHatii. 3’scyBanocs, 10 JJIs pO3MIpHOCTEH, IS SIKUX BAAJIOCS 3a MPUHHITHAN
yac 3MIMCHUTH Takui mepeOip, MpHONM3HO B TOJOBWHI BUMAIKIB pi3HUIS Oyna
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BIZICYTHS, a B PEIUTi BUIAJKIB CKJIajajia BChOIO OJMH PO3psA IOBXKHHHU Kony. Tak,
JUISL JIIHIHHOTO OJIOKOBOT'O KOPHUI'YIOUOTO KOJY, SIKHH BHIIPABIISIE TPUKPATHI MOMUIKU
Ta MICTUTh 27 KOPHUCHHMX OITiB, NPHUCKOPEHUI METOJ 3HAWIIOB MOPOKYBAILHY
marpuio (44, 17)-kony, mo BHKOPUCTOBYE 17 Ha/UIMIIKOBHX OITiB, B TOHM uac sK
NOBHUH mepebip NO03BOJMMB HOKPALIMTH pe3yibraT a0 (43, 16)-konmy, SKHH Takox
MICTUTh 27 KOPUCHHX OiTiB, ayie TUTbkH 16 OiTiB HagHumkoBOCTi. [Tpu oMy dacoBi
BUTPATH Ha TIOBHHH IMepedip MepeBUITIIIA 9ac poOOTH MPUCKOPEHOTO ITOPUTMY Ha
KiTbka necsaTkoBuX (!) mopsakiB. A, Hanmpwkian, ais jiHiiaOTrO (40, 28)-K0my, 10
BHIIPABJISIE IO IIECTH TIOMUJIOK, PEe3yJbTaTH TOMIYKY CHIiBIAIM 3 TOYHICTIO 1O Oira.
IIpr mpOMy pi3HHII B YacOBHX BHTpaTax IOBHOTO Iepebopy Ta MPHUCKOPEHOTO
ITOPUTMY CsIraJia MOPIBHSIHUX MOPSAKIB.
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A. Yevdina, Y. Yevdin, S. Schantz

ENSURING THE SURVIVABILITY AND RESILIENCE OF THE
DECISION SUPPORT SYSTEM RODOS AT THE FEDERAL OFFICE
FOR RADIATION PROTECTION

The decision support system RODOS (Realtime Online Decision Support System)
calculates future environmental contamination and expected doses for people affected by a
radiation emergency. RODOS is part of the Integrated Measurement and Information System
(IMIS) of the Federal Office for Radiation Protection (BfS) and is in operational use.

In emergency situations, it is important to provide rapid and clear forecasts of the
radiological situation. These forecasts form the basis for radiological situation reports, which
provide the competent authorities with justified recommendations for specific emergency
measures, such as the evacuation of the population.

The RODOS calculations are based on the weather forecasts of the German
Meteorological Service (Deutscher Wetterdienst, DWD) and on information on the
composition and quantity of radioactive releases (sourceterm), which in case of an
emergency are transmitted to the BfS by the operator of the affected nuclear power plant in
Germany or abroad and by the remote monitoring of nuclear power plants (Kernreaktor-
Ferniiberwachung, KFU).

To ensure the reliability of this system, there are several ways to obtain the weather
forecast and the meteorological and radiological measurements. The weather forecast is
automatically updated every 3-6 hours (depending on the calculation domain), covers 72
hours and is stored for approximately one month. It is therefore possible to use previous
weather forecasts in the event of a temporary loss of communication with the meteorological
service.

In addition, automatic calculations are made for shutdown and operating nuclear power
plants in Germany and neighbouring countries to provide an immediate initial assessment of
potentially affected areas in case of an emergency. These forecasts are up to date within 48
hours and can be used independently of the availability of the RODOS system.

To ensure resilient operation of the decision support system, the Federal Office for
Radiation Protection in Munich has two physical servers dedicated to RODOS, one as the
main server and used as a production environment, and the other for development and
testing. The data required for the calculations are stored independently or duplicated. If the
main server fails, the second server can be used as a production server.

In order to maintain the survivability of the RODOS system, a backup IMIS system has
been installed at another BfS site in Freiburg (and in the future also in Berlin). The main
processes of loading, storing data, performing RODOS calculations, processing results and
generating radiological situation reports have been installed there and duplicate the processes
of the main system. The backup system can be used if the system at the main site (in Munich)
is not available for certain reasons (e.g. blackout).

This multi-level support for survivability and resilience ensures the stable operation of
the RODOS system.
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O.I'. Honounos, A.l. Ky3smuuos, FO.B. UepHenbka

MO/IEJIb KIJIbKICHOI'O OLIHIOBAHHSA CTIMKOCTI
CUCTEMMU (PO3IIOAL)TY EHEPTETUYHUX PECYPCIB)

Beryn

Cuctema — TmpenMeT JAOCHIDKEHHS — TOENHYE EJIEMEHTH 13 pI3HUMH
BJIACTHBOCTSIMU, Mi’)K HUMH — TI€BHI B3a€MOBITHOCHHH, TYT 3aBXIH € BY3bKi MICII,
KOH(ITIKTH, KOMIIPOMICH TOIIO, ajleé CHCTeMa Ji€, 3a0e3rmeuyroun TeBHY (QYHKINIO,
«OKMBe». 3OBHIIIHE OTOYECHHS ATaKy€ CUCTEMY, HESIBHO YH SIBHO, MPUPOIHO YU
KEepOBaHO 3a TOCTABJICHOIO ITiJUTI0, TIOTIPIIYIOYH ii TOTOYHHMH (YHKITIOHATLHUHN CTaH.
CucreMa ONMMPAEThCs, HAMAararo4nuch sSKHaWKpaie 30epertd (GYHKIIOHAT MEBHUMHU
BHYTPIITHIMHU 3MiHAMH, CKa)XKiMO, 3MIHOIO OPTaHI3aliifHOT Ta PECYpCHOI CTPYKTYpH,
3arajioMm, I[¢ Mpolec Ha BHCHaXCHHs. [Ipy IBOMY OJHI HapaMeTpud CHCTEMHU
3MEHIIYIOThCS, 1HII, HATPUKJIIA]], BApTiCHI, 3pOCTAIOTh.

3a MOAENHHUM CIEHapieM aTakyrodi Aii MOKHA TPEJACTABUTH TOCTYTOBHMH
MOKPOKOBO TIJICHJICHUMH TIPOBOKAIIHHUMH JisMH  («yoapamMn»), (HopMyBaHHSIM
BIIMOBIAHUX 30ypeHb 1 BWSBJICHHSM peaKilii Bpa3jIMBUX EJIIEMEHTIB («BY3bKHX
MICIIb»), 3-32 HUX, 3pO3yMIIO, peakKilii yci€i CUCTeMH SK IOKa3HHKa il CTIHKOCTI,
3BiZick — mMOTpeba MaTH KUTbKICHY MOJEbh OIIHIOBAHHS CTIHKOCTI CHUCTEMH YH
MpoILIeCy JUIsl PO3yMiHHS, NependavdeHHs W ¢GopMyBaHHS TEBHUX pIllleHh HA OCHOBI
BiJIMTOBITHUX pPO3paxyHKiB.

Hiaxin

S0 po3poOUTH 1 3aCTOCYBaTH ONTHUMI3aIliiHy MOJETh BiAMOBIMHOT 3a1adi, e
iCHye amapaT aHali3y YyTIMBOCTI (3HAaYeHb IIYKAaHUX 3MiHHHUX OINTHMAaJIBHOTO
pIIICHHS BiJl 3HaY€Hb MOYATKOBUX JAaHWX), B MOJENb JOJMAETHCS BXiJ 31 3HAUCHHSIMHU
yHIapiB, BiJi OJHOTO JIO KiJIbKOX, III0 BPaXOBYEThCS B OOMEXKCHHI Ha IIyKaHi 3MiHHI
pimmens. Tomi KOXKHA TOTOYHA CHUTYAIlisl, IO CKJIATacs HA MOMCHT aTaKh IEBHOI
IHTEHCHBHOCTI, BUWSIBUBLIM 4YEpProBy «ciaOKiCTb» (y BHUIJISIAI 3MIHEHMX IEBHHUX
BXOJIiB), TOKPOKOBHM IOITYKOM OHOBJICHOT'O ONTUMYMY (B pe3yJbTaTi ONTHMAIBHOT
pexoHpirypamii cTpykTypu) Oynae BimoOpa)kaTw CTIMKHHA CTaH CHCTEMH, MOJACIbHUN
MpoIec MOKHA TIPEACTABUTH BiMMOBiAHOIO jgiarpamoro. Ilel wmiaxim Takox
3aCTOCOBYETHCSI MPH BU3HAYCHHI PAIiOHAJIBHOI MPOTPaMHU BiHOBJICHHS BiJIOBIIHOI
CHCTEMH, JI¢ 3a IIOKPDOKOBO 3pOCTAl0OYMM IIEBHUM pECypcoM CTIMKHHA CTaH
3a0e3MeuyeThCsl HAUKPAIUM 3aCTOCYBaHHSIM PECypcy.

Mpuxnan

CucteMa npejcTaBiieHa HEHAIPABIECHOK MEPEKEBOIO CTPYKTYPOIO (MIXK Iapamu
BY3JIiB HampaBlieHI HA3yCTpid YW MapajielbHi JyTH), sKa JO3BOJSIE 3aJaHAM YHHOM
MEBHUM BY3JIaM HaJaTH CTaTyC JUKepeia, CTOKY YH TPAH3UTHOTO ITYHKTY, IO MOXE
3aCTOCOBAHO B MOJIEJi pO3MOIiICHOT reHepaiii. Bukoprcrana MoaudikoBaHa MOJIEIb
3a/1a49i PO MaKCHUMAaJIbHUH TOTIK, JOTOBHEHAa MOJYJEM BpaxyBaHHS IOCIIJOBHOI
aTakd 1, BIONOBIHO, 3MIiHOIO BaroBUX KOe(IiMi€HTIB 1  ONTUMAJIBHOTO
TIepPepO3MO Ty MOTOKIB.
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TecTyBaHHSI MepeKeBOI CTPYKTYpH

IMporokon (arakyrounii nokasHuk: 0 + 69), CTpyKTypa: psSaKu — KPOKH, 3TiJHO
3pOCTaHHS 3HAYCHHS IMOKAa3HWKA aTakKd; CTOBI — 69 eleMeHTIB/Ayr, HEaKTHUBHI
NpUXOBaHi, ocTaHHIl MicTUTh 3HaueHHs L[D; enemeHTH — NOTOYHI 3HAUYEHHS AYTOBHUX
MOTOKIB, (PparMeHt:
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Ha k0XHOMY KpOIli LIUKJIIYHOTO AITOPUTMY: T'€HEPYETHCS UYEProBE 3HAUCHHS
CHJIH yAapy, IIe 3HaYeHHS BPaxOBYEThCS B IpaBiii 4acTHHI OOMEKEHHS Ha ITyKaHi
3Ha4YeHHs 3MIHHUX pimeHHs (decision variables), po3B’s3yeTbCcsi OCTaBIEHa 3a/ayda
MOTOKOBOT ONTHMI3allii, IiJIb: 3HAWTH HAWKpAITUH PO3MOIIN MOTOKIB MEpEXKEIo 3a
3MIHCHUMH 3HAYCHHSMU BXO/IIB.

AHaJi3 pe3yabTary

B mopeni 1Bi nykaHWX 3MiHHHUX: 3HAYSHHSI TYTOBUX TOTOKIB 1 TOKa3HUKA aTaKH,
IO BXOJUThH B MIPABY YACTHHY OOMEKCHHS JIJIsl ITYKAHUX MOTOKIB.

OCKUIBKM KpUTEpiEM ONTUMI3alil € MakCUMyM LUIbOBOI (DYHKIII, 3HAUCHHS LHX
JIBOX 3MIHHMX BW3HAYAIOTHCS Y3rO/DKEHO 33UIsl YTPHUMAHHS MaKCHMAIBHOIO IOTOKY
SIKHAWIOBIIIE, 3HAKOYH, IO I[UJIb aTaKd — HAHECTH IIKOJY, 32 LIUM KPHTCPIEM YEProBOIO
<OKEpPTBOIO» aTaKl BHOMPAETHCS TyTra, 3MEHIIIEHHS Bark K01 i HACTYITHUHA TIePePO3IIOIiT
MOTOKIB HAHECYTh SKHAWMECHINY INKOJY. TakuM YHMHOM, BBa)KAEMO, IO PO3B’S30K €l
3aa4i ONTUMI3ALIT 32 MM KPUTEPIEM Ha KOXKHOMY KPOIIi aTaK¥ KiUTbKICHO OITIHIOE CTaH
CTIMKOCTI cHCTEMH, 1€ BPaxOBaHi 33/laHi BXOJIM 1 OOMEKECHHS Ha IIyKaHi 3MiHHI, KO>KEH
PAIOK TaOJUIN MPOTOKOIY — II€ MOBHA XapaKTePHCTHKA IbOTO CTaHy Y BHTILIINI yCiX
AKTHUBHHUX MOTOKIB BiJ] JDKEPEJ IO CTOKIB.

SIkmmo asis mOCTaBJICHOI 3a1a4i iCHye JiHiHHA onTHMI3alliiHa MOJIeJb, KiTbKiCHA
OIIIHKA CTIMKOCTI JOCSTAEThCS 3aBIIKU arlapary aHalli3y 4yTJIMBOCTI, Y BIAMOBIIHUX
HpeIMETHUX MTOKa3HUKAX.

1.  Ky3pmuuoB A.l. MopenbHe OIL[HIOBaHHS Ta aHali3 Bpa3JMBOCTI B3aEMO3AICIKHUX
indpacTpykryp. Peccmpayis, 36epicanns i 06po6. oanux. 1llopiuHa miacymMKoBa HayKkoBa
koH®. 16-17 tpasus 2019 poky: 36./3a pen. B.B. Ilerposa. K.: ITIPI HAH VYkpaiunu, 2019.
C. 69-71.

2. JHomonoB O.I'., KyssmmuoB A.I. MepexeBi opranizaiiiHi CTPyKTypH yHpaBIIiHHS.
MonemoBanHs Ta Bizyanizamis 3acodamu Excel. K.: Bun-po Jlipa-K, 2021. 297 c.

3. Kysemuuos A.lL, Ueprenska 0.B., lecrakos B.A. Tlomyk i aHaii3 4yTianBOCTI 9acOBHX
ONTHMAJbHUX IUIAHIB MOCTA4YaHHS €HEPreTHYHNX PECYPCIB i3 3aCTOCYBaHHAM HanOyTOBH
SolverTable // Peectparis, 30epiranns i 00po6ka nannx. 2022. T. 24. Ne 2. C. 62-71.
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JI.B. KoBanbsuyk, M.C. Konaparenko

AHAJII3 IOPUTAYHOI'O CTATYCY CMAPT-KOHTPAKTIB
TA ITIPOBJIEM, SAAKI BAHUKAIOTD ITPH Y3T'OJUKEHHI IX 3
3AKOHOJABCTBOM YKPAIHU

Po3BuTOK 1M(POBUX TEXHOJIOTIH CYyTTEBO 3MIHIOE NPHHIMIIN Ta IHCTPYMEHTH,
Ha SIKMX 0a3yeTbcs QyHKUIIOHYBaHHS ()IHAHCOBMX PUHKIB PO3BHHYTHX KpaiH. OnHiero
3 MPOPUBHUX TEXHOJOTIH, SKa 3yMOBWJIA HAIMpPSIMKH MOJANBIIAX 3MiH y Oarathox
Taiy3sx, craja 0J0KJYeHH-TEeXHOJIOTiA.

Came 3aBIIIKM BUHUKHEHHIO 1 IIBUJKOMY PO3BHUTKY OJIOKYEHH-TIAT(GOPM BHHUK
HOBH THIT IOTOBOPIB — TaK 3BaHi CMapT-KOHTPAKTH, TOOTO «po3yMHi yroan». Cmapt-
KOHTpPakT — e (opmaibHa yroja, sika CTBOPEHA y BUIJISAAI KOMITIOTEPHOTO KOy i
MOXke OyTH yKiaJeHa, 3MiHeHa a00 MpUIMUHEHA JIUIIE 3a OTIOMOTOI0 KOHKPETHOT
KOMIT'FOTEPHOI MporpaMu. Taka yroja BUKOHYETHCS aBTOMATHYHO Ta Oe3mepepBHO, i
He notpedye y4acTi TpeThoi AoBipeHol cTopoHH. BoHa Takok Moske yHKLIOHYBATH B
YMOBax IMOBHOI HEJIOBIPH MK CTOPOHAMH.

AKTyanpHiCTh POOOTH 3yMOBJIEHAa SIK CTPIMKMM HOIIMPEHHSIM BHUKOPHCTAHHS
CMapT-KOHTPAKTIB y PI3HHUX Tajly3sX, TaK 1 iX CIHPOMOXHICTIO BUPIIIUTH LIMPOKUH
CIEKTp HarajJbHUX IHTaHb (BEIACHHS AEP’KaBHUX PEECTPIB, 3aXHCT BiJ pelaepcrna,
CIIPOIICHHS P2P-TIPOJAXKY EJIEKTPOCHEprii MiX JOMOTOCIOJApPCTBAMHM, TOINO), 3a
YMOBH BU3HAYCHHS TX IOPHIHUYHOIO CTATYCY.

CMapT-KOHTpaAKTH Ha OJIOKIEHH-TIATQOPMI IS oTiepalliii B eJIeKTPOSHEPTeTHIII,
Ha BiZIMiHY BiJl TpaIUITIHHIX KOHTPAKTiB, MAIOTh KiJIbKa BarOMHUX TiepeBar:

1. llIBuaki po3paxyHKH, MPOBOAATHCS HETaWHO micis (akTy CIIOKUBAHHS
€JICKTpOCHEePTii.

2. 3pyunwuii BUOip napaMeTpiB Tapudikauii Ta ynpaiiHHs TpadikoM.

3. BigcyTHicTe mpoOiieM 3 OOpKHUKaMU 3aBISKH aBTOMATH30BaHIN cUCTEMi
PO3paxyHKiB.

4. BimMoBa BiI TOCEPEIHMKIB, IO MPU3BOAWUTH JO0 3HUKCHHSA I[IHU Ha
esieKTpoeHeprito Ha 5-10%.

Ili cMapT-KOHTPAKTH IHILIIOIOTHCS OIHIEIO 13 CTOPIH (CIIOXKUBAaYeM, MEpEKero
a00 TeHEePYI0YO0I0 KOMIIAHIE0) 1 YKIaTat0ThCsI MiCTs Y3TOKEHHS BCIX JIETaICH.

MoskHa HaBeCTH TaKi TIOTSHIIHI OYiKyBaHHS Bil BIPOBa/PKEHHS CMapT-
KOHTPAKTIB B CHEPTCTHIII:

* 3MEHIICHHS BUTPAT 3aBISKH BiIMOBI BiJl MOCEPETHNKIB;

*  30UIBIICHHS THYYKOCTI y BHOOpI Tapudy Ta CHCTEMH OIIaTH;

* TIOCWJICHHS POJIi 3BHYAHUX CIIOKMBAYiB y MJIaHYBaHHI 00CSTIB CIIOKUBAHHS,

*  MOXJIMBICTh O€3M0CcepeIHbO 3aKyIOBYBATH €JIEKTPOCHEPTI0 BiJl BUPOOHHUKIB;

* 3aXMCT y4aCHHKIB BiJ] HEIOOPOCOBICHUX MaHIIyJISILIH 3 TOKa3HUKAMH OOJIKY;

* 3aXMCT MEpEeKEBMX Ta TEHEPYIOUMX KOMIIaHIH Bil PHU3MKY OaHKpyTCTBa
KOMITaHiH-TIOCTaYaIbHUKIB,;

*  3aXHUCT CIIOJKMBAYiB BiJ HEAOCTOBIPHOT iH(OPMAILLIT 11010 BiJKIIIOUYEHb.
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KoHnremniriss cMapT-KOHTPAKTIB 3 MEPIIUMH HAICKHUMHU 3raJKaMH BHHHUKIA Y
1994 poui, xonu xpunrorpad ta npaBoBui excriept Hik Cabo BUCIOBUB JyMKY, IO
3aCTOCOBYIOUHM CICKTPOHHUUN JICHCHTPANI30BaHUN pPEECTP, MOXKHA CTBOPIOBATH
KOHTPAKTH, 5IKi BHKOHYIOTHCS aBTOMATHYHO. AJie Ha MpakTHLI I iges Oyna
MOBHOLIHHO peaiizoBana e y 2008 pormi 3aBAsSKH MOSIBI TEXHOJIOTI] OJIOKYEHH.
3apa3 BUKOPHUCTAHHS CMapT-KOHTPAKTIB HA0yBa€e CYTTEBOTO MPAKTUYHOTO 3HAYEHHSI.
Oco06a1BO BBaXKaEMO 3a MOTPiOHE BUAUINTH Taki chepu iX 3aCTOCYBaHHS SK BEISHHS
KacKaJIHUX JepKaBHUX peecTpiB [1-2] Ta ykmagaHHs pi3HAX YToX MIOAO MPOJAXy
«3eJeHo enekTpoeHeprii [3]. Alle mpu IbOMY HA NUIAXY iX BUKOPHUCTAHHS BUHHUKAE
Oarato IOpUAMYHUX THUTaHb 1 TIpoOyieM. [leski 3 HUX € peaJlbHUMH, 1 TOB’s3aHi B
OCHOBHOMY 3 THM, III0 CMapT-KOHTPAKTH € JOCUTh HOBUM IHCTPYMCHTOM, SIKHIi IIIC HE
3HAMIIOB BiJOOpakeHHS y 3aKOHOAABCTBAX IEPEBaXKHOI OlbIIocTi KpaiH. Jeski iHmi
npoOJIeMH MOXKHA BBaXKATH OLITBII HAJTYMaHUMHU, HiXK pEaIbHUMH, BOHU MOSCHIOIOTHCS
HACTOPOJKCHUM CTABJICHHSM OLUIBIIOCTI JIFOJCH JO HOBUX TEXHOJIOTIH, SKi € JOCUTH
CKJIATHUMH JUIS PO3YMIiHHS 3BHYAWHOTO TPOMAJSHUHA, MI0 HE € CICIialliCTOM Yy
BiJITIOBITHII Taiy3i.

3 [OpUAWYHOI TOYKH 30PY, CMApPT-KOHTPAKT IMPEACTaBIsE CO00I0 IHPPOBY
ITEepaIio MUBITHFHO-TIPABOBOI YTOAM, BUPaXKEHY Yy BUTJIAI MPOTPAMHOTO KOy, IO
aBTOMATHYHO BUKOHYETHCS B PO3MOAUICHIH Mepexki. 3a MPUHIIUIIOM, CXOXHUM Ha
TpaJUIIHHAN IUBITBHO-TIPABOBHI JOTOBIp, CMAapT-KOHTPAKT CKJIAJAETHCS 31 CTOPIH,
MpeIMeTy JIOTOBOPY Ta KIIOYOBHX YMOB. 3aKOHHA [isITBHICTH CMapT-KOHTPAKTY
BHU3HAYAETHCA HOTO 3JaTHICTIO BIANOBITaTH OCHOBHIM BHMOTAaM IHBITHHO-IIPABOBOTO
JIOTOBOPY, BKIIIOYAIOYM HAMIpU CTOPiH B YCTAHOBJICHHI IOPUAMYHHUX BiJHOCHH,
SICHICTH YMOB KOHTPAakTy Ta 3a0e3Me4eHHS MOMJIMBOCTI HMPUMYCOBOTO BHKOHAHHSI.
BaxxMBUMU pH3HKaMH, MOB'SI3aHUMH 3 CMAapT-KOHTPAKTAMH, € HEBU3HAYCHICTh III0JI0
iX FOPUAMYHOTO CTATyCy, a TaKOX KPHUITOBAIIOTH SK 3acO0y OIUIaTH, CKIAIHICTh
BUPXXCHHS YMOBH KOHTPAKTY Y MaTEMaTUYHOMY aJIrOPUTMI, TOTCHIIHHA MOMIUJIKA Y
MPOTpaMHOMY KOJi Ta 3arpo3a xakepchbkux aTak [4]. 1[o6 BupimmTy 1i npodiieMu Ta
3a0€3MeUnTH aJeKBaTHEe IOPUANYHE PETyJTIOBaHHA CMapT-KOHTPAKTIiB B YKpaiHi,
HeOOXiTHO BHECTH 3MiHHU JO 3aKOHOJIAaBCTBA, SKi BH3HAIOTh KPUIITOBAIIOTY K 3aci0
IUIATEXKY T4 BCTAHOBIIOIOTH CMAapT-KOHTPAKTH K (OPMY LHUBIIBHO-IPABOBOI YroAu.
HeoOxigHo 3abe3nedynTH, MO0 CTOPOHH JOTOBOPY OYIW UITKO iMeHTH(IKOBaHI i
MIITBEpAWIN CBOKO 3rOAy 3 YMOBaMH JIOTOBOPY, BHKOPHCTOBYIOUM IH(POBHUit
CNeKTpOHHMK migmuc. KpiM TOro, CMapT-KOHTPAKT IMOBHHEH CYMPOBOIKYBATHCS
00OB'SI3KOBHM TECKCTOBUM JIOJIATKOM, B IKOMY OY/IyTh BUKJIQ/ICHI KITFOUOBI ITOJIOKCHHS
JIOTOBOPY, SIKI MAaTUMYTh IOPHIUYHY CHJIY B pa3i cyaoBoi cymepeuku. OKpiM IbOTo,
Ba)XXIIUBUM KPOKOM € IEpexXil NIep)KaBHUX PEECTPIB HA TEXHOJOTIKD OJIOKYCHH 3
3aKPIIUICHHSIM FOPUIUYHOI MOXIJIMBOCTI aBTOMATUYHOTO BHECEHHS 3MiH JI0 PEECTPIB
NPY BUKOHAHHI CMapT-KOHTPAKTY.

AHaNI3yI04YM IOPUANYHUN CTaTyC CMapT-KOHTPAKTIB y CBiTi, MOXKHA 3pOOHUTH
BHCHOBOK, IO HaWOIIBII PO3BHHEHE NPABOBE DETYJIIOBAHHS CMapT-KOHTPAKTIB Y
CIIIA. «Xo04 po3yMHI KOHTPAKTH MOXXYTh 3By4aTH IMO-HOBOMY, cama iXHsS KOHIIETIITis
KOPIHUTBCS y 0a30BOMY JIOTOBIpHOMY IpaBi. 3a3BWUail CyJ BHHOCHTH PIIIEHHS 1100
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JIOTOBIpPHUX CynepeykaMm i 3a0e3neuye JOTPHUMaHHS YMOB, ajle 4acTO 3yCTPIi4aeThes i
IHIIUA METOJM, OCOOJIMBO JUIS MIXHApPOIHUX TPAaH3aKIid. 3a JOTIOMOTOK PO3YMHHUX
KOHTPAKTIB KOMITFOTEPHA Mporpama 3a0e3redye BUKOHAHHS KOHTPAKTy, BOYIOBaHOTO
B Ko1» (3BiT Komitety 3 exonomiku Cenary CIIIA, 2018).

[lincymoByroun mpoaHanmizoBaHi AaHi, AouuibHO jomoBHutH LK VYkpainu
crarrero 636-1 «CMapT-10ToBip» 3 TAKUM 3MiCTOM:

1. Cmapt-moroBip — Ie yroma, ska YKIamgaeTbCs y (opMmi eIeKTpOHHOTO
JIOKyMEHTa Ta HaOyBa€ YWHHOCTI TICJIA KOMIIUIAIMII MPOTpamMHOrO KOOy Ta MOro
posmimenas B Ethereum a6o iHmNd cuctemMi 3 BHKOPHUCTAaHHSIM TEXHOJIOTIi
OJToKueiHYy.

2. Inenrudikamiss CTOpiH Yy CMapT-JOrOBOPI BBAKAETHCS EKBIBAJIICHTHOIO
BUKOPHCTAHHIO IU(PPOBUX MiJIMHCIB B CUCTEMI.

3./n1  yKknmameHHS ~CMapT-JOTOBOPY  3aCTOCOBYIOTHCSI  3arajbHONPHUITHATI
MPOTOKOJIH, 1 yMOBH IMOBUHHI OYTH KOHKPETHUMH, BUKOHYBAaHUMU Ta 3aKOHHAMHU.

4. Slxmo mnporpaMHUIl KOX peaji3ye yMOBH, IO HE BIANOBIJAIOTH 3MICTY
CJICKTPOHHOTO JIOKYMEHTA, CMapT-JOTOBip MOKE OyTH BU3HAHUI HETIACHIM.

5. BukonanHss 3000B'si3aHb, Tepen0adueHUX CMapT-IOTOBOPOM, aBTOMATHIHO
BiIOYBA€THCS MUISIXOM BHKOHAaHHS IMU(PPOBUX Tepenady y BU3HAYEHIN MOCIHiTOBHOCTI
NP HACTaHHI 3a3HAYCHUX B JOTOBOPi OOCTaBHH.

6. KpunroBamora € 3aKkOHHMM 3acO00M OIUIaTH TPH BHUKOHAHHI CcMapT-
JIOTOBOPIB.

1. Kongpparenko M.C. (2023). "Buxopucranus TexHoyorii Oiok4eiiHy st 1M0OyZOBH
iepapXivHOI CTPYKTYpH Ha MHOKHHI JIEP)KABHUX PEECTPIB 3 METOIO 3aXHCTY BiX MipOOKH
iHpopmarii". Enexrponne MOJICJIIOBaHHS, 3(23), 43-56.
https://www.emodel.org.ua/images/em/45-3/45-3-4.pdf

2. Kougparenko M.C. (2023). BuzHadeHHsT KUIBKOCTI OJOKIB HiTBEPKEHHS y OJIOKUCHHI,

B SIKOMY PO3MIIIEHO PEECTpP APYroro piBHA y BHIAJKy, KOIM B 000X OiokueiiHax
BHUKOPUCTOBYEThCsSI mpoTokoi koHceHcycy POS. XLI HaykoBo-TexHiuHa KOHG(epeHLis
MOJIOJMX BYEHHX Ta CICHIaNICTIB IHCTHTYTY IpoOJieM MOJENIOBaHHS B EHEPreTHIl
im. I'.€. IlyxoBa HAH Vkpainu. 36ipuuk MarepianiB  koubepenmii, 188-190.
https://ipme kiev.ua/wp-content/uploads/2023/05/Matepiamu-kongepenii-2023.pdf

3. 3emenmit tapud. (2023). Bikimenmis. Bimpna enmuxnonenis. https://uk.wikipedia.org/
wiki/3enenuii_tapud.

4. Cmapr KOHTpakT: po3yMmHHE kox pymute. (2020). Na chasi. Crypto.
https://nachasi.com/crypto/2020/12/08/smart-kontrakt.
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B.M. 3Bapuu

AEAKI HIUTAHHS BILTABY TEXHIMHOI'O CTAHY IBUI'YHIB
BJJACHHUX IIOTPEB HA OOIHKY PE3WJIBEHTHOCTI TEIJIOBOI
EJIEKTPOCTAHIII

EnexrpoenepreTnyuHi cucteMu — 11e KibepdizuuHi cucrtemy, onepaii Ta npouecu
B SKHX OpraHi3OBYIOTbCS, KOHTPOJIOIOTHCS Ta IPOBOIUTHCS iX MOHITOPHHI 3a
JIOTIOMOT0I0 KOMIT'TOTEpPHUX Mepex. HesBaxaioun Ha CBOI BeJIMUE3HI IepeBary,
KOMIT'IOTEPHI MEepexXi € KPUTHYHO BYKITUBHMH KOMIIOHEHTAMH €JIEKTPOCHEPT e THYHUX
CHUCTEM, IO MiAMAIOTHCA PH3UKY Kibep3arpo3. ToMy 3MeHIIEeHHS KiOCpHETUIHHX
PHU3WKIB B €IEKTPOCHEPTETUIHUX Mepexax NpHUBEpTaE 0arato yBard JOCIHIiTHHUKIB.
Jlesiki apropu [1] mMpomoHyIOTh MOTHMOIEHUH aHaITi3 OE3MEeKH eIEKTPOCHEPTeTUIHIX
cucTeM. IX MiAXim IpyHTYeThCS Ha PO3IMMPEHOMY BH3HAYEHHI PH3HKY, IO BKIIOYAE
Taki (akTopH, K 3arpo3M, BPa3NIMBICTh, HemependadeHi oO0CTaBUHU Ta BIUIMB. BiH
BU3HAYa€ JAWHAMIYHUKA BHOiIp HenepenOaueHHX OOCTaBMH HA OCHOBI IOTOYHHMX
ineHTH(iKOBaHMX 3arpo3. IcHye nexiibka BU3HA4YEeHb pe3wibeHTHOCTI. OnHe 3
HepIINX BU3HAUCHb CTIHKOCTI Oysio po3pobiieHo B 1973 pori B paMKax J0CIiKEHHS
EKOJIOTIYHUX cHucTeM, a came: "Mipa cTifikocTi cucTeMu 10 3MiH 1 30ypeHb, siKa
Jo3Boisie il 30epiraTu MOCTiHHI BITHOCHMHU MiX cBoiMM cTaHamu': "Mipa crilikocTi
CHCTEM 1 3IaTHOCTI TIOTJIMHATH 3MiHU Ta 30ypeHHs, 30epiraroun mpy mMboMy Ti XK cami
B32€MO3B'SI3KH MK 3MiHHUMH cTaHy" [2]. Pe3mIbeHTHICTh MUPOKO BUBYAETHCS TAKOK
B TaKWX IUCIUIUTIHAX K €KOJIOTis, IICHXOJIOTis Teopis kaTacTpod Ta iH [3].

Hanexxne BU3HaUCHHS MPIOPUTETIB € €PEKTUBHAM CITOCOOOM BUPINICHHSI TTUTAHb
Oe3nexkn Ta yNpaBIiHHSA pHU3WKaMHU. BiH cnpsMoBaHWN Ha MaKCHMI3aliio IepeBar
HasBHUX PECYPCiB IIIAXOM 30CEpE/DKCHHS Ha HAWOUTBIT BaKIMBUX IMHTAHHAX 1,
TAaKUM 4YHHOM, MiHiMi3anii BiacTuBux Oe3meri pusukiB [4]. Takuii mporec,
0e3yMOBHO, Tnependavyae i) BUKOPHCTaHHS JESKUX IOPIBHSUIBHUX CY/DKCHb JUIS
BU3HAYCHHS CUCTEMH PAH)KyBaHHS Ta 11) TEXHIKY MiATPUMKH NPUHHATTS pillleHb IS
OLIIHKH Ta NOPIBHSAHHS PI3HUX BapiaHTIB PIICHHS 1100 BU3HAYCHHS INPIOPUTETIB. Y
IIbOMY KOHTEKCTI, IepeBa)kHa OUIBIIICTD ICHYIOUMX MPAKTUK BU3HAYEHHS IIPIOPUTETIB
3aJIeKHUTh JIMIIE BiJ SIKICHUX IOKAa3HUKIB Ta/ab0 INpOLECiB HPUHHATTS pillleHb, L0
IPYHTYIOTbCS Ha CTYIICHSIX BasKJIMBOCTI. SIKICHI CYIUKEHHS Ta IIOKa3HHUKH, K IPABHIIO,
Iy’)Ke CyO'ekTUBHI. TakuM YHMHOM, BOHH MOXYTh TPHU3BECTH J0 MPUHHATTS PIllICHb,
CHJIPHO 3aaHTKOBAaHUX IHAWBIAyaJdbHHMMH TOTJIsSmAaMu. Ha Taki pimieHHS Moxke
BINIMHYTH HETOYHA iHTEpIpeTamisi CTaHy CHCTEMH, CIPHUYMHEHA BUMYLICHHM
KOHCEHCYCOM CY/DKeHb Ha HECHIPHATIIUBY HOIIO.

Ha mpaxTurmi mporiec ympaBiiHHS Ta OIIIHKKM PHU3WKIB BKIIOYAE B cebe Kibka
IHIIMX TEXHIYHUX Ta OpraHizaliiHUX (aKTopiB, a HE JHUIIE MOKA3HUKU CTYyIMEHS
Ba)XKOCTI HECIIPUATINBOI MOJIT.

[Mapagurma ananizy pU3HKiB B eHepreTuui 0€3yMOBHO TOB's3aHa 3 MapaJurMoro
PH3HKIB , sIKa ICHY€ IIPH CTBOPEHHI CHCTEM KibepOe3neku.
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3rigHo 1iei mapagurmu pusuku, Y BignosigaocTi 3 ISO/IEC 27000:2009 [5].
iHpopmaniliHa Ge3reka BKIOYae 1O ceOe TPH OCHOBHUX BUMIpH KOH(]INEHLIHHICTb,
JIOCTYITHICTB Ta HLTICHICTb.
Mopenb aaWTHBHOTO PU3UKY iHQOpMauiiHOI Oe3NmeKH MOXKHa IIPEICTABUTH
HAaCTYITHUM YHHOM:

Hcpc+Hipi+Hapa :R

ne H_p. - pusux xondinenuiiinocti; H,p, — pusuk uinmicuocti; A p, - pusux
moctymHocTi; R — 3aranenuit pusuk; H — BeIndnHa BTPAT; p — BIPOTIAHICTH BTPAT.

IlIxana ouinku puzuky mae 100 snauens. Ockimskn 0 < p <110 1< H <100.

JIyist OLIHKM PU3HKIB BUXOJY 13 JIaay €HEpreTHYHOro OJIOKY MOXKJIMBI HACTYIHI
napaJurMH:

H_p, —pusux xondineHuiHOCTI Oyjne BiANOBIAATH DPH3MKY HECAHKIIOHO-
BaHOTO JIOCTYIy 1O OE3MpOBiAHOTO TMpHiMada Ta TEXHIYHOTO CTaHy TaKoro
npuiimaya;

H.p, —pwsuk winicHocTi — po3paxyHKOBHIl Pecypc Ta BipOTiJHICTE BUXOMY 3
Jaxy IBUTYHA BIACHUX MOTPeO;

H_ p, —pusux goctynHocti — (akTuuHuil pecypc Ta BipOTifHiCTh BUXOAY 3

Jaay IBWTYHA BIACHUX MOTPeO, KN 3aJeKUTh BiJl PSKUMY pOOOTH Ta TEXHIYHHX
MOKa3HWKIB  (Hampukyan  BiOpamidaux, 3rimno JCTY  HMCO10816-3-2014
«KoHTpommOBaHHS CTaHy MaIIMH 3a pe3ylbTaTaMd BHMIpPIOBaHHsA BiOparii Ha
HeoOeproBux yactuHax» Ta MEK 60034-1-2007 «MaluuHu eneKTpuyHi 00epToBi».

B momoBimi pO3rISHYTO BHUKOPUCTAHHSA JAHOTO MIiAXOAY JUIA  OI[HKH
PEe3UIBEHTHOCTI IBUrYHIB BilacHUX noTped Tpuninscekoi TELL [6].

1. Alshavish A., de Meer H., Risk Mitigation in Electric Power Systems: Where to start?
Energy Informatics, 2019, Open Access.

2.  Holling C.G. Resilience and Stability of Ecological Systems. Annual Review of
Ecological Systematics, 1973, vol., 4, pp. 1-23.

3.  Espinoza-Zelaya C., Bai Moon J. Resilience Enhancing Mechanisms for Cyber-
Manufacturing Systems against Cyber-Attacks. I[FAC PapersOnLine 55-10, 2022, pp.
2252-2257.

4. Gonzalez-Granadillo G., Garsia-Galfaro J., Alvares E., El-Barbori M., Debar H. Selecting
optimal countermeasures for attacks against critical systems using the attack volume
model and the rori index. Comput. Elect. Eng. Vol. 47, pp.13-34.

5. ISO/IEC 27000:2009 Information technology — Security techniques — Information
security management systems — Overview and vocabulary.

6. Turko O.L. IlinBuiueHHst HafiifHOCTI Ta €(EKTUBHOCTI ENEKTPUYHUX MALIMH Y
IUHAMIYHMX  PEXHMax TEeHEpPYIUHWX  CHeproONokiB. [lpayi  Incmumymy
enexkmpoounamixu HAH Yxpainu: 2009. — Bun 23. — C. 83-90.
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®. Cacdapos, 1. Onedip, FO. [Tpusanos, 1. brinos

3ATTPOBA/IZKEHHSA EJIEMEHTIB «DEMAND RESPONSE» IJISA
3ABE3NEYEHHA HAIIMHOI POBOTH EHEPTOCUCTEMM
VKPATHHM 1T YAC ITPOXO)KEHHA OCIHHBO-3UMOBOI' O
HEPIOY

[Ticnst MOMIKO/PKEHHST €HEProcucTeMH YKpalH! BHACIIIOK PAaKETHHUX aTak IPOTSITOM
2022-2023 pp. BUHUKIU MPOOJIEMH i3 MOCTAYaHHSIM CJICKTPOCHEPIii CIIOKHBaYaM SK
yepe3 MepekeBi 0OMeXeHHs, Tak 1 1o Oanancy notyxHocteii B OEC Ykpainu. ITin yac
MPOXOKEHHS OCiHHBO-3uMoBoro mepiogy (O3I1) 2022/2023 OiipLIiCTh CIIOKUBAUiB
eJleKTpoeHeprii Ykpaiau Oynau 3HeCTpyMIIeHUMH TpuHaiMHI 8-10 roguH Ha 100y uepe3
3actocyBanHsa mucrierdepamu HEK «Ykpenepro» rpadikiB 0OMeXeHb MOTYXHOCTI Y
rpadikiB aBapidiHuX BigkmodeHb (mami — ['AB) mia 30epexeHHs HamiiHOI pOOOTH
eHeprocucteMu KpaiHd. Ilpu 1pomMy, OOCSTH CIIOKWBAHHS, SKi 3aBOJATHCS T 4Yeprd
T'AB, ckmamaroTbest BiAmoBimHO 1o [1], Ta 3anexarh BiJ CHOXUBAaHHS EJIEKTPHIHOL
MOTYXXHOCTI B TOAWHY CyMillleHoro makcumymy HaaHTaxeHHs OEC VYkpainu B
PEXUMHUI JICHb 3aMipiB TPYIHS MOTIEPEAHBOTO POKy KoskHoro OCP.

OpauM 13 nuixiB 3abe3neyenss HaxaiiHoi pobotn OEC Ykpainu B Taki ocoOnmBi
niepioam € yrpapiiHHs mornutoM (aHrt. Demand Response), T SKUM po3yMi€ThCS 3MiHA
CTHOKMBAHHS EJICKTPOCHEPrii il KIHIEBUMHU CIOXHMBa4aMH Ha 3allUT JUCTIETYEPCHKOL
CIy)OW, y BIINOBib Ha 3MiHy EKOHOMIYHMX CTHUMYJIB a00 KOJMM HaiiHICTh
(YHKLIIOHYBaHHSI €IEKTPOCSHEPTETUYHOI CUCTEMH € II1J] 3arPO30I0.

VYrpaBiiHHSA TIOIMMTOM EJIEKTPHYHOI €Heprii ChOrofHi € CKiIajoBolo LudpoBoi
TpaHcdopmaltii enekTpoeHepreTHkH YKpainu [2, 3], a HeoOXiHICT 3a0e3MeUeHHs TAKOTO
yIpaBJiHHs nependayeHa KoHuemniero BIpoBapKeHHs “po3yMHHX Mepex” B YKpaiHi 10
2035 poky [4], B siKii BH3HAueHi 3arajbHi HANpSIMKU BIPOBA/PKEHHS 1 BUKOPHUCTaHHS
TEXHOJIOTiH «PO3YMHHX MEPEX».

B ymoBax macmraOHUX pyiHYBaHb €HEPreTHYHOI iHMPACTPYKTYpH B YKpaiHi
nedinuT TeHepaiii B €HEPrOCHCTEMi BiqUyBaTHMETHCS Yy BOEHHHUH Ta TiCISIBOECHHHMA
nepioan. A y mepiosy 3MMOBHX MaKCUMYMIB €JIEKTPOCIIOKHMBAHHS BUHUKATHME MOTpeda
y 3aIpoBa KeHHI TpadiKiB IMOYEProBOi 1Mo 1adi €JIeKTPUIHOT CHEPTii.

Jlns  3HWKeHHA TOTpeOM y 3ampoBapKeHHI TrpadikiB  MMOYeproBoi  momadi
eJIEKTpOSHeprii HeoOXiTHO aKTHBHIIE PEaNi30BYBAaTH 3aXOJH 13 PETyNIOBaHHS DiBHIB
€JIEKTPOCIIOKHMBaHHS y TOOyTOBOMY cektopi. ComiJy 3a3HauuTH, IO OCHOBHI 3aXOJau
PETYITIOBaHHS PIBHIB €JIEKTPOCIOKUBAHHS MMOOYTOBOTO CEKTOPY Mi€Bi caMe sK CIocio
VHUKHEHHSI aBapiiHUX BiKIIOYEHb CIIOXHMBadiB. B ymoBax 3ampoBa/pkeHHs Tpadikis
MOYeproBoi Mojavi eJNeKTPUYHOI €Heprii MONKUT Ha €IeKTPOEHEPTrilo Ha0yBaTUMeE O3HAaK
AQHOMaJIbHOI ~ €JaCTHYHOCTI, 1~ HAaBaHTaXCHHS  32)XUBJICHHX  CIOXKMBayiB
30LIbIIYBAaTUMETHCS. HABITh 32 30UIBIIECHHS BapTOCTI €JIEKTpUyHOi eHeprii. HaitOinbin
HOIIMPEHNMH 3ac00aMH PEryJIroBaHHs rpadikiB HABAHTAKECHHS NOOYTOBUX CIIOKMBadiB
(aKi, 3a3BM4aii He MAalOTh CKJIAJHMX CHCTEM aBTOMATHYHOI 3MiHM IOTYXKHOCTI 32
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BiJUIaJIEHUM 3alTUTOM 3 JIMCIIETYEPCHKOTO LIEHTPY), € 3pi3aHHs MKy eJICKTPOCTIOKUBAHHS
Ta MepeHeCeHHs] HaBaHTAKESHHS Ha HETIIKOBI TOTUHU JTOOH.

Jlo OCHOBHHX CHOCOOIB CTUMYITIOBaHHS IMOOYTOBUX CIO>KMBAYiB 3MIHUTH BIIACHHI
rpagik eIeKTPOCTIOKUBAHHS BiTHOCSTh:

* iH(hopMyBaHHS HaceneHHs Npo ediuuT reHepanii B €HeprocucTeMi Ta norpedy
3MEHILIUTH €JIeKTPOCTIOKUBAHHS;

*  3ampOBa/UKEHHS Tapu]iB HA EIEKTPUYHY EHEPIilo, sSIKi CTUMYJIOIOTh MOOYTOBUX
CIOXKUBAYiB 3MCHIYBATH CJICKTPOCIIOKHMBAHHS Yy TIKOBI TOJWHH J00M Ta
MIEPEHOCUTH BHUKOPUCTAaHHS MOOYTOBUX €JIEKTPONPWIAiB HAa TOJMHH HIYHOTO
MIHIMyMY €JIeKTPOCIIOKUBAHHST,

*  peryaroBaHHS MOOYTOBHM CITOXKHBAa4YeM BJIACHOTO rpadika elIeKTPOCIIOKHUBAHHS K
orTavyBaHa TOCIyTa JJIsI CITy)KOH TUCTIETYEPCHKOTO YIIPABIIiHHS.

Jlns 3abe3nedenns HafaiiiHoi podotn OEC Ykpainu mij 9ac mpoXomKeHHST OCIHHBO-
3UMOBOIO MakCUMyMy HaBaHTaxxeHb y 2023-2024 pp., HaHOLIbII NOLIJIBHUM, 3 TOYKU
30py BHTpaT dYacy Ha peajlzalilo, € 3aCTOCYyBaHHS TaKOrO CIOCOOY peryioBaHHs
CriokuBaHHs, SIK «lH(pOpMyBaHHS HaceraeHHS Npo nediluT reHepallii B eHeprochucTeMi.
3a yMOBHM aKTMBHOTI'O JOJy4YEHHs JIO ioro peainizanii (axiBuiB NpoQibHUX MiHICTEPCTB
(3oxpema MiHicTepcTBa eHepreTkn Y Kpainu ta MinictepcTBa udpoBoi TpaHchopmartii
Vkpainu), Omneparopa CHCTEMH Tiepeladi Ta OIEpaToOpiB CHUCTEMH PO3IMONUTY, 3a
HEOOXiTHOCTI — OpraHiB MiCIIEBOIO CaMOBPSAYBAHHS, MOKIJIMBO Y HAWKOPOTII TEPMiHU
peamizyBaTd MexaHi3M iH(QOpMyBaHHS HaceleHHS Tpo JedimuT TeHeparii B
EHEepProcucTeMi duepe3 3acTOCYHOK «Jlis», Ta, SIK HACHJOK — 3MEHIIUTH KUIbKICTh
3acToCyBaHb TpadikiB aBapiiHUX BiJKITIOYEHb CIOXHBadiB Tpu mpoxomkeHHi O3I1.
JlonutbHUM € 1 3alpoBajKEHHS TaKMX METOJIB PErYJIOBaHHS €JIEKTPOCHOKMBAHHS, SIK
«Tapudni cTumynn 10 3MiHK TpadikiB enekTpocrnoxuBaHHsm Ta «CruladyBaHa 1ociyra
3MIHH €JIEKTPOCIIOKMBAHH», ajle BPAXOBYIOUHM JOBIOTPHBAIIMI Tepios s iX peanizarii,
BOHU MOKYTh OyTH 3alpoBapKEHi y OLIBII TPHUBAJIi MEPCTICKTUBI.

1.  IHCTPYKUIA mnpo ckmaganHs i 3acrocyBaHHs rpadikiB OOMEKEHHS Ta aBapiiiHOro
BIJIKJIFOYEHHSI CTIO’KMBAYiB, a TAKOXK IPOTHABAPIHHIX CHCTEM 3HIDKEHHS eJIeKTPOCTIOKHBAHHS
(mocuaHHs Ha eJIeKTPOHHMI pecypce: https://zakon.rada.gov.ua/ laws/show/z0151-07#Text).

2. Kupunenko O.B., brinos 1.B., 3aiines €.0. ITamagor C.O., Bacwibuenko B.1. BripoBamkeHHs
MDKHApOIHHUX Ta €BPONCHCHKHUX CTaHIapTiB Just po3BUTKy OEC Ykpainm 3rigHo KoHmemnmii
Smart Grid. IIpaui [nctutyTy enekrpoaunamiku Harionaneroi akagemii Hayk Ykpainu. 2022.
Ne 63. C. 5-12. doi: https://doi.org/ 10.15407/publishing2022.63.005.

3. Kupunenko O.B., brinos I.B., lenucrok C.I1. Ludposa tpaHcdopmaltis eHepreTHKH: cy4acHi
TeHneHuii Ta 3aBmanus. Ilpaui IHctutyTy enekrpoauuamiku HamionanpHoi akamemii Hayk
Vxpainu. 2023. Ne 65. C. 5-14 DOI: https://doi.org/10.15407/ publishing2023.65.005.

4.  Konnenmis BpoBa/uKeHHS “pO3yMHHX Mepex” B YkpaiHi mo 2035 poky. PosmopspkeHHS
KMY Bix 14.10.2022 p. Ne 908-p.
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M.M. Xyaunues, [.JI. [Tanaxdenko

ITOKA3HUKH BITHOBJIEHHSI KPUTHYHOI
IHOOPMANIMHOI IHOPACTPYKTYPHU

AHaii3 pekoMeHJaliil 3 3axucTy (Kibep3axwcTy) KpUTHIHOI iHpopMartiiHol
iHppacTtpykrypu [1] CBigUMTH NPO CYTTEBUI BIUIMB TOKa3HHWKIB BiJHOBJIECHHS
iHppacTPpyKTypH, SIKi MOXKHA BUIUINTH (BIIOKPEMUTH) BiJl 1HIIMX ITOKa3HUKIB 3aXUCTY
(nuB. Tabm. 1).

Tabmmms 1

—  Tloka3uuku

iHOPaCTPYKTypH

BITHOBJICHHS  KPUTHUYHOT

iH(pOopMaIiiHHOT

DyHKIIIS
3aXUCTY

Kareropist
3ax01y

[Moka3HUKK BiTHOBJICHHS
(mmigkareropist 3axoy)

‘YMoBHaA
Bara

Inentudikartist
(ID)

VYrpasmiHHSA
aKTHBaMHU
(ID.AM)

ID.AM-0: ITepemnik Ta
Kareropu3aiii 00'€eKTiB KpUTHIHOL
iHOPACTPYKTYPH 3aTBEPIKCHI

1

ID.AM-1: IHBeHTapU3YIOTHCS
(i3uuHiI TPUCTPOT Ta CUCTEMH B
opranizarii

ID.AM-2: [HBeHTapU3YIOTHCS
MIPOrpaMHi IaTGOPMH Ta TOAATKH
B Oprasizartii

ID.AM-3: [HBeHTapU3YIOTHCS
BiJIOKpEeMJICHI/BiIaeHi
Ii1po3/iaH, opraHizauii B cdepi
yIIpaBJIiHHSI, IEPCOHAI

Hinose
cepenoBuILe
(ID.BE)

ID.BE-2: Micue oprani3amii B
KPUTHYHIH iHppacTpyKTypi Ta i
rajly3eBOMY CEKTOP1 BU3HAYAETHCS
Ta MOBIIOMJISIETHCS

ID.BE-4: BcraHoBieHO
3aJIeKHOCTI Ta KpUTHYHI QYHKIIT
JUIsl HAAHHSI KDUTUYHUX TTOCITYT

ID.BE-5: Bumoru 1o
Bi]MOBOCTIHKOCTI IS i ATPUMKHU
HaJaHHS KPUTUIHO BaXKIIMBHX
MTOCITYT BCTAHOBJICHI JUTSI BCiX
po0OOUYNX CTaHiB

Crpareris
YIpaBIiHHS
pH3HKaMH

ID.RM-3: BuzHaueHHS
Oprasizalfi€ro CTIHKOCTi 10 pU3UKY
0a3yeThCs Ha ii poJti B KpUTHUYHIH
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(ID.RM) iH(ppacTpyKTypi Ta aHai3i PUKKIB
y NEBHOMY CEKTOpi
Ynpasninus ID.SC-5: I[InanyBaHHS pearyBaHHs
pHU3UKaMHU Ta BIJTHOBIICHHSI, @ TAKOXK
JIAHIIOTa TECTYBaHHS IPOBOJSTHCS Pa3oM i3
MOCTaBOK MOCTa4aTbHUKAMU Ta CTOPOHHIMH
(ID.SC) MoCTa4aJbHUKAMU
3axuct (PR) | O6Gisnanicte | PR.AT-1: Yci kopuctyBaui
1 HaBUaHHS npoiH(OpPMOBaHi Ta HABYCHI
(PR.AT) PR.AT-4: Crapiui KepiBHUKU
PO3YMIIOTh PO Ta
BIIIMOBITAIBHICTE
PR.AT-5: Tlepconan i3 ¢izmuHoi Ta
iH(hopMaIiifiHoi Oe3eKn po3ymie
podii Ta 000B’I3KU
besneka PR.DS-7: CepenoButia po3poOku
JTAHUX Ta TECTYBaHHS BiIOKPEMJICHI BiJ
(PR.DS) cepeoBHIa BUPOOHHUIITBA
IIpomecu Ta PR.IP-4: Pe3epBHE KOMitOBaHHS
pOLEAypH iH(popMaIlii BHKOHYETBCS,
3aXHUCTy MATPUMYETHCS Ta TECTYETHCS
inpopmanuii PR.IP-9: [Inanu pearysanHs (Ha
(PR.IP)] {HIIMIEHTH Ta 3a0e3MeUeHHS
0e3nepepBHOCTI poOOTH) 1 TUTAHU
BiZTHOBJICHHSI (aBapiiiHOTO
BiZIHOBJICHHS) ICHYIOTb 1 HUMH
KEPYIOThCS
PR.IP-10: [Inanu pearyBaHHs Ta
BiJTHOBJICHHS TIEPCBIPSAIOTHCS
TexHomorii PR.PT-5: Mexanizmu
3aXUCTY BiJ]MOBOCTIHKICTI peasi30BaHi s
(PR.PT) JIOCSITHEHHST BUMOT CTIMKOCTI B
HOPMAJTBHHX 1 HECIIPUSATIMBUX
CHTYaIlisIX
PearyBanna | [InanyBanns | RS.RP-1:Ilnan pearyBanus
(RS) pearyBaHHS BHKOHYETKCS i1 yac abo micis
(RS.RP) oI
3B'13KH RS.CO-1: ITepconan 3Ha€e cBoi
(RS.CO) POJIi Ta TOPSITOK MiH, KOJTU

OTpiOHA peaKIlist

RS.CO-3:Indopmartis nepenaerbest
BIJIMTOBIHO 0 TUTAHIB pearyBaHHs
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RS.CO-4: KoopauHartis i3 4
3aIiKaBJICHUMH CTOPOHAMH
BiZI0yBa€THCS BiJIIOBIIHO JI0
IUTaHIB pearyBaHHs

BinHosieHHs IMnanyBanus | RC.RP-1: [Inan BigHOBICHHS 8
(RO) BIZIHOBJICHHS | BMKOHYETHCS MiJ] 4ac abo micis
(RC.RP) IHIIUJICHTY
Ioxkpamenns | RC.IM-1: [lnanu BigHOBIECHHS 8
(RC.IM) BKJIIOYAIOTh OTPUMaHi BUCHOBKH
RC.IM-2: OHnoBieHo crparerii 8
BITHOBJICHHS
Komynikanii | RC.CO-2: Pemyrauis nicist noaii 8
(RC.CO) BiJIHOBITIOETHCS
RC.CO-3: disutbHICTB 3 8

BITHOBJICHHS [OB1AOMIISCTHCS
BHYTPIIITHIM 1 30BHINTHIM
3aIliKaBJICHUM CTOPOHAM,
BHKOHABUYUM 1 YIIPABIIHCHKUM
KOMaHaM

3B’5130K MMOKa3HUKIB BiIHOBJTIOBaHHS KPUTHIHOT iH(hopMaIiifHOT
iHQPACTPYKTYpH 3 CTIHKICTIO (PE3UIBLEHTHICTIO) TaKOi IHPPACTPYKTYPH OIUCYETHCS B
pamMKax Mojelli JIOKaJbHOTO 1iHIEKCY KiOepOesnekn [2], TMOKa3HUKAMH SKOTO
BHUCTYITIATUMYTh MOKa3HUKW  BiJHOBJIIOBaHHSA  KPUTHUYHOI  iH(OpMaIiiiHoi
iHQpaCTPYKTypH.

BumipioBaHHs TOKa3HHMKIB 1HIEKCY 3IIHCHIOETBCS IIUIIXOM EKCHEPTHOTO
OLIHIOBaHHA. Y HAHMNpOCTIMIMX MOZENSIX IHAEKCY BHUKOPHCTOBYEThCS MABO- abo
Oararo0anbHa cucTeMa JUCKPETHOI €KCIEPTHOI OLIHKM 3 BaroBMMHU KoegillieHTaMu,
SKi OpiBHIOIOTH 1. BinbIn ckinagHi Moaesai BUKOPHCTOBYIOTH CHCTEMH Oe3nepepBHOT
OLIIHKK Ta/ab0 3MiHHI (CaMOy3roJUkKeHi) BaroBi KoeilieHTH (MOJIMBHH BapiaHT
3Ha4YeHb BaroBux KoedilieHTIB HaBeeHO y Tab. 1).

1. Merognuni pekOMeHJAIil IIOJO IIJABHINEHHS piBHA KiGep3axuCTy KpPUTHIHOL
inpopmaniiitnoi  inppactpykrypu. Haxaz  Anmimictpamii  JlepxkaBHoi  cimyx0Om
CreLianbpHoro 3B 513Ky Ta 3axucty indopmarii Ykpainun 06 sxoBtHs 2021 poky Ne 601
https://cip.gov.ua/services/cm/api/attachment/download?id=42914.

2. XymuraueB M.M., XKunin A.B., JaBuatok A.B. Csitosi iHnexcu kibepbe3neku: orisj ta
meroauku Qopmysanus (Imobanbuuii 3BiT / Karamor). MikHapomHuil yHiBepcHTET
kibepOesneky, [HcTHTYT mpobiieM MonemoBaHHs B eHeprerwmi im. I'.€. ITyxosa HAH
Vkpainu. K.: 2021. 240 c.
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B.IO. 3y6oxk, P.C. JIparyHios

BU3HAYEHHS KIBEPCTIHKOCTI B HOPMATHUBHO-
IIPABOBOMY I10J11 EBPOITEMCBKOI'O COIO3Y I YKPATHHU TA
3ACTOCYBAHHSA MOT'O JIO IKT MIJI BINIMUBOM
EHEPTETUYHUX 3AI'PO3

Ha croromni moOpe Bimomi MOHATTA KiOepcrilikocTi (cyber resilience) [1] Ta
mudporoi criikocTi (digital resilience) [2]. € pi3Hi migxoan K0 TIIyMadeHHs Pi3HUII
MK HHMH. AHaJi3 JDKEepeNl M03BOJIsi€ 3pOOMTH BHUCHOBOK, IO OOHMIBa MAalOTh
BiTHOIIIEHHS JIO YIpaBJiHHA Oe3nepepBHicTIO OizHec-mporiecy (business continuity
management, abo BCM). Brim, cdepa 3acrocyBaHHs TOHATTS cyber resilience
CTaBUTh B CEpPEIMHY KOHLEMLIi CTIKOCTI Ta BiJHOBIIOBAHOCTI 1H)OKOMYHIKaIiHHUX
cucTeM JI0 Kibeparak, B Toi yac sk digital resilience — 11e Gisble Ipo BIACTHBOCTI Ta
MOBEIIHKY OKPEMOT0 IHAWBiga, TPYHNH YU CHOUIBHOTH IIiJi BIUIMBOM THX CaMHX
Kibep3arpo3s [3].

3araipHOBIIOMO IO KibepOe3meka TiCHO MOB’s3aHa i3 3aXUCTOM iHpopMarii [4].
OpnHak B 3axucTi 1HGOPMALIT nOHAMMA CMIUKOCMI 8Jice 8U3HAYEHE 8 HOPMAMUBHUX
00KYMeHmax 3 mexniynoeo zaxucmy ingpopmayii, a came [5]. «CTifiKiCTh 10 BiMOB»
BH3HAU€Ha SK OJMH 3 KpUTEPiiB JOCTYNMHOCTI, MIO0 TapaHTye MOXKIUBICTh
BUKOPHUCTaHHA iH(popmarii, okpemMux QyHKIIH a00 KOMI'IOTEPHOI CUCTEMH B IIJIOMY
micasl BIAMOBHM 11 KOMITOHEHTA. PiBHI 1MaHOi TOCIYTHM pPaHXXYIOTHCS Ha ITiJICTaBi
CIIPOMOXKHOCTI ~ KOMIUIEKCY  3aco0iB  3axucTy  3a0€3MeUuTH  MOJXKIUBICTH
(YHKITIOHYBaHHS CHCTEMH B 3QJIEKHOCTI BiJl KUIBKOCTI BiJIMOB, a TakKOX KiJIBKOCTI
HOCJIYT, AOCTYITHHUX Micisl BiAMOBH. SIk 0a4nMo, B IbOMY BH3HAYEHI He U0embCs npo
30amuicmb 00 GiOHo61enns. lle 3Myllye BIIOKPEMHUTH IOHSTTS CTIMKOCTI Ta
PE3UILEHTHOCTI 110 BITHOIIEHHIO JI0 3aXUCTY iHQOpMAIlii.

B Toii ke yac, B YkpaiHi icHye HallioHaNbHa cucteMa cTiikocTi (Hagani — HCC)
[6], mpu3HaueHa mius 3abe3NeUeHHs] 37aTHOCTI JEpXKaBU 1 CyCHUIBCTBA CBOEYACHO
ineHTH(IKyBaTH 3arpo3H, BUSBIISITH BPAa3JIMBOCTI Ta OL[IHIOBATH PU3UKH HalllOHAIBHIH
Oesmerri, 3amo6irati abo MiHIMI3yBaTH iX HEraTHBHI BIUTUBH, ¢(DEKTHBHO pearyBaTu
Ta IMBUIKO 1 TOBHOMACIITaOHO BiTHOBIIIOBATHICS ITiCJsi BHHUKHEHHS 3arpo3 ado
HACTaHHs HaJ3BUYAWHUX Ta KPU30BUX CHUTYaIlill yCiX BHIIB, 30KpeMa TiOpumaHux. Sk
0a4nuMo, TYT CTIHKICTh YiTKO acOI[IHOBAHO 3 MPOIIECOM BiTHOBIICHHSI.

BrposamkyBana HCC wmae 3a0e3neunTy, 30KpemMa, O€3MEeKy Ta 3aXHIICHICTh
00’exTiB KpuTH4HOI iH(pacTpykTypu, no sikux B HCC BimHeceHO B TOMY 4YHCIi
KibepOe3neky; 3axuieHicTh Ta Oe3nepeOiiiHe (YHKIIOHYBaHHS iH(GOPMAIIHHUX Ta
KOMYHIKaliitHux mocayr. Take po3MIMPEeHHs MOHATTS KPUTHYHOI iH(pacTpyKTypw,
HONPH CBOIO y3arajbHEHICTh, CHIBIAAAE 3 HANPSIMaMH CBITOBOI'O PO3BHUTKY CBITOBHX
npakTuk. Tak, 16 ciuas 2023 poky naOyna umHHOCTI [QupextuBa (€C) 2022/2555,
BigoMa sik NIS2 [7]. Bona 3aminmna dupektuBy (€C) 2016/1148, Bigomy sik mpocto
NIS. Opniero 3 rtonoBHHX BigMminHocTed J[upektuBu NIS2 y mopiBHSIHHI 3
MoTIepeAHhOI0, BiZIOMOIO sIK mpocto NIS, € miABHWINEHHS CIJILHOTO PIiBHS
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kibepOesnekn B ycboMy Coro3i Uil NOAAIBLIOTO IOKpPAIIEHHS PE3MILEHTHOCTI Ta
MOXJIMBOCTEH pearyBaHHs Ha iHIWACHTH SK JISp)KaBHOTO, TaK 1 IPUBATHOTO CEKTOPIB
ta €C 3zaranom. IlepernsiHyTa AuMpeKTHBa CHIpsIMOBaHa HAa TapMOHI3alil0 BHUMOT
KibepOe3nekn Ta BIPOBAPKCHHS 3aX0/iB KiOepOe3neKu B Pi3HUX JepiKaBax-ujeHax.
106 nmocsrTH LBOTO, BCTAHOBIIIOIOTHCS MIHIMAJIBHI MpaBUIiIa JJIsi HOPMAaTHUBHOI 0a3u
Ta BCTAHOBJIIOE MEXaHI3MU I €(DEeKTUBHOI CITIBIIpAIli M)XK BiAIMOBITHUMH OpTaHaAMHU B
KOXHIH JepkaBi-wieHi. BiH OHOBIIOE MepeNmiK CEeKTOPiB 1 BUAIB MisJIBHOCTI, Ha SKi
MOIIMPIOIOTHCS 3000B’sI3aHHS IIOA0 KibepOe3neku, i mependadae 3aco0u MpaBOBOTO
3aXUCTY Ta CaHKIN1 AJIs 3a0e31MeYeHHs] BUKOHAHHS.

3 1dpoBOi PE3UITBLEHTHOCTI JAOAATKOBO III€ BHOKPEMITIOIOTH TIOHATTS Yu@dposoi
onepayiunoi pesunvenmnocmi (digital operations resilience), onucaHoi B MOJIOKEHHI
npo 1M(poBy oOmepauiiiHy pe3wIbeHTHICTH (iHaHcoBoro cektopy (DORA) [8].
udposa onepauiiina pe3nIbLEHTHICTD (OKycyeThes Ha cripoMoxkHocTi IKT-pecypcis
opranizauii 3abesneuntn BCM y Bumnanky kpuzoBux mnoxid. JupexruBy NIS2 Gyno
Y3TOJDKEHO 3 Tajly3eBHM 3aKOHOJAaBCTBOM, 30kpeMa 3 DORA i1 mupekTuBoO 10710
CTIHKOCTI KPUTHYHO BaXXJIMBUX oprasizamiii (critical entities resilience — CER).
MexanizM JOOpOBUIBHOTO TMAPTHEPCHKOTO HaBYaHHA (peer-learning) MiABUIINUTH
B3a€EMHY JOBIpY Ta BHUBYEHHS TEPEIOBUX MpakTUK i1 gocBimy B EC, Tum camum
CIIPHUSIOYH JOCATHEHHIO BUCOKOTO 3arajJbHOTr0 PiBHS KibepOe3meKu.

NIS2 mouwnae misitu B k0BTHI 2023 poky. OYiKyeThCSI TaKOXK IMOYATOK il
3akony mpo kibepcriikicte (CRA) [9], skuii BCTAaHOBIIOE BUMOTH JI0 KibepOe3nekn
UL psAMy amapaTHUX 1 MPOTpaMHUX MPOIYKTIB, IO HAAXoAATh Ha puHOK €C,
BKJIFOYAIOYM PO3YMHI KOJIOHKH, irpu, omepauiidHi cuctemu tomo. CRA, iiMoBipHO,
Oyne mnoromkeHo iHcturymisimu €C y 2024 poui 3 3000B'A3aHHS ITOYHYTbH
3actocoByBaTHcs B 2025 a6o 2026 pokax.

3 MeToro miaBHIIeHHS KibepcTiikocTi CRA cripsiMoBaHwMit Ha Taki 3a7ayi:

* 3albesneunTH, MO0 BHPOOHUKHM IOKpAIlyBaliu Oe3NeKy NPOAYKTIB i3
IU(pPOBUMH €JIEMEHTaMH, ITOYMHAIOUN 3 (pa3u MPOEKTYBaHHsS Ta PO3POOKH Ta
MPOTATOM YChOTO KUTTEBOTO LIUKITY;

*  3a0e3MeYNUTH Y3TO/KEHY CTPYKTYpPY KiOepOesmeku, CIpHsiOYN BiAMOBITHOCTI
JUIsl BAPOOHUKIB 00JIaIHAHHS Ta MPOTPAMHOTO 3a0€3MIeUCHHST,

* TIABWIIUTH MPO30PICTh BIACTHBOCTEH O€3MeKH MPOAYKTIB i3 IHPPOBUMHU
€JIEMEHTaMU;

* 3a0e3MeYUTH MOXKIMBICTh OE3IIEYHOr0 BUKOPUCTAHHS IIPOIYKTIB 3 HHU(PPOBUMHU
€JIEMEHTaMHU.

Just YkpaiHM uYu He HaWTOJIOBHIIIMM BUKJIMKOM 3 KiOepcTifikocTi €
eHeprocucreMa — HalBaKJIMBIIINA KOMIIOHEHT KPUTHYHOI IHQPACTPYKTYPH JIepIKaBH,
110 3YMOBIIIOE HOpMallbHE (DYHKI[IOHYBAHHS yCiX rajy3